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Abstract

Since their first conception, quantum technologies are now starting to become a

reality promising to improve our everyday life with the prospect of enhanced non-

invasive imaging systems, highly efficient and ultra sensitive sensors, and absolute

security in digital telecommunications. Enormous advancements in terms of charac-

terisation, manipulation, and detection of single quantum states have seen the birth

of a plethora of different platforms and protocols capable of achieving such challeng-

ing tasks. Quantum communications, in particular, have already shown promising

results in real life implementations closing the distance to what many have referred

to as the quantum internet – the next generation of global telecommunications.

However, one of the several roadblocks preventing the implementation of such tech-

nology on a global scale is quantum amplification.

This Thesis introduces a novel probabilistic quantum amplifier for exotic quantum

states (thermal state) showcasing its ability to manipulate their intensities via a

unique double state displacement method. Additionally, the thesis presents a prob-

abilistic quantum amplifier based on the coherent state comparison technique with

the addition of an active feed-forward mechanism capable of simultaneously im-

proving key quantum properties of a state and enhancing the amplifier’s success

probability. The Thesis also shows the experimental work undertaken in the con-

text of quantum random number generation highlighting the limitations of optical

heterodyne detection and setting a benchmark for future evaluations of similar sys-

tems.
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Chapter 1

Introduction

T
racing back the course of human history, no bigger social, economical

and technological revolution was ever witnessed as the one brought forth

by the Information Age in the mid 20th Century [1]. Ground breaking

inventions such as the transistor and the computer propelled the advancement of

digital electronics as the new unrivalled champion of modern information transmis-

sion and communication [2].

On the crest of this revolutionary tsunami, ground breaking work from Heinrich

Lamm, Bram van Heel and Charles K. Kao [3, 4] provided the foundation for fibre

optics technology and its use as a viable medium for transmitting information via

optical signals. Shortly after, optical fibres became the primary media for intercon-

tinental telecommunications due to low-cost manufacturing techniques and simple

deployability. However, the main reason for their wide implementation in modern

global optical infrastructures is due to the development of optical amplifiers [5–7].

Such devices, strategically placed in a wide complex optical network, could overcome

the limitations imposed by transmission losses and signal attenuations by amplifying

an optical carrier during its transmission [8–10].

Towards the end of the 20th Century, new developments in quantum related technolo-

gies were starting to show the immense benefits they could provide in the fields of
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metrology, sensing, imaging and foremost communication [11–13]. Specific to com-

munication, novel communication protocols were put in place in order to provide an

innovative approach to information sharing, one that could deliver unlimited secu-

rity among users thanks to the underlying physical principles dictated by quantum

mechanics [14–16]. However, these new revolutionary protocols required stringent

conditions both on the necessary physical resources and information processing tech-

niques, e.g. single-photon optical sources, highly efficient detection stages, absolute

randomness, etc. [17, 18]. Nevertheless, the advantages of quantum technologies

clearly outweighed the disadvantages brought forth by these constraints albeit dif-

ferent approaches to information transmission, amplification, and processing were

needed in this new quantum arena due to the incompatibility between classical and

quantum mechanics.

This thesis presents the research work undertaken on novel quantum amplification

techniques of engineered classical states of light as well as the work on optical-based

quantum random number generation as one of the key components of quantum in-

formation technologies.

Chapter 2 will introduce the concept of optical amplification in the context of long-

haul optical telecommunication infrastructures focusing on the different commercial

platforms currently available on the market. A comparison of all technologies will

be reported together with a detailed analysis of their operation principles, techno-

logical limitations, and overall advantages/disadvantages.

Chapter 3 will introduce a novel technique for thermal state manipulation based on

a double state displacement technique. It will also present a detailed analysis of

thermal state generation and characterisation focusing on the equivalence between

coherent states expansion and thermal state representation. Moreover, the analysis

will report the results of thermal state manipulation for different operational settings

focusing on the configurations which provide quantum amplification.

2
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Chapter 4 will introduce a novel quantum amplification device, the state comparison

amplifier (SCAMP) with active feed-forward mechanism. The underlying theoretical

description will be presented as well as the advantages brought forth by the use of

a feed-forward mechanism to enhance its success probability. Experimental results

will be reported together with key figures of merit used to assess its efficiency and

overall performance against the same device but without a feed-forward mechanism.

Chapter 5 will present an optical quantum random number generator (QRNG) based

on heterodyne detection. A theoretical description of the physical process will be

given together with a description of essential mathematical tools used to assess its

randomness and overall performance. Additionally, a comprehensive analysis on the

system’s experimental limitations will be given emphasising the detrimental effects

imperfect set-up calibrations have on randomness generation and how to quantify

them.

Chapter 6 will present a brief conclusion to this thesis summarising the key results

of each chapter as well as discussing potential future work that could be undertaken

following the experimental results shown throughout the thesis.
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Chapter 2

Optical amplification - An overview

2.1 Introduction

C
ommunication is fundamental to the development and growth of any

sentient life form [1]. In ancient times, humans relied on both animal and

mechanical vessels to transmit messages of various nature [2], however,

they became obsolete or completely discarded when faster, better and more efficient

methods were discovered [3].

It is only in the late 19th century that human communication experienced a leap

forward as no other before when the industrial revolution started to bear fruit [4, 5].

Great advances in the field of electricity and magnetism allowed the invention of the

telegraph, the telephone and the radio [6, 7]. Wireless communication did not take

long to dominate over other conventional distribution channels paving the way for

the invention of the television [8]. Over the subsequent century, humanity experi-

enced a series of other important breakthroughs that shifted the balance in modern

telecommunication systems: the birth of semiconductor devices; the development of

transistors; the advent of the internet and computer networks; the rise of the digital

era; satellite communications [9].

The worldwide exponential growth in connectivity, access points and digital ser-
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vices, however, started to threaten the physical underlying infrastructure in place

[10]. The constant need for more bandwidth and faster communication speeds could

not be satisfied by electronic means alone; a new path had to be found. This earnest

search opened the way to optical telecommunications.

Small attention was directed towards optics at the time due to technical limitations

on light generation and manipulation [11]. Moreover, optical engineering was still

in its infancy and could not provide commercial solutions to the open market [12].

It is only when the first MASER was developed [13] and later the “light” ampli-

fier (LASER) [14] thanks to the seminal works of Einstein, Ladenburg and Kastler

[15, 16] that optics came to be a viable option. Highly coherent bright light could

be easily produced and manipulated for a variety of application: welding with high

power LASERs [17], light-matter interaction studies [18] and fundamental physics

research [19].

In the timespan of a few decades, optical telecommunication took over as primary

form of local and intercontinental data transmission and information sharing due to

the enormous advantages over its electronic counterpart [20]. Several factors con-

tributed to this paradigm shifting development, however, one in particular stands

out the most: amplification. By the same methodology used to generate light via

a LASER, any low amplitude optical signal could be arbitrarily amplified to a suf-

ficient degree [21] enabling its detection at a later stage. This was naturally seen

as the most viable option for long-haul communications, i.e. global connectivity, as

signal degradation could be removed by sequentially amplifying a signal at different

locations along the transmitting channels [22].

This Chapter provides an overview of the principle optical amplification techniques

developed over the last Century. Section 2.2 will introduce the concept of classical

optical amplification as well as its strengths and weaknesses. Additionally, it will

describe the major amplification architectures currently implemented in commercial

systems comparing their technological requirements and overall performances. Sec-

tion 2.3 will focus instead on optical quantum amplification illustrating the reasons
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behind its development. It will describe the different delivery platforms currently

researched as well as a detailed analysis of their performances and experimental

limitations.

2.2 Classical optical amplification

To fully understand the working principles of optical amplifiers and how they came

to be in such variety and forms, it is important to know first their use in the telecom-

munication infrastructure.

Let us assume that the information we want to transfer from point A to point B,

and for the sake of simplicity we will call the parties involved in the communication

Alice and Bob respectively, can be encoded in the optical modulation of a laser

pulse [12]. This modulated laser pulse travels along a medium, e.g. optical fibre,

free-space channel, and reaches its destination where a detection stage will convert it

into an electrical signal for the electronics to process. Figure 2.1 shows a schematic

representation of such system.

Figure 2.1: Schematic representation of a sender/receiver set-up for telecommu-
nication. Modulated signals are sent from the sender to the receiver through an
optical link (fibre and/or free-space) where they suffer from attenuation. Hollow
pulses correspond to high intensity signals whilst filled pulses to low intensity sig-
nals. The legend shows the corresponding digital binary conversion when the signals
are detected from the receiver (high signal = 1, low signal = 0). The picture does
not include the underlying electronics that is required for correct operation, e.g.
reference clock, GPS triangulation, etc.

The modulation is chosen so that the detection stage can easily convert it into the

digital binary alphabet {0, 1}, i.e. high amplitude pulse as 1 and low amplitude

pulse as 0 [12]. As the optical pulse travels along the transmission link, it gets at-
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tenuated due to the inherent loss of the channel: the longer the distance the more

attenuation the pulse experiences. Loss in the transmission link is strongly depen-

dent on the nature of its medium. Two main technologies are currently exploited in

optical transmissions: free-space links and optical fibres.

Free-space transmission was originally based on a line-of-sight approach. Two

ground stations would share modulated optical signals either implementing large

aperture telescopes or retro-reflectors over few hundreds of metres up to a max-

imum of a few kilometres [23]. Atmospheric turbulence and spectral absorption

limited the operational wavelengths to selected spectral windows to maximise trans-

mittance whilst minimising loss (see Figure 2.2) [24].

Figure 2.2: Spectrum of atmospheric absorption of electromagnetic radiation. Scat-
tering due to particulate in the air limits the transmittance of electromagnetic
radiation from the UV to the IR regions whilst completely blocking it at longer
wavelengths, i.e. far IR. Radio frequencies, e.g. microwave and radar, are able to
propagate freely thus enabling ground detection. [Wikimedia Commons]

The technology, however, did not develop commercially due to the many operational

limitations as well as maintenance costs [25, 26]. Moreover, great attention shifted

towards satellite-based communications where longer communication distances could

be reached [27].
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On the other hand, optical fibres showed to be the best option for small and

mid-range networks covering distances of several tens of kilometres [28]. Constant

development in manufacturing techniques and constant reduction of production costs

made silica fibres the most versatile components for optical transmission [29]. They

could be manufactured from low-cost raw materials [30], they demonstrated excep-

tionally low loss (≈ 0.2 dB/km) in their spectral figure at specific wavelengths (see

Figure 2.3) [29] and they showed great compatibility with commercially available

optical detectors and LASERs at mid-infrared wavelengths [31].

Figure 2.3: Spectrum of silica fibre absorption of electromagnetic radiation. Three
main operational windows provide low transmission loss, however, for telecommu-
nication purposes, the third window is commonly used as it provides the lowest
attenuation, i.e. ≈ 0.2 dB/km. The black dashed line indicates the overall loss due
to Rayleigh scattering whilst the red dashed line the infrared absorption of silica.

Despite the many benefits of optical fibres, intercontinental communication was still

out of reach as the modulated signals were completely attenuated after tens of kilo-

metres mainly due to absorption, scattering, dispersion and poor coupling [32, 33].
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A form of amplification was needed to boost the signal along the link similarly to

what electrical amplifiers did for long distance digital communications.

As a first solution, measure-and-resend optical amplifiers were extensively researched

as they proved to be the easiest approach to optical amplification. In this strategy,

an amplification node would detect the incoming modulated laser pulse, amplify

the corresponding electrical signal and then use it to remodulate a local secondary

optical pulse of higher intensity and send it across the transmission link [34]. This

procedure would then be repeated as many times as necessary for the original infor-

mation to reach the end point of the communication channel. Although this method

seemed to be the most practical solution at the time, it was only with the invention

of fully optical amplifier that long-haul optical communications became available

with performances rivalling those of its digital counterpart.

Fully optical amplifiers make use of a gain medium to increase the optical power of a

laser pulse via stimulated emission [22]. The medium is usually made of a semicon-

ductor material or a doped fibre which is excited by an external source (optical or

electrical pump) right before the incoming pulse reaches the amplifier. The incom-

ing weak signal induces a cascading effect on the active carriers inside the medium

effectively increasing its intensity.

A key parameter for any amplifier is its gain factor G [35]. The gain, which is always

greater than unity, dictates how much power can be generated by the amplifier before

the output signal suffers from saturation effects. The G factor of linear amplifiers,

i.e. amplifiers whose output is linearly proportional to its input, takes the following

form:

G = exp(ζL) (2.1)

where ζ is the gain coefficient and L is the active length of the medium [36]. The

parameter ζ is unique to the chosen medium as well as to the wavelength of the

signal to be amplified.

Another fundamental parameter to consider when describing optical amplifiers is
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their noise figure Fn expressed in decibels (dB) [37–39]. Any optical component

inserted in a transmission line is bound to increase the noise level of a signal which

in turn decreases its signal-to-noise ratio (SNR) [40]. The ratio between the input

SNR and the output SNR of an amplifier is what defines Fn:

Fn =
input SNR

output SNR
(2.2)

If one considers the Poissonian distribution of photons, i.e. the indivisible particles

which compose any electromagnetic radiation, of a highly attenuated signal reaching

an optical amplifier, it is possible to show that Fn can be expressed in terms of the

gain factor G alone [36, 39]

Fn = 2− 1

G
(2.3)

As the gain factor G increases, the noise figure Fn reaches the limiting value of 3 dB,

i.e. Fn = 2 ≡ 3 dB which means that the output SNR is approximately half of the in-

put SNR. Figure 2.4 shows how Fn reaches the limiting 3 dB value for high G values.

Figure 2.4: Theoretical noise figure of linear optical amplifiers. As the gain factor
G increases the noise figure Fn tends to the theoretical limit of 3 dB.
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Optical amplifiers normally perform at G values greater than 30 dB [41, 42], values

for which Fn is visibly close to the noise limit. The intrinsic 3 dB limit, however,

is relative to an ideal amplifier. Normally devices show higher noise figures due to

imperfections, operational conditions and non-linear effects [37]. The greatest con-

tribution to the overall noise figure comes from the amplified spontaneous emission

(ASE) noise. The ASE is generated whenever a spontaneous emission event triggers

the cascading multiplication of carriers, i.e. photons, inside the active medium. This

spurious event degrades the SNR of the device as the newly generated photons are

not coherent with the incoming signal [21].

The approach to optical amplification is relatively straightforward thus opening dif-

ferent avenues for development and implementation [43–45]. However, mainly three

types of amplifiers proved to have the correct combination of amplification efficiency,

direct integration with current technologies, and modularity: semiconductor-based

amplifiers [43, 46], doped fibre amplifiers [44, 47] and Raman amplifiers [45, 48] (see

Table 2.1 for a comparison).

Architectures

Semiconductor
Optical Amplifiers

(SOA)

Doped Fibre
Amplifiers

(DFA)

Raman Amplifiers
(RA)

Gain (dB) 20− 30 30− 40 up to 30

Noise figure Fn (dB) 3− 15 up to 5 up to 3

Noise contribution
ASE

Non-linearity

ASE
Inhomogeneous

broadening

ASE
Scattering

Operational
wavelength (nm)

850− 1600
1525− 1565
1570− 1610

300− 2000

References [44, 47, 49] [33, 45, 48] [43, 46, 50]

Table 2.1: Comparison table between different architectures of fully optical com-
mercial amplifiers. The values reported are extracted from a small subset of works
found in the literature outlined in the “References” row.
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Semiconductor optical amplifiers (SOAs), as the name suggests, rely on a semicon-

ductor material as the gain medium. The internal structure of these devices is similar

to that of their laser counterpart, with the exception of having highly anti-reflection

coated mirrors to prevent lasing [44]. They commonly make use of group III-IV com-

pound semiconductors, e.g. GaAs/AlGaAs/InP, operating at wavelengths between

850 nm and 1600 nm [49]. Figure 2.5 depicts an example of such devices. The noise

figure of SOAs is considerably higher than those of other devices, e.g. doped fibres

and Raman amplifiers, mostly due to a higher polarisation dispersion-dependence

as well as non-linear effects due to build-up of electrical carriers [47].

Figure 2.5: Diagram of a Semiconductor Optical Amplifier (SOA). The gain region
where optical amplification takes place is in the form of a double-heterostructure
with wider gap n-type substrates to provide carrier confinement and to act as
cladding layers for optical waveguiding. Anti-reflective coatings are used to pre-
vent lasing and damage to the device.

Doped fibre amplifiers (DFAs) have as active medium optical fibres which have been

doped with rare earth metal ions [51]. Erbium doped fibre amplifier (EDFA) is an

example of such devices where the dopant element is the trivalent erbium ion inside

a silica substrate of the fibre core [45]. Unlike SOAs, the pumping mechanism is

performed optically by injecting photons at a different wavelength from the original

signal, commonly 980 nm or 1480 nm [51], achieving population inversion of the

doping ions (see Figure 2.6). Stimulated emission then amplifies the signal to a

red-shifted wavelength inside the telecommunication optical bandwidth, i.e. third

window in Figure 2.3. As for other amplifiers, DFAs mostly suffer from ASE either
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by radiative or non-radiative processes, i.e. phonon scattering [52]. They also show

spectral broadening, both homogeneous and inhomogeneous, due to the interaction

of the carriers with crystal phonons as well as the Stark effect shown by the doping

ions [48].

Figure 2.6: Diagram of an Erbium Doped optical Fibre Amplifier (EDFA). A heavily
doped fibre is optically excited by an external pump which is directionally coupled
with the incoming signal. Other configurations also rely on a double excitation mech-
anism where two counter-propagating pumps are employed to enhance amplification
and reduce ASE contribution.

Raman amplifiers (RAs) bear their name from the associated scattering effect [50].

The amplification process of RAs is very similar to that of DFAs, however, instead of

using doping elements they exploit the non-linear interaction of the incoming weak

signal with the optical fibre itself to achieve stimulated emission [46] (see Figure 2.7).

The main advantage of RAs over DFAs is that they can amplify a signal along a

fibre link taking advantage of the naturally present non-linearities in optical fibres

without the requirement of specialised components and/or materials [43]. The abil-

ity to use the transmission fibres themselves as active medium makes RAs the best

candidate for underwater intercontinental amplification where limited to no access

is possible [53]. As for all other amplifiers, RAs do show a predominant contribution

from ASE to the overall noise figure in addition to phonon and Raleigh scattering

[54].
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Figure 2.7: Diagram of a Raman Amplifier (RA). Unlike EDFAs, Raman amplifiers
use non-linear interactions of the external pump and the incoming signal within
conventional optical fibres. The benefit of such devices is that they can operate
with any commercial optical fibre as they all show some degree of non-linearity
reducing overall costs and complexity of their implementation.

Optical amplifiers can truly be regarded as the main, if not only, reason to the

worldwide spread of optical telecommunications in recent history. Unfortunately,

this very technology constitutes a major roadblock in the development of a new

revolutionary telecommunication system: the global quantum network.

2.3 Quantum communication

and optical amplification

In the early 20th Century, quantum mechanics showed to be a revolutionary, yet

necessary, tool to understand the behaviour of subatomic particles and light-matter

interactions. However, it is only in the second half of the century that scientists were

able to isolate and manipulate such particles to a degree where they could harness

their strange and counter-intuitive effects and put them to use. Several fields of

Physics benefited from the advent of quantum mechanics and its derived technolo-

gies, e.g. metrology [55], sensing [56], astrophysics [57], and imaging [58]. However,

two fields which experienced a paradigm shifting development were computing, and

telecommunication, specifically cryptography and information theory [59].

All modern digital communication systems rely on some form of encryption mecha-

nism to securely share sensitive information between parties preventing a malicious

adversary from knowing the content being transmitted [60]. In this context, commu-

nication protocols assume that the aim of a malicious party is to eavesdrop on the

transmission between the parties involved in order to gain partial or full knowledge

16



Chapter 2: Optical amplification - An overview

of the information being shared without detection. On the contrary, attacks that

prevent the users from establishing a communication, such as the denial-of-service

(DoS) attack, also prevent the eavesdropper from obtaining any information there-

fore do not provide any advantage to the adversary apart from having effectively

interrupted the service. However, this interference can be easily accounted for by

switching to a different provider or infrastructure.

There exist many encryption algorithms, or cryptographic protocols, some of which

fell into disuse such as the Caesar cipher and the Vigenére cipher [61]. Nowadays,

all modern protocols rely on key encryption, i.e. predefined keywords are used to

encrypt and decrypt the information of a transmitted message [62]. Encryption

mechanisms based on key sharing fall under two main categories: symmetrical cryp-

tography and asymmetrical cryptography.

Figure 2.8: Symmetric cryptography diagram. The cryptographic key is used for
both encryption and decryption. This requires the key to be absolutely secret and
shared securely between the sender and recipient of the cryptographic message.

Symmetric cryptography implements algorithms which use the same key to encrypt

a plaintext, i.e. unencrypted information, and decrypt a ciphertext, i.e. encrypted

information (see Figure 2.8). Most notable examples of symmetric cryptographic

protocols are the Caesar cipher, the Vigenére cipher, the Advanced Encryption

Standard (AES) [63] and the one-time pad protocol [64]. The effectiveness and sim-

plicity of such protocols rest on the requirement of only one key to perform a secure
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transmission between two individuals, however, key management and key-transfer

pose as significant security issues when the number of parties in a network increases.

Additionally, they require the transmission channel to be authenticated before any

communication takes place and are more susceptible to person-in-the-middle attacks

[65, 66].

Asymmetrical cryptography, widely known as public-key cryptography, implements

two set of keys, a public-key to encrypt a plaintext and a private-key to decrypt a

ciphertext [61] (see Figure 2.9). The security of such system rests on the computa-

tional infeasibility to derive the private-key from the public-key. This is generally

obtained by use of one-way functions, i.e. functions that are computationally easy

to evaluate but hard to invert given an element from their codomain [67] such as

prime factorisation, elliptic curves [68] and discrete logarithms [69].

Figure 2.9: Asymmetric cryptography diagram. Two different cryptographic keys
are required to encrypt and decrypt a message. The public-key is used to encrypt
the plaintext and the private-key to decrypt the ciphertext. The security of the
algorithm rests on the computational difficulty in deriving the private-key from the
public-key.

An additional benefit to using public-key cryptography is that the role of the two

keys is interchangeable, i.e. the private-key can be used for encryption and the

public-key for decryption, whenever the parties involved want to authenticate a mes-

sage. This is the working principle behind digital signatures [70] (see Figure 2.10).
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The most widely used cryptographic mechanism today is the Rivest-Shamir-Amiri

(RSA) algorithm which uses prime factorisation as one-way function to compute the

keys (public/private) given its simplicity and reduced computational cost [71]. How-

ever, as for all asymmetric cryptographic protocols, RSA does not provide absolute

secrecy, i.e. it is not information-theoretically secure [72], due to the absence of a

definitive answer to the question P
?
= NP, i.e. is there a function that takes only a

polynomial amount of time to retrieve the original inputs of a one-way function? [73].

Figure 2.10: Digital signature diagram. Unlike with asymmetric cryptography, dig-
ital signature use the private-key to digitally sign a message and the public-key to
verify the signature. The authentication of a message is guaranteed because there
is only one public-key, for any given private-key, that can verify a signature.

The answer to this question still eludes all computer scientists, however, this is not

true when one turns their attention to quantum information and computation. In

the specific case of the RSA algorithm, Peter Shor showed that if a quantum com-

puter, i.e. a system which runs on quantum resources, could be developed there

exist in fact an efficient algorithm which could factorise prime numbers with ease

[59]. Moreover, Shor’s algorithm could also be used to efficiently solve other mathe-

matical functions such as elliptic curves and discrete logarithms which are currently

implemented in several cryptographic scenarios. This of course would threaten the

underpinning security of modern telecommunication, now more than ever given the

latest developments in the field of quantum computation [74]. Although addressing

the problem is no easy feat, it is possible to tackle it by breaking it up into two
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main research avenues: post-quantum cryptography and information-theoretically

secure quantum cryptography. As the name suggests, post-quantum cryptography

is concerned with finding algorithms that could withstand attacks from a quantum

computer such as lattice-based [75], multivariate [76] and hash-based [77]. Still, the

security of these algorithms strongly rests on the belief that P 6= NP, i.e. compu-

tational complexity of one-way functions, but in a quantum framework. Currently,

a worldwide process, coordinated through the National Institute of Standards and

Technology (NIST) in the United States, is being undertaken to find a new suite of

post-quantum cryptography algorithms [78].

On the contrary, information-theoretically secure quantum cryptography aims to

provide encryption protocols which could not be broken regardless of the compu-

tational power, both classical and quantum, of an adversary. An example of such

protocols is quantum key distribution (QKD) [79]. QKD provides a secure way to

share cryptographic keys between two individuals, commonly known as Alice and

Bob, exploiting some of the fundamental concepts found in quantum mechanics such

as the superposition principle, wave-function projection under measurement, entan-

glement and the uncertainty principle [80]. Some protocols, e.g. BB84 and SARG04,

implement polarisation of single photons, attenuated laser pulses (coherent states),

optical phase or time-bin as unit of information [81], whilst others use entanglement

between single photons, e.g. E91 protocol [82]. QKD protocols are generally di-

vided into two sub-categories: discrete variable (DV) and continuous variable (CV).

DV refers to those protocols that make use of discrete quantum observables such

as single-photon states [83], or entangled photon states [82] whilst CV indicates

those observables that make use of field quadratures operator measurements and

multi-photon states [84, 85]. Considerable research also poured in studying quan-

tum digital signature (QDS) schemes [86], a quantum equivalent to classical digital

signature which can be performed using the same resources as used in QKD systems

[87, 88].

Of course, even QKD protocols are not exempt from practical attacks [89–92] which

could undermine their absolute security. However, most of these attacks have been

20



Chapter 2: Optical amplification - An overview

incorporated in more refined protocols where technological limitations of the operat-

ing systems are thought as in control of an adversary [93–96]. Nevertheless, channel

authentication still needs to be facilitated for the parties involved in the communi-

cation otherwise a person-in-the-middle attack would be possible. This either needs

some pre-shared seed key or some form of public-key handshake.

It is straightforward to see the enormous impact quantum technologies will have on

modern telecommunication systems. Since the early 2000s, several implementations

of such protocols have been deployed in dedicated networks [97, 98], as the resources

needed are already commercially available, showing great promise for a future global

quantum network. However, given the feasibility of such systems and the benefits

they bring, a natural question comes to mind: why does a global quantum telecom-

munication network not exist yet?

One could argue that quantum telecommunication is facing the same obstacles

as classical optical telecommunication once did when it first transitioned from a

metropolitan application to a global infrastructure. Therefore, a logical step to

take would be to implement optical amplifiers to boost the signal along transmis-

sion links, very much like it is performed in conventional long-haul channels today.

However, this is where the analogy between conventional telecommunication and

quantum telecommunication falls apart.

Amplification of a conventional pulsed signal mainly relies on two key factors: (1)

stimulated emission inside an amplifier’s active medium creates several copies of the

incoming signal effectively boosting its intensity; (2) an amplifier’s noise figure is al-

ways low enough so that the noise introduced by the amplification process itself does

not prevent the discrimination of the amplified signal over the background. Trying

to amplify a quantum state, e.g. single photons or coherent states, by abiding to

those two constraints would violate the no-cloning theorem which dictates that any

unknown quantum state cannot be deterministically cloned [99]. Moreover, the noise

figure of such devices would scale quadratically with its gain [100] thus destroying

any useful information of the amplified state. Although deterministic amplification
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Figure 2.11: Phasor diagram of the amplified coherent state |α〉 with α = |α|eiθ, for
different amplification techniques. Classical amplification (red halo) introduces high
level of noise destroying any phase information, noiseless amplification (green halo) is
forbidden by the no-cloning theorem whilst probabilistic amplification (orange halo)
introduces a limited amount of noise which does not prevent state discrimination in
quantum telecommunication protocols.

of a quantum state is fundamentally impossible, quantum mechanics still allows the

amplification of a quantum state, albeit probabilistically [35].

Probabilistic amplification was first introduced by T.C. Ralph and A.P. Lund in 2009

[101]. The idea behind this approach is to define an amplification event as successful

only when certain post selection criteria, i.e. detection events, are met. Moreover,

the conditioning mechanism limits the amount of noise added to the amplified signal

during the amplification process. Figure 2.11 depicts a schematic representation of

an amplified coherent state for different amplification schemes.

Over the past decades, several quantum probabilistic amplification architectures

have been developed, however, they can all be categorised into two main branches:

quantum amplifiers and quantum repeaters. Quantum amplifiers are systems where

the amplification of a signal is achieved by injecting photons from an external source.
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Quantum repeaters instead, rely on the transfer of information stored in the quantum

states generally via quantum teleportation techniques (see Figure 2.12). Following is

a short summary of each architecture focusing on resources, amplification technique,

as well as advantages and disadvantages. Table 2.2 shows a comparison between

the two technologies reporting experimental values from recent works found in the

literature.

Figure 2.12: Schematic diagrams of quantum amplifiers and repeaters. Quantum
amplifiers preserve the original signal by increasing its amplitude along the trans-
mission channels between sender and receiver whilst quantum repeaters perform
entanglement swapping between the users’ signals at a middle station and the result
is forwarded to them via classical communication.
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Architectures

Quantum amplifiers Quantum repeaters

Method
Photon addition
and subtraction

Heralded amplification
Entanglement swapping

Gain up to 6 up to 9

Success probability up to ≈ 24% up to ≈ 20%

Fidelity more than 95% ≈ 99%

Technology
Coherent sources
Thermal sources
SPDC sources

SPDC sources

References [103, 104, 106, 107] [95, 108–110]

Table 2.2: Comparison table of different architectures of both quantum amplifiers
and repeaters. The values reported are extracted from a small subset of works found
in the literature outlined in the “References” row.

2.3.1 Quantum amplifiers

Most of the quantum amplifier architectures currently developed rely on a photon

addition and subtraction scheme [87, 102–105]. The technique is straightforward:

an incoming signal is amplified by injecting more photons onto it and then a highly

transmissive beam splitter (BS) allows the detection of a small portion of the am-

plified state to use as a post-selection criterion. The photon addition stage fully

characterises an amplifier as it defines the source of amplification, noise contribution

as well as part of the overall gain (the subtraction stage also contributes towards

this figure). Figure 2.13 shows a schematic representation of a general quantum

amplifier with different photon addition architectures. The abundance of photon

addition techniques is mainly due to the proliferation of quantum information pro-

tocols which rely on different resources and encodings, e.g. single photons, coherent

states, polarisation and phase [81, 88, 93–95].

Initial research works showed amplification of coherent states via randomised ther-

mal noise [102, 104], i.e. the phase of the injected photon was selected at random
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from the continuous range [0, 2π]. Due to the randomised nature of the photons,

there was no detection conditioning on the amplified output. Only the subtraction

stage was used to assess the success of the amplification. One of the benefits of

using such a scheme is that the device works as an untrusted node since no phase

information can be extracted from the system, thus no malicious party would gain

an advantage over the two parties involved in the communication. However, the

drawback associated with this is that the success probability, i.e. the probability

that a quantum state is amplified, is substantially low, e.g. ≈ 10−2−10−6 [102, 104],

given the wide range of possible phases.

One way to increase the probability is to reduce the number of possible phases

the device can amplify by selecting a discrete subset, i.e. a phase-alphabet (see

Figure 2.13). This idea is also corroborated by the fact that most QKD protocols

implement a discrete set of phase encodings [111–113] thus making such devices a

good fit for present protocols. Thanks to the discrete nature of the phase-alphabet,

the photon addition stage of these devices does implement a detector, usually a

single-photon avalanche diode (SPAD), used as an additional amplification condi-

tioning criterion [87, 103]. As one may suspect, the limited phase-alphabet now

available to the amplifiers forces the devices to be treated as trusted nodes, i.e.

cannot be controlled or accessed by an adversary, as meaningful information could

be extracted undermining the security of the communication protocol.

Single-photon based amplifiers, on the other hand, usually implement spontaneous

parametric down conversion (SPDC) as a photon addition mechanism [106, 107, 114]

(see Figure 2.13). This technique makes use of non-linear interaction of a crystal,

normally barium borate (BBO) or potassium dihydrogen phosphate (KDP), with

a strong laser beam, i.e. optical pump. The pump interacts with the crystal by

generating a couple of entangled photons, i.e. signal and idler, whose polarisation is

either the same (Type-0 and Type-I SPDC) or orthogonal to one another (Type-II)

[115, 116]. The difference between Type-0 and Type-I SPDC is that for the former,

the photons also have the same polarisation of that of the pump, whilst for the latter

the photons have opposite polarisation to that of the pump. The crystal and pump
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Figure 2.13: Schematic diagram of quantum amplifiers based on photon addition and
subtraction schemes. A signal, either a coherent state or single-photon, undergoes
photon addition using one of the possible methods available (thermal noise, phase
randomisation or SPDC). A highly transmissive beam splitter mixes the state with
the vacuum performing photon subtraction. Based on successful events recorded by
the monitoring detector (SPAD), the final state is an amplified copy of the initial
low intensity signal.

are aligned so that the spontaneously generated signal photon is collinear to the

incoming photon (the one to be amplified) making them identical in terms of both

polarisation and phase. The number of entangled pairs of photons is proportional

to the optical pump’s power, therefore, it is possible to increase the gain of the am-

plifier, as well as its success probability, simply by increasing the power of the pump.

As it is for discrete phase-alphabet amplifiers, these devices also implement a detec-

tion stage, e.g. SPAD, to condition on a successful amplification event. However, this

conditioning is performed on the idler photon rather than the signal since detecting

the idler photon guarantees that the signal photon was simultaneously generated.

Despite the added benefit of being secure against an adversary, these devices show

a considerably low success rate, e.g. ≈ 10−6 [107], due to the low generation rate of

SPDC systems.

After the photon addition, the amplified signal reaches the subtraction stage. This

stage is used as a detection conditioning criterion not only to assess the success of
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an amplification event but also to improve the effective gain as well as the fidelity,

i.e. how close the amplified state and the original signal are, of the state itself

(see Chapter 4 for a more rigorous definition of fidelity). This is straightforward to

see as only a valid amplified state is more likely to be detected at this stage due

to the highly transmissive BS (see Figure 2.13). Naturally, by including this extra

conditioning criterion, the overall success probability decreases since now a successful

amplification is registered as such only if a specific combination of click/no-click

events of both detectors in the photon addition and subtraction stages is observed.

This then gives rise to a trade-off between success probability, fidelity and gain,

e.g. a higher success probability translates to lower fidelity and gain whilst higher

gain and fidelity means a lower success probability. However, this is only true for

passive amplification, i.e. a system with no active error correction mechanism. If one

could recycle the information discarded whenever an amplification event has been

unsuccessful, they could increase the overall success probability without impacting

on either the fidelity or gain [117]. Chapter 4 presents such a scheme for a discrete

phase-alphabet quantum amplifier: the state comparison amplifier (SCAMP).

2.3.2 Quantum repeaters

Conceptually different from quantum amplifiers, quantum repeaters mostly employ

entanglement between states, e.g. photons, as mechanism to share information be-

tween two parties. Entanglement is a powerful property owned by certain quantum

systems where correlations between physical observables, e.g. polarisation, spin and

even space [118], cannot be explained in a classical framework. This unique prop-

erty of quantum systems can be quantified and verified via the Bell inequalities [119]

and Bell state measurement (BSM) [120, 121]. These tools test the measurement

outcomes of correlated particles against the assumption of local realism [122] which

dictates that, if the system can only be affected by local changes and interactions

with the environment, there should be an upper bound limit to the degree of cor-

relations found in the system. For highly entangled particles, such inequalities do

not hold [123–125] thus indicating that the system has some quantum features that

do not have any classical equivalent. This, of course, is of fundamental importance

as entanglement can be implemented for secure amplification, and to some extent
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communication.

Any measurement performed by an adversary will disrupt the transfer of informa-

tion between a sending station and a receiving station, rendering the overall scheme

secure against external attacks. This is also validated by a fundamental property

of entanglement, i.e. monogamy, which states that only a maximum of two systems

can share a maximally entangled pair of quantum states [126]. However, it is im-

portant to stress that despite the strong correlations shown in quantum systems,

no information is allowed to travel faster than the speed of light [127], therefore no

long-haul communication system can be achieved with only one quantum repeater.

Figure 2.14: Schematic diagram of quantum repeaters based on quantum scissors
and entanglement swapping. An ancillary single-photon state is entangled with
the vacuum state at a variable beam splitter. This is then forwarded to a 50:50
beam splitter where it interferes with the incoming signal. The resulting mixed
state then undergoes a Bell state measurement which provides the entanglement
swapping of the output state. The ancillary state can be either a single-photon or a
polarisation-based qubit generated via Type-II SPDC.

Most quantum repeater architectures implement quantum scissors or entanglement

swapping (ES) techniques. Figure 2.14 shows a schematic representation of such

devices. First introduced by Pegg, et al. in 1998 [128], the quantum scissors ap-

proach allows to truncate a coherent state into a superposition of only the vacuum

and single-photon state via a BSM. This process then transfers the information of

the signal onto a final state which can then be sent along the transmission channel
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for further amplification or detection.

Several experimental works [109, 129–133] showed the validity and applicability of

such mechanism. Entanglement is generated via a variable BS and a single photon

(see Figure 2.14). The single photon is generated via either a Type-I or Type-II

SPDC process where the idler photon is detected to recognise the generation of a

photon pair, i.e. it heralds the photon pair generation. The single photon, interact-

ing with the variable BS, is projected to an entangled state between the two output

channels of the BS itself. The beam splitting ratio of the BS defines both the degree

of the entanglement as well the gain of the repeater [110, 132]. After the state is

generated, this is mixed with the incoming signal at a 50:50 BS where the BSM is

performed using conventional SPADs. The ES occurs whenever the detectors show a

specific correlation and anti-correlation between detection events ensuring that the

system is maximally entangled [108].

Figure 2.15: Diagram of a possible quantum repeater network for long-haul quantum
communication. A series of quantum repeaters perform Bell state measurements on
one of the locally generated pairs of photons whilst storing the second in a quantum
memory. When all the nodes have successfully performed the measurements, the
same procedure is performed on the stored states until the information is effectively
shared between the original parties of the communication. [134]

One of the properties that makes these devices so powerful is that the detection
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stages do not need to be within the boundaries of the sender and/or receiver as

the entanglement is robust [110], i.e. the system shows very limited decoherence.

Despite the added security, this technology is heavily limited by the generation rate

of the SPDC process which reduces the overall success probability, e.g. ≈ 10−5

[132]. Success probability is also affected by the splitting ratio of the variable BS,

i.e. higher transmittance translates to lower success probability as a smaller frac-

tion of the entangled state can reach the 50:50 BS (see Figure 2.14). Additionally,

the fidelity of the output state decreases as the mean photon number of the input

state increases due to the quantum scissor technique becoming less effective [133].

Nevertheless, the appeal of quantum repeaters lies in their modular nature which

makes them ideal candidates as relays in a quantum network. As a matter of fact,

several quantum protocols have been developed considering the scenario where the

detection stages of a communication system are in control of an adversary, e.g. mea-

surement device-independent QKD (MDI-QKD) [94, 113]. A possible architecture

for a quantum network would see a series of nodes along the transmission channel

where BSM and ES is performed, and the results stored into a quantum memory

for later retrieval [134–136] (see Figure 2.15). This approach to long-haul commu-

nication is showing growing interest from the scientific community as substantial

research has been conducted on quantum memories since their infancy, opening new

avenues not thought possible before [137–140].
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2.4 Summary

Global connectivity was able to flourish in the late 20th Century mainly due to the

development of a worldwide photonic network capable of satisfying the growing ap-

petite of users for both speed and bandwidth.

Signal attenuation of the transmission channels was removed by implementing op-

tical amplifiers. Developing from a basic measure-and-resend approach, this tech-

nology transitioned to a stage where fully optical amplifiers could be easily imple-

mented even in most remote and inaccessible locations, e.g. underwater landscapes,

achieving great amplification efficiency as well as requiring small to no maintenance.

In recent times, important achievements reached in quantum technologies started

to show the limitations of modern telecommunication protocols as well as threaten-

ing the security of most digital transactions. Novel information-theoretically secure

communication protocols started to emerge where the security rested on the intrinsic

probabilistic nature of quantum mechanics rather than classical computational com-

plexity. However, all these pioneering new protocols imposed stringent constraints

on the technology required, thus limiting communications only to metropolitan sized

networks.

In the last few decades, research on novel amplification techniques aimed to find a

solution to enable long-haul communications whilst preserving the quantum states

along the transmission links. Quantum amplifiers and quantum repeaters emerged

as a natural consequence of this research, each implementing different techniques,

architectures and resources. Both technologies are still in an early development stage

as technical limitations still restrict their implementation in commercial systems,

however, they show promising results for future applications.
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Chapter 3

Displaced photon subtraction of thermal

states for quantum amplification

3.1 Introduction

W
ithout any doubt, thermal radiation played a crucial role in the

early developments of quantum physics. The blackbody radiation

controversy [1] was resolved when Max Planck introduced the idea

that electromagnetic radiation could exchange energy via quantised “packets” of

light, which would later be called photons [2, 3]. Since the development of quantum

mechanics, electromagnetic radiation became the test-bed for the many novel and

counter-intuitive predictions of this new emerging field of study, such as quantum

entanglement and quantum teleportation to name a few [4–6].

The development of modern technology for photonic radiation detection enabled a

long series of fundamental experiments aimed to analyse and characterise the sta-

tistical nature of photons [7–11]. Most famously, the Hanbury Brown and Twiss

(HBT) experiment showed how thermal radiation from the distant star Sirius could

show strong intensity correlations when detected by two physically separated photo-

multipliers [12]. Analogous results were observed for other bosonic particles such as

pions and kaons [13] which could be fully described by the Bose-Einstein formalism

[14]. However, the HBT experiment provided a new insightful approach to intensity
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interferometry as it was one of the first works to show how detection correlations

could provide a statistical description of the photonic nature of any light source.

Over the last century, many technological advancements over the generation and

manipulation techniques of different states of light, e.g. MASER and LASER, were

directly responsible for the exponential growth of quantum-based photonic experi-

ments. Most recently, several works relative to thermal state generation and ma-

nipulation have fuelled a new interest in novel quantum applications such as ghost-

imaging [15–17] and quantum illumination [18, 19]. As a consequence of this renewed

interest in thermal radiation, many quantum-related technologies have started to

investigate the applicability of such states of light as a viable option for quantum

communications [20] and probabilistic quantum amplification [21].

In the context of quantum amplification, thermal states were shown to provide

beneficial effects to the amplification of coherent states under photon addition and

subtraction (see Chapter 4 for more) [22, 23]. Additionally, photon subtraction

demonstrated to be a powerful tool for the amplification or attenuation of any given

photonic state according to their photon distribution. Specifically, states of light

showing super-Poissonian, sub-Poissonian or normal Poissonian photon statistics

would see either an increased, decreased, or constant mean photon number under

the action of photon subtraction [24–26]. As such, it could be possible to envision

a device capable of arbitrarily modulating the mean photon number of a quantum

state and use it for secure communications or covert illumination techniques.

This Chapter presents a novel displaced photon subtraction scheme which can prob-

abilistically increase, decrease or preserve the mean photon number of a thermal

state. The device makes use of a double-displacement technique via coherent states

mixing under symmetric beam splitter transformations. Section 3.2 will provide a

general overview of the quantum formalism of coherent states as well as the general

representation of classical states in terms of the Galuber-Sudarshan P -function. Sec-

tion 3.3 will introduce the concept of optical coherence and how it relates to different

states of light focusing on the principal characteristics of the second-order coherence
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function g(2)(τ). Section 3.4 will introduce the concept of generating functions and

how they relate to photon probability distributions focusing on the estimation of

some of their basic properties. Section 3.5 will introduce the key concepts behind

photon subtraction and state displacement leading to the description of the theo-

retical model of the novel amplification technique based on a double coherent state

displacement. Ultimately, Sections 3.6 and 3.7 will introduce the experimental im-

plementation of the thermal quantum amplifier, the techniques used to generate and

assess the “quality” of the pseudo thermal state as well as the experimental results

relative to different operational settings.

A research article reporting part of the results presented here has been submitted

for publication.
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3.2 Coherent states and their quantum

representation

Coherent states are commonly regarded as the “most classical” quantum states that

can be generated. The wordplay adopted is mainly due to the fact that these states

can be fully described via a classical formalism without the need of any quantum re-

lated notion [27, 28]. This peculiar feature of coherent states is unique to such states

and follows directly from the classical/quantum description of a harmonic oscillator

[29]. However, the most interesting aspect of coherent states is that they can be ex-

ploited to describe other “classical” quantum states by use of the Glauber-Sudarshan

P -function [30].

3.2.1 Coherent states

In a classical framework, light in a vacuum is depicted as a travelling wave whose

electric and magnetic fields E(r, t) and B(r, t) are fully described by Maxwell’s

equations [31]:

E(r, t) = −∂A(r, t)

∂t
, B(r, t) =∇×A(r, t) (3.1)

where A(r, t) is the vector potential.

Under such assumptions, the Hamiltonian H associated with the travelling wave is

the integral of the energy density over the unit volume V [31]:

H =
ε0
2

∫
V

(
|E(r, t)|2 + c2|B(r, t)|2

)
dr (3.2)

where ε0 and c are the vacuum permittivity and the speed of light respectively.

Without any loss of generalisation, it is possible to limit the analysis to a 1-D Hamil-

tonian H which allows to represent the vector potential A(r, t) as a superposition
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of 1-D complex amplitudes a and a∗:

A(t) = C
(
a e−iωt + a∗ eiωt

)
(3.3)

where ω is the wave angular frequency and C is a normalisation constant.

Making use of Equations 3.1 and 3.3, and providing suitable boundary conditions to

the mode functions describing the wave equation [30], Equation 3.2 can be expressed

as follows:

H =
ω

2
(aa∗ + a∗a) (3.4)

which is equivalent to the Hamiltonian of a 1-D harmonic oscillator with rescaled

position coordinates q = 1
2
(a+ a∗) and momentum p = 1

2i
(a− a∗):

H =
ω

2

(
p2 + q2

)
(3.5)

In a quantum framework, it is still possible to make use of Equation 3.4 with the

caveat that the complex amplitude a and a∗ need be treated as operators and a

normalisation factor introduced to account for the quantisation of the light wave

[32]. Therefore, the new quantum Hamiltonian becomes:

H =
~ω
2

(
ââ† + â†â

)
(3.6)

where ~ is the reduced Plank constant, i.e. ~ = h
2π

.

The new operators â and â† satisfy the following commutation and anti-commutation

relations (which follow from the usual commutator of q and p):

[
â, â†

]
= 1 = −

[
â†, â

]
{
â, â†

}
= 1 + â†â =

{
â†, â

} (3.7)

Hence Equation 3.6 takes the following form:

Ĥ = ~ω
(
n̂+

1

2

)
with n̂ = â†â (3.8)
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The operator n̂ is defined as the number operator whose eigenstates (also known

as Fock states [28]) are of the form |n〉, which are also eigenstates of the quantum

Hamiltonian 3.8. Following are reported some of the relations between operators â,

â†, n̂, Ĥ and the eigenstates |n〉.

â |n〉 =
√
n |n− 1〉 ,

â† |n〉 =
√
n+ 1 |n+ 1〉 ,

n̂ |n〉 = n |n〉 ,

Ĥ |n〉 = En |n〉 = ~ω
(
n+

1

2

)
|n〉

(3.9)

Fock states |n〉 form a complete set of orthonormal states, i.e.
∑∞

n |n〉〈n| = 1̂ and

〈n|m〉 = δn,m, and can be expressed as the recursive application of the creation

operator â† onto the vacuum state |0〉 according to 3.9:

|n〉 =

(
â†
)n

√
n!
|0〉 (3.10)

Notably, the formalism used to describe the eigenstates |n〉 also shows that these

states possess the unique characteristic of having a well defined energy En but com-

pletely undefined phase (see Figure 3.1).

Coherent states |α〉 are defined as the eigenstates of the annihilation operator â ,

i.e. â |α〉 = α |α〉 [30] and are represented as a superposition of Fock states |n〉:

|α〉 = e−|α|
2/ 2

∞∑
n=0

αn√
n!
|n〉 (3.11)

where α is the complex eigenvalue of the annihilation operator a, i.e. α = |α| eiθ

with |α| as the amplitude of the state and θ the associated phase.

Following from Equation 3.10, a coherent state can also be expressed in terms of the
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creation and annihilation operators â† and â and the vacuum state |0〉 alone:

|α〉 = eαâ
†−α∗â |0〉 ≡ D̂(α) |0〉 (3.12)

where D̂(α) is called the displacement operator. This last equation is of important

relevance as it reveals that any coherent state can be regarded as a displaced vac-

uum state hence it has minimum quadrature uncertainty, i.e. ∆X∆P = 1/4 (see

Figure 3.1).

Figure 3.1: Phasor diagram of quantum states. Number states |n〉 (green solid line)
have a well defined “amplitude”

(√
n+ 1/2

)
but no phase. Contrarily, coherent

states |α〉 (blue shaded circle) are displaced vacuum states of amplitude |α| and
phase θ with minimum quadrature uncertainty, i.e. ∆X∆P = 1/4.
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It is straightforward to see that coherent states are not orthogonal and form an

over-complete set, hence their inner product 〈α|β〉 is non-zero:

〈α|β〉 = e−
|α|2+|β|2

2

∞∑
n,m=0

(α∗)n(β)m√
m!n!

〈n|m〉︸ ︷︷ ︸
δn,m

= e−
|α|2+|β|2

2

∞∑
n=0

(α∗β)n

n!

= e−
|α|2+|β|2−2α∗β

2

(3.13)

which also means that their “overlap” probability |〈α|β〉|2 is non-zero:

|〈α|β〉|2 = e−|α−β|
2

(3.14)

Two coherent states can be approximated as being orthogonal to one another only

when their amplitudes are substantially different, i.e. |〈α|β〉|2 ≈ 0 when |α− β| � 0.

An important characteristic of coherent states is that the expectation value of the

number operator n̂ is equal to the variance (∆n)2:

n̄ ≡ 〈n̂〉 = 〈α|n̂|α〉 = 〈α|â†â|α〉 = |α|2

(∆n)2 =
〈
n̂2
〉
− 〈n̂〉2 = 〈α|â†ââ†â|α〉 − 〈α|â†â|α〉2 = |α|2

(3.15)

This is consistent with the expected photon number probability distribution P (n)

associated with coherent states:

P (n) = |〈n|α〉|2

=

∣∣∣∣ ∞∑
k=0

e−|α|
2/ 2 α

k

√
k!
〈n|k〉︸ ︷︷ ︸
δk,n

∣∣∣∣2

= e−|α|
2 |α|2n

n!
≡ e−n̄

n̄n

n!

(3.16)

clearly depicting the Poisson distribution with parameter n̄ = |α|2 which is defined

as the mean photon number of the associated coherent state |α〉.
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3.2.2 Glauber-Sudarshan representation

One fundamental characteristic of coherent states is that they form an over-complete

set as they are represented as a superposition of Fock states |n〉 (see Equation 3.11)

despite not being orthogonal (see Equation 3.13). However, it is still possible to

derive a completeness relation of such states as a suitable integral (sum) over the

complex plane of some projector |α〉〈α|. Assuming that the infinitesimal differential

area in the complex plane is of the form d2α = d(Re{α}) d(Im{α}) and real, then

the integral of the projector |α〉〈α| takes the following form:

∫
|α〉〈α| d2α =

∞∑
n,m=0

|n〉〈m|√
n!
√
m!

∫
αn(α∗)me−|α|

2

d2α

=
∞∑

n,m=0

|n〉〈m|√
n!
√
m!

∞∫
0

|α|n+m+1e−|α|
2

d|α|
2π∫

0

ei(n−m)θ dθ

=
∞∑

n,m=0

|n〉〈m|√
n!
√
m!

Γ

(
n+m

2
+ 1

)
π δn,m

=
∞∑
n=0

|n〉〈n|︸ ︷︷ ︸
1̂

π

= π1̂

(3.17)

where the integral is solved using the transformation in polar coordinates α = |α|eiθ

and the definition of the gamma function Γ(n+ 1) = n!.

Therefore, the completeness relation of the coherent states reads as follows:

1

π

∫
|α〉〈α| d2α = 1̂ (3.18)

This notable relation then allows to represent a density operator ρ̂ in its diagonal

form as a superposition of the coherent state projectors |α〉〈α|

ρ̂ =

∫
P (α) |α〉〈α| d2α (3.19)
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where P (α) is the P -function or Glauber-Sudarshan P -representation.

This new formalism is not much different from the common representation of den-

sity operators of quantum systems where the states are a statistical mixture of pure

states, i.e. ρ̂ =
∑

i ci |ψi〉〈ψi| with
∑∞

i=0 |ci|2 = 1. Hence, P (α) can be regarded

as a function that weights the contribution of each coherent state whose eigenvalue

is unknown but forms a complete set for the description of a quantum state [30].

However, unlike the formalism of mixed states, P (α) should not be viewed as a

probability distribution strictly speaking as the projectors |α〉〈α| are not orthogonal

for different α values. Only when their overlap (3.14) is small and P (α) does not

have singularities stronger than those of delta functions, i.e. δ(n)(α), the P -function

allows complex moments of higher order [30].

Figure 3.2: Photon distributions of coherent states and thermal radiation. Coherent
states are characterised by having a Poissonian photon distribution Ppois(n) (blue
histogram) where the average is equal to |α|2 whilst thermal radiation follows the
Bose-Einstein distribution PBE(n) (yellow histogram) with mean photon number n̄.
Both histograms reflect a distribution with mean photon number |α|2 = n̄ = 4.
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According to Equation 3.19, depending on the distribution of P (α) any state can

be represented via such formalism. However, of all the possible distributions that

exist, two are most commonly studied due to their analytical solutions: thermal light

Pth(α) and Poisson light Ppois(α) (coherent states themselves). Figure 3.2 shows the

photon distributions of both coherent states (Poissonian distribution) and thermal

radiation (Bose-Einstein distribution).

Pth(α) =
1

πn̄
e−|α|

2/ n̄ (3.20)

Ppois(α) = δ2(β − α) (3.21)

It is straightforward to see that for Poissonian light, the delta function δ2(β − α)

ensures that the density matrix ρ̂coh is correctly described as a pure state in terms

of the coherent state |α〉:

ρ̂coh =

∫
Ppois(α) |β〉〈β| d2β

=

∫
δ2(β − α) |β〉〈β| d2β

= |α〉〈α|

(3.22)

Thermal (chaotic) light is the electromagnetic radiation classically associated with

an emitting black-body of uniform temperature T. In a quantum framework, the

contributing modes to the total emitted radiation of a black-body can be repre-

sented as single quantum harmonic oscillators exchanging quantised energy packets

according to Planck’s law [29]. Under this assumption, the associated single mode

radiation field with angular frequency ω allows to express the resulting probabil-

ity distribution in terms of eigenvalues n relative to eigenstates |n〉 via the Bose-

Einstein distribution [28]. To prove that Equation 3.20 correctly describes thermal

light, the resulting density matrix ρ̂th computed according to Equation 3.19 should

have the form ρ̂th =
∑∞

n PBE(n) |n〉〈n| with n̄ as the mean photon number and

PBE(n) = n̄n

(n̄+1)n+1 the Bose-Einstein distribution:
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ρ̂th =

∫
Pth(α) |α〉〈α| d2α

=
1

πn̄

∫
e−|α|

2/ n̄ |α〉〈α| d2α

=
1

πn̄

∞∑
n,m

|n〉〈m|√
n!
√
m!

∫
e−|α|

2(1+n̄)/n̄ d2α

=
1

πn̄

∞∑
n,m

|n〉〈m|√
n!
√
m!

∞∫
0

|α|n+m+1e−|α|
2(1+n̄)/n̄ d|α|

2π∫
0

ei(n−m)θ dθ

︸ ︷︷ ︸
2π δn,m

=
1

n̄

∞∑
n=0

|n〉〈n|
n!

∞∫
0

2|α|2n+1e−|α|
2(1+n̄)/n̄

︸ ︷︷ ︸
Γ(n+1)( n̄

1+n̄)
n+1

=
∞∑
n=0

n̄n

(n̄+ 1)n+1︸ ︷︷ ︸
PBE(n)

|n〉〈n|

=
∞∑
n=0

PBE(n) |n〉〈n|

(3.23)

where the integrals were computed similarly to Equation 3.17.

The P -function is a powerful tool that allows to express quantum states in terms of

coherent states expansions, however, this is only valid for semi-classical states where

there are no high-order quantum singularities [30]. For all other exotic states, e.g.

Fock states, squeezed light, etc., the conventional formalism of the density matrix

operator ρ̂ must be used.
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3.3 Degree of coherence of states of light

The concept of coherence differs substantially among several fields of study, how-

ever, more generally it can be regarded as an umbrella term to indicate a level of

correlation equilibrium between physical observables found in a system [33]. Co-

herence plays a fundamental role in the field of optics, both classical and quantum,

where it provides a mathematical means to quantify the degree of correlation among

systems that display a wavelike nature, e.g. light as an electromagnetic wave and a

collection of quanta, sound mechanics, quantum states via the “de Broglie waves”

interpretation and quantum biological systems [34, 35].

Coherence is usually evaluated in the context of optical interferometry where one or

more electromagnetic waves mix to produce a resulting wave whose amplitude and

phase are strictly correlated to the physical properties of the original states. Under

some conditions, the correlation also takes the name of interferometric visibility as

it assesses the ability of a system to discriminate between orthogonal states [28, 35].

Thus, constructive and destructive interference can be observed whenever the co-

herence among the input states is stationary throughout a measurement. Light is

commonly expressed in terms of both spatial and temporal coherence: spatial co-

herence defines the cross-correlation between spatially separated points of the same

wavefront at any given time, whilst temporal coherence is the autocorrelation of

the wave sampled at different delay intervals (see Figure 3.3). It is important to

mention that light waves do not necessarily need to be simultaneously spatially and

temporally coherent to interfere, however, a reduced coherence would inevitably de-

crease the overall interferometric visibility unless compensating optical components

are introduced [36].

As explained before, coherence is related to the correlation between light waves,

therefore the mathematical tool used for its estimation is the cross-correlation func-

tion G(r1, r2, τ):

G(r1, r2, τ) :=
〈
E∗(r1, t) E(r2, t+ τ)

〉
(3.24)

where 〈·〉 indicates the statistical average function.
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Figure 3.3: Spatial and temporal coherence of a monochromatic light wave propa-
gating in the z direction. Temporal coherence (a) is the autocorrelation of the wave
sampled at different delays τ whilst spatial coherence (b) is the correlation among
spatial points xi of the same wavefront.

The cross-correlation function defines the existent correlation between the spatial

positions of the electrical fields for different time delays τ and averages it over the

entire time-domain of the fields. The G(r1, r2, τ) is also referred to as the mutual

coherence function [34]. It is straightforward to see that the cross-correlation is a

generalisation of the autocorrelation function as the latter can be easily obtained

by imposing r1 = r2 = r hence G(r1, r2, τ)→ G(r, τ). Similarly, if imposing τ = 0,

the cross-correlation reverts to the spatial coherence function G(r1, r2).

Rather than the G(r1, r2, τ), it is more commonly used the mutual degree of co-

herence function g(r1, r2, τ) defined as the normalised cross-correlation function
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G(r1, r2, τ) [37]:

g(r1, r2, τ) :=
G(r1, r2, τ)√
I(r1, t) I(r2, t)

(3.25)

where I(ri, t) = G(ri, ri, 0) is the intensity of the field at the i -th spatial position

for a zero time delay τ .

To simplify the analysis, it is assumed that the light waves have perfect spatial

coherence thus removing the spatial dependence from the cross-correlation func-

tion, i.e. G(r1, r2, τ) → G(τ). This may seem like a strong assumption, how-

ever, the experiment described in Section 3.6 comprised interferometers built out

of polarisation-maintaining single-mode fibres which allowed only a specific single

mode to be transmitted along the core medium hence enforcing precise spatial align-

ment, i.e. high degree of spatial coherence.

Under such assumptions, the degree of first-order temporal coherence g(1)(τ) be-

comes:

g(1)(τ) =
G(τ)

G(0)
≡ 〈E

∗(t)E(t+ τ)〉
〈I(t)〉

(3.26)

considering that the intensity of the light wave is now I(t) = E∗(t)E(t).

For stationary light fields, i.e. fields describing system where physical properties do

not statistically vary in time [35], the average function 〈·〉 is simply an average over

the time-domain. As an example, the radiation field associated with monochromatic

light at time t is

E(t) = E0 e
−iωt (3.27)

where E0 is the field amplitude at time t = 0 and ω is the angular frequency.

Consequently, the g(1)(τ) becomes

g(1)(τ) =
〈E0 e

iωtE0 e
−iω(t+τ)〉

〈E0 eiωtE0 e−iωt〉

= �
�E2
0 e
−iωτ

�
�E2
0

= e−iωτ

(3.28)
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so that |g(1)(τ)| = 1 indicating that monochromatic waves are always perfectly co-

herent irrespective of the time delay τ . This result is unsurprising since by definition

stationary monochromatic light has a fixed amplitude, frequency and phase, there-

fore, it is always capable of interfering with itself. Naturally, this idealised model

of absolute coherence is unphysical as perfectly monochromatic waves cannot exist,

therefore, a more realistic model should include a finite coherence time introduced

by physical limitations.

LASER radiation is the closest to being monochromatic as it relies on the induced

stimulated emission effect which ensures all generated photons share the same fre-

quency and phase [37]. However, the contribution of spontaneous emission reduces

the monochromaticity of the light beam due to the finite lifetime ζ of the excitation

levels of the device’s gain medium. Spontaneous emission is a purely random quan-

tum effect which has no classical analogue and, more importantly, is intrinsically

related to the very nature of transitional quantum states (except the ground state

which cannot transition to any lower state). Therefore, the finite lifetime of such

states introduces a natural spectral broadening of the emitted photons due to the

uncertainty principle [38], i.e. ∆E∆t ≥ ~. Such spectral broadening is a fundamen-

tal quantum effect that is independent of the resolution or transitional efficiency of

the physical system: it can only be reduced but never completely removed.

One approach that can be used to quantify such spectral dispersion, is to adjust

the original model of the harmonic oscillator by introducing a damping coefficient γ

which incorporates the losses and imperfections of the system [34]. It can be shown

that the temporal response of said oscillator is of the form

x(t) = A cos(ω0t) e
− γ

2
t, (3.29)

a sinusoidal function of fundamental frequency ω0 and amplitude A with a decaying

exponential envelop dependent on the damping strength γ. Applying the Fourier

transform to x(t), it is possible to retrieve the spectral density of the system as a
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function of the angular frequency ω:

SL(ω) =
1√
2π

+∞∫
−∞

x(t) e−iωt dt

=
1

π

γ̃

(ω − ω0)2 + γ̃2
with γ̃ = γ/2

(3.30)

As it can be seen, the spectral density SL(ω) follows a Lorentzian distribution whose

maximum is centred at the fundamental frequency ω0. The γ parameter then as-

sumes the role of spectral broadening as it becomes the full width at half maximum

(FWHM) of SL(ω), i.e. ∆ω = γ ∝ 1/ζ. This last statement fully describes how

longer lifetimes ζ induce much narrower spectral dispersions thus increasing the

monochromaticity of the emitted radiation. Figure 3.4 shows the temporal response

x(t) together with the corresponding spectral density function S(ω) for an arbitrary

γ. This spectral broadening is sometime called collision broadening since analogous

Figure 3.4: Damped harmonic oscillator response and relative spectral density func-
tion. The damping coefficient γ is the FWHM of the associated spectral density
function S(ω). The stronger γ is, the broader the spectral profile becomes.

results can be derived from the study of an ensemble of colliding particles at uniform

temperature which exchange energy via elastic scattering interactions [37]. Making

use of Equation 3.26 it is then possible to define the degree of first-order coherence

as

g(1)(τ) = e−iω0τ−γ|τ |, (3.31)

where the modulus of the delay τ is inserted to ensure the symmetrical nature of
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the g(1)(τ) for negative delay values, i.e. g(1)(−τ) = g(1)(τ)∗, only valid for classical

fields. Such equation provides additional insight on the nature of the damping

coefficient γ. In fact, γ can now be regarded as being inversely proportional to

the coherence time of the quasi-monochromatic light radiation τc [34], i.e. γ ∝ 1/τc

[34]. From absolute coherence at τ = 0, the |g(1)(τ)| monotonically decreases for

increasing delays (τ � τc) whilst remains fairly coherent within the coherence time

(τ < τc). However, irrespective of τc, the radiation becomes completely incoherent in

the limiting case τ →∞ (see Figure 3.5). Another common process that contributes

Figure 3.5: First-order coherence g(1)(τ) of different classes of stationary light ra-
diation. For monochromatic light the first-order coherence is unitary for all delays
τ (green solid line), for radiation with a Lorentzian spectral distribution it has a
symmetrical exponential decay dependent on the damping strength γ (blue solid
line) whilst for thermal (Gaussian) radiation it shows a characteristic Gaussian dis-
tribution (red solid line).

to the increment of the spectral broadening of monochromatic radiation is chaotic

dispersion, otherwise known as Doppler broadening effect. At a finite temperature T,

an ensemble of particles is subject to a spread of velocities according to the Maxwell-

Boltzmann distribution [37]. The photons generated (absorbed) by these particles

are subject to energy and momentum conservation, however, the relative motion of
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such particles gives rise to a relative shift of the fundamental oscillation frequency

ω0 according to the Doppler effect [39]. The final result of these contributions is a

spectral broadening of the radiation’s linewidth according to the following equation:

Sth(ω) =

√
1

2πσ2
e
− (ω−ω0)2

2σ2 with σ2 =
ω2

0kBT

mc2
(3.32)

where kB is the Boltzmann constant, m is the average mass of the particles and

c the speed of light. The equation depicts a Gaussian distribution centred at the

fundamental frequency ω0 with variance σ2. It is straightforward to see that the

FWHM of the new distribution is ∆ωth = 2
√

2 ln(2)σ.

Equation 3.32 holds under non-relativistic approximations where the particles’ ve-

locities are much smaller than the speed of light (v � c). This dispersion effect

is often defined as inhomogeneous broadening mechanism since photon absorption

and emission occur at different spectral frequencies due to the statistical spread of

some physical property, e.g. velocity [37]. Light radiation that possesses a spectral

density of the form Sth(ω) shows a first-order coherence of the form:

g
(1)
th (τ) = e−iω0τ−π2 ( τ

τc
)

2

(3.33)

where the coherence time is defined as τc =
√
π

σ
. Compared to the Lorentzian

profile, |g(1)
th (τ)| follows a Gaussian profile where it reaches a maximum for zero de-

lays (τ = 0) and decays exponentially over a shorter range (τ/τc ≈ 2) compared to

the Lorentzian |g(1)(τ)| (see Figure 3.5). The Gaussian broadening mechanism is

well suited to describe radiation generated by gaseous ensembles of particles and

one might argue that such formalism cannot be applied to, for example, solid-state

devices where the generating carriers are electrons/holes pairs rather than atoms.

However, quantum mechanically, both entities, i.e. atoms and electrons/holes, are

fermions described by the Fermi-Dirac distribution and their energy occupancy is

dependent on the background temperature T of the system [34]. Hence, the finite

value of T ensures that even electrons/holes do suffer from the same spectral broad-

ening mechanism which tends to the intrinsic Lorentzian profile only in the limit

T → 0.
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In real applications, it is most common that the final linewidth of a light source is

effected by both mechanisms, thus the final spectral density S̃(ω) arises from the

convolution of SL(ω) and Sth(ω), i.e. S̃(ω) = SL(ω) ∗ Sth(ω). The function S̃(ω)

takes the name of Voigt profile and is normally used in spectroscopy for studies of

atomic spectral transitions [40].

The first-order coherence so far showed the emerging correlations between electrical

fields associated with different variety of radiations. It presented an insightful view

on interferometric coherence and its limitations when quasi-monochromatic light is

used. Moreover, the g(1)(τ) function also plays another significant role as it provides

both a direct measurement of the coherence time τc and a compact formulation for

determining the interferometric visibility V since

τc =

+∞∫
−∞

|g(1)(τ)|2 dτ (for chaotic radiations only) (3.34)

V = |g(1)(τ)| (for all radiations) (3.35)

Despite the benefits brought forth by the g(1)(τ), it is extremely challenging to di-

rectly measure the electrical fields of optical radiation. These fast oscillating waves

cover a wide spectral domain (≈ 103 − 1018 Hz) which makes their detection ardu-

ous. Moreover, optical detectors are not sensitive to the radiation’s electrical fields

but instead to their energy densities, i.e. the square value of said fields, and they are

also incapable of providing instantaneous measurements but rather an average over

a characteristic integration time (see Chapter 5 for more on this topic). Therefore,

what it is experimentally feasible to measure are the averaged intensity fluctuations

of the electrical fields and their correlations, provided that the detector’s response

time is shorter than the coherence time τc [37].

Given a complex valued electrical field E(t) and its intensity I(t) = E∗(t)E(t), it is
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possible to define the second-order coherence function g(2)(τ) in terms of I(t) alone:

g(2)(τ) =
〈I(t) I(t+ τ)〉
〈I(t)〉2

≡ 〈E
∗(t)E∗(t+ τ)E(t+ τ)E(t)〉

〈E∗(t)E(t)〉2
(3.36)

where the field E(t) is still assumed to be stationary. For classical fields the g(2)(τ) is

symmetric g(2)(−τ) = g(2)(τ) and it satisfies the Cauchy-Schwarz inequality proving

that g(2)(τ) ≤ g(2)(0). Moreover, the second-order coherence function at zero delay

is only lower bounded, i.e. 1 ≤ g(2)(0) ≤ ∞. Figure 3.6 shows the g(2)(τ) function

for different stationary light radiations.

Figure 3.6: Second-order coherence g(2)(τ) of different classes of stationary light
radiation. Monochromatic light has infinite coherence time therefore the second
order coherence function g(2)(τ) is unitary for any delay τ (green solid line). On
the contrary, Lorentzian (blue solid line) and Gaussian (red solid line) broadened
radiations are bounded by the relation g(2)(τ) = 1 + |g(1)(τ)|2. Antibunched light
(purple dashed line) is the only type of radiation that has g(2)(τ) > g(2)(0).

A notable relation between g(2)(τ) and g(1)(τ) for classical chaotic light is that

g(2)(τ) = 1 + |g(1)(τ)|2 [39], i.e. for such classes of radiations it is always possible

to estimate the absolute value of the first-order coherence function from a mea-
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surement of g(2)(τ). Therefore, for Lorentzian broadened and Gaussian broadened

radiation the second-order coherence function is both lower and upper bounded, i.e.

1 ≤ |g(2)(τ)| ≤ 2 (see Figure 3.6). On the other hand, an idealised monochromatic

standing wave (3.27) is characterised by a unitary correlation function which is in-

dependent from the time delay τ , i.e. |g(2)(τ)| = 1.

The condition of having g(2)(0) > 1 is an indication that at zero delay it is more

likely to register greater intensity correlations compared to any other value of τ .

This fact was first discovered by Hanbury Brown and Twiss in 1956 [12] who were

researching new techniques to improve the estimation of the stellar apparent angular

size of Sirius. However, it is only with the complete quantum formalism that the dif-

ferent distributions of the second-order coherence function g(2)(τ) could be explained

and predicted according to the nature of the underlying quantum effects: bunching(
g(2)(τ) < g(2)(0)

)
, antibunching

(
g(2)(τ) > g(2)(0)

)
or coherent

(
g(2)(τ) = 1

)
. It is

important to stress that both the bunching and coherent effects can be fully de-

scribed and explained within a classical formalism, however, the antibunching effect

is purely quantum in nature and does not have any classical analogue [28]. Table 3.1

reports a brief summary of the three quantum effects together with their character-

istic properties.

Bunching Antibunching Random

Chaotic
radiation

Non-classical
radiation

Coherent
radiation

0 ≤ |g(1)(τ)| ≤ 1 |g(1)(τ)| = 1 |g(1)(τ)| = 1

g(2)(τ) = 1 + |g(1)(τ)|2 g(2)(τ) > g(2)(0) |g(2)(τ)| = 1

Table 3.1: Description of quantum effects of different photon detection statistics.
Depending on the relation between g(2)(τ) and g(2)(0), photons are said to be either
bunched, antibunched, or randomly distributed.
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3.4 Generating functions

Generating functions are a powerful mathematical tool that allows to encode an infi-

nite sequence of numbers in terms of coefficients of some power series [41]. However,

if the sequence of numbers reflects a discrete positive valued probability distribution,

also known as probability mass function (PMF), then the generating function takes

the name of probability-generating function (PGF). The PGF is a compact represen-

tation of a PMF which allows to derive basic properties related to the corresponding

random variable, e.g. the PMF itself and all moments associated with the PMF. In

the more general case where a random variable is described by either a discrete or

continuous positive valued probability distribution, the moment-generating function

(MGF) is used instead.

3.4.1 Probability-generating functions

For a discrete random variable X whose domain is the set N0 and follows a PMF

P(X), the corresponding PGF, GX(u), is defined as follows:

GX(u) = E
[
uX
]

=
∞∑
k=0

P(X = xk)u
k (3.37)

where E [·] is the expectation value function and xk is the k -th possible value taken

by the variable X with the condition
∑∞

k=0P(X = xk) = 1 and u is the parameter

of the PGF (see Table 3.2 for some examples). It is important to stress that a PGF

does only exist whenever the sum converges which can be ensured if one selects

|u| ≤ 1 since
∞∑
k=0

|P(X = xk)u
k| ≤

∞∑
k=0

P(X = xk) = 1 (3.38)

Probability-generating functions are not only useful to describe infinite sequences

of numbers in a simple and compact way but they can also be used to estimate

the moments of the associated PMF. A moment is a quantitative measure of some

features of a function’s profile. If the function is a probability distribution, then its

moments can provide information about its mean, variance, skewness, kurtosis and

more [42]. More generally, a mathematical moment is defined as follows:
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Definition 3.1. Given a positive integer m with m ≥ 1, the m-th moment of a

random variable X is defined as the expectation value of Xm

M
[m]
X := E [Xm] =

∞∑
k=0

(X = xk)
mP(X = xk) (3.39)

It is straightforward to see that the first moment M
[1]
X is the mean of the PMF and

M
[2]
X −

(
M

[1]
X

)2

its variance. However, these quantities can be more easily computed

by use of the many properties of the corresponding PGF.

Following is a list of properties a PGF satisfies:

� The m-th moment M
[m]
X of a random variable X is given by

M
[m]
X =

[(
u
∂

∂u

)m
GX(u)

]∣∣∣∣
u=1

(3.40)

� The mean µ of the PMF is given by

µ := E [X] = G
′

X(1) (3.41)

where G
′
X(1) is the derivative of GX(u) evaluated at u = 1,

� The variance σ2 of the PMF is given by

σ2 := E
[
X2
]
− (E [X])2 = G

′′

X(1) +G
′

X(1)−
[
G
′

X(1)
]2

(3.42)

� The PMF can be retrieved as

P(X = m) =
1

m!

[
∂m

∂um
GX(u)

]∣∣∣∣
u=0

(3.43)

� The expectation value of the falling factorial (X)s of a random variable X is

given by

E [(X)s] =

[
∂s

∂us
GX(u)

]∣∣∣∣
u=1

(3.44)

where (X)s = [X(X − 1)(X − 2) · · · (X − s+ 1)]

This last property of PGFs provides an insightful new view on the estimation of high

order moments as it implies that any M
[m]
X can be expressed as some polynomial of

E [(X)s] and vice versa. This can be easily seen if one writes the relation between
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PMF PGF Constraints

Uniform: P(a, b, t) t−1 ua−ub+1

t(1−u)

{a, b} ∈ Z
with b ≥ a
t = b− a+ 1

Bernoulli: P(p, q) q = 1− p q + pu 0 ≤ p ≤ 1

Geometric: P(p, k) (1− p)k−1p pu
1−u(1−p)

k ∈ N
0 < p ≤ 1

Poisson: P(λ, n) λn

n!
e−λ eλ(u−1) λ ∈ R+

Bose-Einstein: P(µ, n) µn

(µ+1)n+1

1

1+µ(1−u)
µ ∈ R+

Table 3.2: List of most common PMFs together with their respective PGFs. All
probabilities dependent on the integer n have the support n ∈ N0.

E [(X)n] and E [Xn] in terms of the Stirling numbers of the first and second kind:

E [(X)n] =
n∑
k=0

s(n, k)E
[
Xk
]

(3.45)

E [Xn] =
n∑
k=0

{
n

k

}
E [(X)k] (3.46)

where s(n, k) are the signed Stirling numbers of the first kind and
{
n
k

}
the Stirling

numbers of the second kind. Table 3.2 reports some of the most common PMFs and

their respective PGFs.

3.4.2 Moment-generating functions

PGFs are surely useful to compute several key quantities of a given PMF, however,

they are limited to discrete positive-valued probability distributions which greatly

restrict their applicability. Therefore, a more general representation of any random

variable X which can take both continuous and discrete values is needed. This new

formalism is encapsulated in the moment-generating function (MGF) TX(s):

Definition 3.2. Given any random variable X described by either a probability mass

function PMF or a probability density function PDF, the moment-generating func-
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tion TX(s) is defined as

TX(s) := E
[
esX
]

(3.47)

whenever the expectation value exists for any s ∈ R.

The MGF TX(s) can be expressed either as a sum or an integral depending on the

probability distribution associated with the random variable X :

TX(s) := E
[
esX
]

=



∞∑
k=0

es(X=k)P(X = k) if P(X) is a PMF

+∞∫
−∞

esxP(x) dx if P(X) is a PDF

(3.48)

It is straightforward to see that if a PGF exists, it can be regarded as a MGF simply

by the parameter substitution u = es, i.e. TX(s) = E
[
esX
]

= GX(es).

Similarly to PGFs, moments computed via MGFs can also be expressed in terms of

derivatives of TX(s), more specifically

M
[m]
X =

[
∂m

∂sm
TX(s)

]∣∣∣∣
s=0

(3.49)

which is a consequence of the Taylor expansion of the term esX around s = 0, i.e.

E
[
esX
]

= E
[
1 + sX + 1

2!
(sX)2 + · · ·

]
= 1 + sE [X] + 1

2!
s2E [X2] + · · · .

PGFs and MGFs are useful tools that allow one to compute key parameters of a

probability distribution in a compact and easy way. However, the main utility of

such functions in terms of quantum states and their representations is that they

can be used to describe the properties of density operators ρ̂ under simple photonic

operations [26, 43, 44].
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3.5 Thermal state amplification

via photon subtraction and displacement

3.5.1 Photon subtraction

Photon subtraction is a well known technique that allows to probabilistically remove

a photon from one mode of an initial electromagnetic field via a highly transmissive

BS, i.e. t � r [25, 45] (see Subsection 4.2.1 of Chapter 4 for a detailed description

of BS transformation). Figure 3.7 shows a schematic representation of the pho-

ton subtraction technique. The quantum representation of such linear operation

is equivalent to the application of the annihilation operator â to the input state

ρ̂in normalised by the probability of a successful detection of such operation [26].

Therefore, given the following representation of the operators â and â†

â =
∞∑
n=1

√
n |n− 1〉〈n|

â† =
∞∑
n=0

√
n+ 1 |n+ 1〉〈n|

(3.50)

and the input state expressed by the operator ρ̂in, the density matrix of a photon

subtracted state is

ρ̂− =
âρ̂inâ

†

Tr(ρ̂inâ†â)
(3.51)

where Tr(·) is the trace function.

One key property of the photon subtracted state ρ̂− is that its mean photon number

〈n̂〉− is dependent on the photon statistics P (n) of the initial state ρ̂in.
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Specifically, the average 〈n̂〉− is computed as the trace of the operator (â ρ̂− â
†):

〈n̂〉− := Tr
(
â ρ̂− â

†) =
∞∑
n=0

〈n|â ρ̂− â†|n〉

=

∑∞
n=0 〈n|ââρ̂inâ†â†|n〉

Tr(ρ̂inâ†â)

=
Tr
(
ρ̂inâ

†2 â2
)

Tr(ρ̂inâ†â)

= g(2)(0) 〈n̂〉in (3.52)

where the quantum representation of the second-order coherence function g(2)(0) was

used, i.e. g(2)(0) =
Tr
(
ρ̂inâ

†2â2
)

Tr2 (ρ̂inâ†â)
[26], and the explicit estimation of the average input

photon number 〈n̂〉in = Tr
(
ρ̂inâ

†â
)
. The relation expressed by Equation 3.52 clearly

Figure 3.7: Schematic representation of the photon subtraction scheme. An input
state ρ̂in is displaced by the vacuum state |0〉〈0| at a highly transmissive BS (t� r)
simulating the action of the annihilation operator â. If the detector monitoring one
output mode of the BS registers a click, the mean photon number of the output
mode ρ̂out can be represented as 〈n̂〉out = g(2)(0) 〈n̂〉in.

shows that the expected mean photon number of the subtracted state will be either

greater than, equal to or less than the mean photon number of the input state if the

photon statistic P (n) is super-Poissonian, Poissonian or sub-Poissonian respectively.

In hindsight, this behaviour should have been expected (for thermal and Poissonian
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light) by looking at the set-up of Figure 3.7. For Poissonian light, the annihilation

operator â does not change the input state as a coherent state is its corresponding

eigenstate, hence, the mean photon number remains the same. Super-Poissonian

radiation, such as thermal light, is characterised by showing greater intensity fluctu-

ations than normal Poissonian radiation (see Section 3.3), therefore, given a success-

ful detection event it is more likely that the output state has a higher mean photon

number than the input state. Similar conclusions could be made for sub-Poissonian

radiation, however, these would require a formal quantum description of the state

[37, 46].

As introduced in Section 3.4, generating functions are powerful tools that can sim-

plify the representation of a quantum state as well as the evaluation of high or-

der moments of the photon probability distribution P (n). Limiting the analysis

to thermal radiation, the photon statistic P (n) follows the Bose-Einstein distribu-

tion PBE(n) = n̄n

(n̄+1)n+1 where n̄ is the mean photon number and the associated

probability-generating function is

Gth(u) =
∞∑
n=0

un
n̄n

(n̄+ 1)n+1

=
1

n̄+ 1

∞∑
n=0

(
un̄

n̄+ 1

)n

=
1

���n̄+ 1

���n̄+ 1

1 + n̄(1− u)

=
1

1 + n̄(1− u)

(3.53)

where the sum was resolved using the geometric series
∑∞

n=0 s
n = 1/(1− s) for

|s| < 1. Using the properties of Gth(u), it is straightforward to compute the mean

photon number of the state as:

〈n̂〉th =

[
u
∂

∂u
Gth(u)

]∣∣∣∣
u=1

= n̄ (3.54)
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and its variance σ2
n̄ as:

σ2
n̂ := 〈n̂2〉th − 〈n̂〉2th =

[(
u
∂

∂u

)2

Gth(u)

]∣∣∣∣
u=1

−
[
u
∂

∂u
Gth(u)

]2∣∣∣∣
u=1

= n̄2 + n̄ (3.55)

characteristic of thermal light (super-Poissonian radiation).

Similarly, it is possible to show that the probability-generating function of a photon

subtracted thermal state can be expressed as follows:

Gth−(u) =
G
′

th(u)

〈n̂〉
(3.56)

where the average of n̂ is used as a renormalisation factor so that Gth−(1) = 1 [26].

With this new formulation, the mean photon number of the subtracted state can be

easily calculated:

〈n̂〉th− =

[
u
∂

∂u
Gth−(u)

]∣∣∣∣
u=1

= 2n̄ (3.57)

As expected, the mean photon number is twice that of the initial state confirming

the validity of Equation 3.52.
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3.5.2 State displacement

State displacement, in the context of photonic quantum states, is the operation that

“moves” a localised state in the phase space proportionally to a specific physical

quantity. The notion derives from the displacement operator D(α) introduced in

Subsection 3.2.1 where it states that any coherent state |α〉 can be represented as the

displacement of the vacuum state |0〉 by a complex amount α. It is worth mentioning

that Chapter 4 will also discuss the concept of state displacement although labelled

as state comparison technique. Indeed, the amplification technique introduced there

is based on the relative displacement of two coherent states via a BS transformation.

Given this broad definition of state displacement, one can generalise the photon

subtraction technique introduced before simply as the displacement of an input

state by the vacuum state |0〉〈0|. However, the displacement is highly “directional”

as the splitting ratio of the BS is heavily antisymmetric, i.e. t� r. Nevertheless, it

is possible to define a generalised formulation for a thermal displacement by some

coherent state |α〉 using the formalism introduced in Subsection 3.2.2 with the P -

function. Thermal radiation can indeed be represented quantum mechanically as

some expansion of coherent states weighted by a specific probability function Pth(α)

as already shown in Equation 3.23. Therefore, the PGFGD
th(u) of a displaced thermal

state takes the following form:

GD
th(u) =

1

1 + n̄(1− u)
e
− (1− u)|α|2

1 + n̄(1− u) (3.58)

which was computed considering that the P -function of a displaced thermal state is

of the form PD
th (α) = 1

πn̄
e−
|α−ᾱ|2
n̄ [47]. It is straightforward to see that the original

Gn(u) can be retrieved simply by imposing |α|2 = 0.

Without any loss of generalisation or rigour, it is possible to apply the change of

variable (1 − u) → γ to visually simplify the previous formulation. However, this

“renormalisation” needs to respect the properties of the G(u) function, therefore:

� The transformation G(u)→ G(γ) enforces a new estimation of the m-th mo-
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ment M
[m]
X of a random variable X as

M
[m]
X =

[(
(γ − 1)

∂

∂γ

)m
GX(γ)

]∣∣∣∣
γ=0

(3.59)

� The PMF can now be retrieved as

P(X = m) =
1

m!

[(
− ∂

∂γ

)m
GX(γ)

]∣∣∣∣
γ=1

(3.60)

� The new expectation value of the falling factorial (X)s of a random variable

X becomes

E [(X)s] =

[(
− ∂

∂γ

)s
GX(γ)

]∣∣∣∣
γ=0

(3.61)

Similarly to the previous section, it is possible to compute the PGF of the subtracted

displaced state as a function of |α|2 and n̄:

GD
th−(γ) =

|α|2 + n̄+ n̄2γ

(n̄+ |α|2)(1 + n̄γ)3 e
− γ|α|2

1 + n̄γ (3.62)

which yields a mean photon number 〈n̂〉Dth− of:

〈n̂〉Dth− =
|α|4 + 4n̄|α|2 + 2n̄2

n̄+ |α|2
(3.63)

where n̄+|α|2 is the average photon number of the original displaced state, i.e. 〈n̂〉Dth.

Figure 3.8 shows the ratio of 〈n̂〉Dth− by 〈n̂〉Dth as a function of the displacement α.

As expected, the average mean photon number of the thermal state is double when

the displacement is performed by the vacuum state (|α| = 0) consistent with Equa-

tion 3.52. As the displacement increases, the amplification is less effective and the

overall mean photon number levels off at the constant value n̄+ |α|2 thus indicating

that the state “loses” its thermal nature and the amplification becomes less effective.
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Figure 3.8: Ratio of 〈n̂〉Dth− to 〈n̂〉Dth as a function of the displacement magnitude
|α|. For no displacement, the average mean photon number of the subtracted state
is twice that of the initial unperturbed state and it monotonically decreases until
it converges to unity indicating that the amplification is being less effective as |α|
increases.

3.5.3 Displaced photon subtraction

of displaced thermal state

A photon subtraction from a displaced thermal state showed that depending on the

amplitude of the displacement coherent state |α〉 it is feasible to either amplify it

or “reduce” it to a coherent state with mean photon number |α|2 for any given n̄.

However, this effect is limited to the use of a highly transmissive BS to simulate the

action of the annihilation operator â onto the input thermal state ρ̂thin. In a more

general description, it is possible to represent a two-displacement operation onto an

initial unperturbed thermal state via a BS transformation as:

G(γ1, γ2) =
1

(1 + γ1t2n̄+ γ2r2n̄)
e
−γ1|tα− rβ|2 + γ2|rα + tβ|2 + γ1γ2|β|2n̄

(1 + γ1t2n̄+ γ2r2n̄) (3.64)
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where the BS transformation introduced in Chapter 4 was used. Moreover, the

associated average photon number 〈n̂〉 is:

〈n̂〉 = n̄r2 + |rα + tβ|2 (3.65)

which is dependent on both displacement states |α〉 and |β〉. It is straightforward

to see that Equation 3.53 can be retrieved by imposing α = β = 0, γ1 = γ2 = 1− u

and Equation 3.58 with β = 0, γ1 = γ2 = 1 − u, therefore, Equation 3.64 correctly

reduces to the previous special cases of thermal state displacement. Figure 3.9 shows

the schematic representation of the displaced photon subtraction of displaced ther-

mal state scheme.

Figure 3.9: Schematic representation of the displaced photon subtraction of dis-
placed thermal state scheme. A thermal state ρ̂th is first displaced by a coherent
state |α〉〈α| becoming ρ̂

D(α)
th to then be displaced once more by a coherent state |β〉〈β|

at a BS with coefficients r and t. Depending on the magnitude and phase of β, and
the BS’s coefficients, the mean photon number of the output state ρ̂out is either the
amplified, attenuated or identical “copy” of the mean photon number of the input
state ρ̂th conditioned on the outcomes of the monitoring detector.

Similarly to photon subtraction, it is useful to determine the average photon number

of such double-displaced state whenever a detection event has either been registered

or not by a detector. In order to do so, two new PGFs are introduced, each cor-

responding to a scenario where (with respect to Figure 3.9) the second mode γ2 is
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post-selected on either a click or no click event from the first mode γ1:

G(γ)3 =
G(0, γ)−G(η, γ)

G(0, 0)−G(η, 0)
(3.66)

G(γ)7 =
G(η, γ)

G(η, 0)
(3.67)

where the parameter η is interpreted as the quantum efficiency of the detector mon-

itoring mode γ1 so that G(η, 0) should read as the probability of no detection P (7).

Given Equations 3.66 and 3.67, the average photon number of both cases can be

computed via either Equation 3.59 or Equation 3.61 yielding:

〈n̂〉3 =
〈n̂〉 − P (7)〈n̂〉7

1− P (7)
(3.68)

〈n̂〉7 =
n̄r2(1 + ηt2n̄) + |βt(1 + ηn̄) + rα|2

(1 + ηt2n̄)2 (3.69)

with P (7) = e
− η|tα−rβ|

2

1+ηt2n̄

1+ηt2 n̄
and 〈n̂〉 defined as in Equation 3.65. The double-displacement

operation does not impose any restriction on the amplitude and phase of the sec-

ondary displacement state |β〉. However, an interesting effect arises whenever the

state shares the same amplitude as the state |α〉 but opposite phase, i.e. it per-

forms an anti-displacement operation on the state ρ̂
D(α)
th . Under such condition, the

output state ρ̂out is a purely thermal state with no coherent contribution from the

displacement states |α〉 and |β〉 (see Figure 3.9).

Figure 3.10 (a)-(c) shows the unconditioned average photon number 〈n̂〉 and those

conditioned either on a click 〈n̂〉3 or no-click 〈n̂〉7 event as a function of the dis-

placement |α| and BS reflectivity r2. All plots are computed assuming a double-

displacement where the two coherent states have the same amplitude but a rela-

tive phase difference of π, i.e. |β〉 = |−α〉, a unitary detection efficiency η and a

thermal mean photon number n̄ = 1. Whenever the BS is heavily asymmetrical,

i.e. r2 → 0 or 1, the average mean photon number 〈n̂〉 monotonically increases as

the magnitude of the displacement |α| increases [Figure 3.10 (a)] as expected from
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Figure 3.10: Surface plots of (a) 〈n̂〉, (b) 〈n̂〉3 and (c) 〈n̂〉7 as functions of the
displacement magnitude |α| and BS reflectivity r2. The red dashed lines indicate
the symmetrical BS case where r2 = t2 = 1/2, the yellow solid line in (a) shows the
area where 〈n̂〉 is constant whilst the same coloured lines in (b) and (c) highlight

the area where 〈n̂〉3〈n̂〉 = 〈n̂〉7
〈n̂〉 = 1.

Equation 3.65. Notably, the increase is not symmetrical as the thermal mean photon

number n̄ is weighted by the coefficient r2, therefore, there is a greater contribution

from the r2 ≈ 1 condition than there is from the r2 ≈ 0 one. The red dashed line

indicates the symmetrical beam splitting ratio r2 = t2 = 1/2 whilst the yellow solid

line indicates the region of the surface plot where 〈n̂〉 is constant.

As can be seen, the two plot lines coincide which confirms that whenever this sym-

metrical BS configuration is implemented the final output state maintains its thermal

nature, whilst for all other configurations, a fraction of the displacement states |α〉

and |β〉 is preserved and the final state converges to a coherent state of higher in-

tensity.

However, the most peculiar effect of the double-displacement operation is captured

in Figure 3.10 (b)-(c). As for Figure 3.10 (a), the red dash lines highlight the sym-
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metrical BS case whilst now the yellow solid lines indicate the regions of the surface

plot where 〈n̂〉3〈n̂〉 = 〈n̂〉7
〈n̂〉 = 1. As it can be seen, whenever the BS reflectivity is approx-

imately less than 0.68, 〈n̂〉3 is constantly less than 〈n̂〉 for high valued displacements

|α| whilst 〈n̂〉7 is constantly higher than 〈n̂〉. This striking fact effectively shows

that depending on the magnitude of the displacements, it is indeed possible to in-

crease/decrease the average mean photon number of an unconditioned thermal state

albeit probabilistically. However, as the BS asymmetry grows stronger, i.e. r2 → 1,

or the displacements are relatively small, i.e. |α| < 0.1, the transition threshold

from amplification to attenuation is lost as 〈n̂〉3 (〈n̂〉7) is always greater (less) than

〈n̂〉.

At first, this ability of the system to decrease the average photon number of the

input thermal state might prematurely lead to believe that the state shows char-

acteristics of sub-Poissonian radiation. However, this is not the case as all linear

optical schemes, such as this one, cannot retroactively add quantum features to

the system which is something that is strictly dependent on the nature of the light

source [48]. Nevertheless, the system does provide the ability to increase/decrease

the average photon number of the unconditioned state almost “at will” naturally

within the constraint of the probabilistic nature of a detection event of the primary

mode. This mean photon number differential could in principle be exploited to ex-

tract useful work as demonstrated in similar works [49] where a Maxwell demon

could redirect the amplified/reduced output state into two separate reservoirs based

on the detection statistics of the subtraction stage. Additionally, the system could

be in principle employed as a conditional secret amplification device where a user

can probabilistically amplify/reduce an incoming signal to be implemented for either

secure communication or covert illumination.
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3.6 Experimental implementation

This section introduces the experimental set-up as well as the data acquisition pro-

cess with attention to the calibration procedure used for optimal interferometric

visibility. Moreover, a full description of the thermal state preparation technique is

also presented focusing on the estimation and characterisation of the second order

degree of coherence g(2)(τ) for different operational settings.

3.6.1 Experimental set-up

The optical experimental set-up is shown in Figure 3.11 whilst Figure 3.12 shows

the electrical diagram of the components used to operate the set-up as well as the

electronics used for data acquisition and “real time” processing. The light source

used for state generation was a vertical-cavity surface-emitting laser (VCSEL) of

848.2 nm central wavelength with a spectral linewidth of 0.11 nm. This specific

central wavelength was chosen to minimise optical transmission losses in silica fibres

(≈ 2.2 dB/km) as well as enabling the use of commercially available single-photon

detection devices. Similarly to the set-up of the SCAMP experiment (see Chap-

ter 4), an Agilent 81134A pulse pattern generator (PPG) coupled to a DC driving

unit via a picosecond bias tee allowed to operate the VCSEL source in pulsed mode

producing 1 ns wide optical pulses (FWHM) at a repetition rate of 1 MHz limit-

ing the contribution of non-linear effects from the detectors as well as facilitating

time-calibration of the optical interferometers. The same optical source was used

to generate both the displacement states |α〉 and |β〉 as well as the thermal state

ρ̂th as “mutual coherence” was required to achieve optimal interferometric visibility.

Single-photon intensity levels were achieved via a motorised variable optical atten-

uator (MVOA) with 0.1 dB resolution (not shown in Figure 3.11).

The system comprised two linked interferometers: the first provided both the initial

state displacement and thermal state generation whilst the other applied the sec-

ondary displacement using state |β〉. An asymmetric 90:10 BS routed the optical

pulses into two paths. One path comprised two EOSPACE lithium niobate (LiNbO3)

modulators, PM and AM, providing phase and amplitude modulation respectively.
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Figure 3.11: Optical experimental set-up of the thermal state amplifier. A VCSEL
source of central wavelength 848.2 nm operating in pulsed mode was fibre coupled to
two linked interferometers which performed the double-state displacement operation
using coherent states |α〉 and |β〉. Phase modulator PM and amplitude modulator
AM were used for thermal state preparation using suitable modulation electrical
signals. The first BS had 90:10 splitting ratio to compensate for the extra loss from
the PM and AM, whilst all other BSs had a 50:50 ratio. All detectors were Si-SPADs
with similar detection efficiencies (≈ 40 %) at 850 nm wavelength. Air-gaps allowed
independent control of the interferometers in terms of both loss balancing and time
tuning. All interferometers were composed of single mode polarisation-maintaining
optical fibres to limit polarisation birefringence and the necessity of precise optical
alignment.

Both devices were electrically driven by a Siglent SDG 2122X arbitrary waveform

generator (AWG) with 120 MHz bandwidth, 16 bit resolution and two independent

channels. The modulators were used for “real time” calibration for optimal interfer-

ometric visibility (see Subsection 3.6.3) as well as for thermal state generation (see

Subsection 3.6.2). The AM was also connected to an external DC driving unit (see

Figure 3.12) which provided manual control over the extinction ratio of the device

and real time calibration for optimal amplitude modulation. The second path of

the interferometer evenly split the optical pulses via a 50:50 BS (BS1) effectively

creating the two displacement states |α〉 and |β〉 (see Figure 3.11). The state |α〉

interfered with the modulated thermal state ρ̂th at BS2 to generate the displaced

thermal state ρ̂
D(α)
th whilst a PerkinElmer SPCM-AQR Si-SPAD (D0) monitored

one of the beam splitter’s output modes. The last BS (BS3) performed the second
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displacement by combining |β〉 with the displaced thermal state ρ̂
D(α)
th whilst two

Si-SPADs (DA and DB) monitored the output ports of BS3 for “real time” visibility

calibration and off-line coincidence analysis.

Figure 3.12: Schematic of the electronic timing set-up of the thermal state amplifier.
A Rubidium clock provided a 10 MHz reference signal for absolute synchronisation.
All Si-SPADs were connected to the TCSPC module for parallel acquisition and
processing of the detection events. The desktop PC delivered “real time” interfer-
ometric visibility tuning via a feedback mechanism relying on the signals from the
TCSPC module.

All detection signals from D0, DA and DB were forwarded to the HydraHarp 400

time correlated single-photon counting (TCSPC) module for off-line single-photon

coincidences counting and “real time” data acquisition and set-up calibration which

were performed “live” via a custom-made matlab code. Both optical interferome-

ters comprised single mode panda-eye polarisation maintaining fibres [50] to enforce

spatial coherence among the different states, to limit degradation of interferometric

visibility and to reduce the demand for precise spatial and time alignments of all

optical components.
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3.6.2 Thermal state generation

In most experimental works [7, 15, 21, 22, 49, 51, 52], pseudo thermal light is gen-

erated by means of a rotating ground glass where an incident light beam is scattered

creating random speckles on the far field plane. The rotating characteristic of the

ground glass ensures that the phases and amplitudes of the many speckles randomly

change in time for any given spatial coordinate so that, on average, the intensity

fluctuations resemble that of thermal radiation. However, this generation technique

suffers from low-efficiency light-coupling to single mode optical fibres due to the

mode suppression of such components. Moreover, the pseudo thermal radiation lack

any phase coherence with the original light source thus preventing any further in-

terferometric operation.

A suitable solution to this apparent limitation comes from the theoretical representa-

tion of thermal radiation in terms of coherent states. As shown in Subsection 3.2.2,

the P -function fully characterise the nature of any classical radiation field that

can be represented as an expansion of coherent states. For thermal radiation, the

P -function, Pth(α), takes the form of a Gaussian distribution dependent on both

|α|2 and n̄ (see Equation 3.20). Figure 3.13 shows the Pth(α) for n̄ = 1 as a pha-

sor diagram. The symmetric nature of the function is due to the absence of the

phase parameter of the complex amplitude α from Equation 3.20. The amplitude

and phase modulation required to reproduce Pth(α) was experimentally achieved by

the combined use of the PM and AM depicted in Figure 3.11. Both devices were

electrically connected to the Siglent AWG which was capable of controlling both

electro-optic components independently so that multiple parallel modulations could

be achieved. The AWG allowed to create arbitrary voltage waveforms over a total

time period of 200 ms with a time resolution of 25 ns for a total of 8 Mpts: each

point on the waveform corresponded to a specific voltage generated by the AWG. To

reduce time jitter and transient distortions in the voltage signals, a discrete sampling

of 40 pts per voltage was selected, i.e. each voltage value corresponded to 40pts on

the arbitrary waveform. Figure 3.14 shows an example of the discretisation method

employed for one of the waveform used to drive the PM. The repetition rate of the

voltage signals was selected to match the one of the laser source, i.e. 1 MHz, so that
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Figure 3.13: Phasor diagram of the normalised P -function associated with the ther-
mal state ρ̂th. The symmetrical shape of Pth(α) is due to the absence of the coherent
state phase term θ from its definition (see Equation 3.20).

the modulation was applied individually to each coherent state. The waveform used

for the PM was populated with random voltage signals so that the phase applied to

the coherent states was randomly selected within the [0, 2π] range. The waveform

used for the AM, on the other hand, was generated according to the Gaussian profile

dictated by Equation 3.20. Due to the discrete nature of the voltage signals and the

limited resolution of the AWG, the Pth(α) was correctly renormalised so that the

integral of the P -function was still equal to unity. Figure 3.15 shows an example

of the renormalised Pth(α) for n̄ = 1 as a function of the voltage applied to the

AM. The value Vπ corresponds to the voltage required to suppress the output of the

modulator effectively preventing any light from propagating through the device.

The renormalised distribution associated with the AM no longer shows the symmet-

rical Gaussian profile but rather only half of its original form. The reason behind

this truncation is due to the fact that the distribution shown in Figure 3.13 is the

resulting convolution of the modulations provided by both the AM and PM. The

AM only changes the magnitude of the coherent states, hence the characteristic
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Figure 3.14: Example of a discretised voltage waveform used for pseudo thermal
generation. Each voltage value corresponds to 40 contiguous points covering 1 µs,
i.e. the time period of the system’s repetition rate, so that the modulation is applied
to individual coherent states.

Gaussian profile in terms of the voltage values V is restricted to a subset of the

original |α| domain. It is only with the inclusion of the random phase modulations

provided by the PM that the circular symmetry of Pth(α) is restored.

To assess the validity of the new generation technique via phase and amplitude mod-

ulation, the second order degree of coherence g(2)(τ) was estimated by performing

coincidences analysis on the detection statistics of DA and DB. Referencing Fig-

ure 3.11, the optical paths connecting BS1 to BS2 and BS1 to BS3 were optically

isolated from the rest of the set-up so that no state displacement could occur at

BS2 and BS3. The pseudo thermal state was generated by the PM and AM and

rerouted to reach BS3 where timetags from detectors DA and DB were collected by

the HydraHarp 400 and processed off-line via the PicoQuant quantum correlation

analysis (QuCoa) software providing a direct estimation of the g(2)(τ). The timetags

were collected over a total period of 300 s to increase the SNR and reduce statistical

fluctuations. Three different thermal radiation simulations were studied, each corre-
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Figure 3.15: Example of the renormalised Pth(α) as a function of the voltage sig-
nal applied to the amplitude modulator. The original distribution is retrieved via
random phase modulations applied to the coherent states by the PM.

sponding to a different mean photon number value, i.e. n̄ = 1.054, 0.476 and 0.237,

both in continuous wavelength (CW) and pulsed mode. Additionally, the g(2)(τ) for

coherent radiation (CW and pulsed) was computed in order to provide a comparison

between active and inactive modulation of the PM and AM. Figure 3.16 shows the

computed g(2)(τ) for both a thermal state with n̄ = 1.054 and unmodulated coherent

states in CW mode whilst Figure 3.17 shows the analysis of the same states when

generated in pulsed mode. Only the case for n̄ = 1.054 is reported as similar results

could be observed for all other n̄ values.

The characteristic shape of the g(2)(τ) of the pseudo thermal radiation, when gen-

erated in CW, loosely resembles that of a Gaussian profile reaching a maximum

value of 1.86 at zero delay and monotonically decreasing to the limiting value of

1 for longer delays. It is possible to notice how the computed maximum of the

g(2)(τ) function is slightly lower than the theoretical value of 2. The discrepancy is

mainly due to the limited SNR of the AM which could not completely extinguish

the incoming optical signal and effectively skewed the Pth(α) distribution. On the

other hand, the trace relative to the unmodulated coherent states shows a constant

average profile indication of equiprobable random coincidences as expected for quasi-
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monochromatic light. The results relative to pulsed mode operation show similar

trends, albeit the coincidence peaks are now equally separated by the operational

time period of 1 µs.

Figure 3.16: Second-order coherence function g(2)(τ) of the thermal state ρ̂th with
n̄ = 1.054 and of a coherent state |α〉 in CW mode. The coherent state is constant
over the entire range of delays τ as expected for a quasi-monochromatic source,
whilst the thermal state resembles a Gaussian profile reaching a maximum at zero
delay, i.e. g(2)(0) = 1.86± 0.01. Dashed lines represent the experimental fits of each
curve.

The g(2)(τ) analysis clearly shows that the modulation provided by the PM and AM

is indeed capable of reproducing the photon statistics of a pseudo thermal source also

consolidating the results presented in similar works [22]. Moreover, the advantage

of this generation technique is that it is capable of preserving most key properties

of the original source, such as time and spatial coherence, which are essential for

interferometric operations where the original local oscillator field is required.
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Figure 3.17: Second-order coherence function g(2)(τ) of the thermal state ρ̂th with
n̄ = 1.054 and of a coherent state |α〉 in pulsed mode. The g(2)(τ) is now time-
discretised with a repetition period of 1 µs as the main repetition rate of the system
is 1 MHz. As for the CW case, the coherent state is on average constant over the
entire range of delays τ , whilst the thermal state shows an increased peak at zero
delay, i.e. g(2)(0) = 1.87± 0.02.

3.6.3 Calibration and data acquisition

The optical set-up comprised two “linked” interferometers which shared a common

optical path (see Figure 3.11). In order to achieve optimal interferometric visibility

throughout the entire data acquisition period, all optical paths were equipped with

manually adjustable air-gaps which were able to provide both intensity balancing

through manual screw attenuators and picosecond time matching via piezoelectric

nanoposition actuators controlled by an external driver (see Figure 3.12). Detector

D0, monitoring the output mode of BS2, was used to perform real time visibility

calibration of the first interferometer whilst detectors DA and DB were used for

cross-visibility calibration of the second interferometer.
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Figure 3.18: “Four-pulses” waveforms of both amplitude and phase modulators
employed for visibility calibration and thermal generation. The AM modulates the
first two pulses so that their optical intensities are both equal to |α|2, it suppresses
the third pulse and it modulates the fourth one to simulate the final pseudo thermal
state. The PM modulates the first two pulses so that they have a phase difference
of π, it does not modulate the third pulse but it does the last one according to the
statistics that produces the final pseudo thermal state.

The “path-sharing” nature of the two interferometers required to simultaneously

calibrate both interferometers, therefore, a periodic control electrical signal was mul-

tiplexed into the arbitrary waveforms used to simulate the pseudo thermal radiation

so that orthogonal states could be generated and then independently resolved by D0,

DA and DB. The multiplexed signals were selected so that the final waveforms would

have a repetitive “four-pulses” pattern: the first two pulses were modulated (both in

phase and amplitude) to achieve constructive and destructive interference at D0, the

third pulse was modulated so that detector DA would see destructive interference

and detector DB constructive interference whilst the last pulse was modulated to

reproduce the final pseudo thermal state. Figure 3.18 shows the four-pulses repeti-

tive pattern of the final waveforms used for both the PM and AM.
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Referencing Figure 3.18, the first two electrical pulses of the PM provided a phase

difference of π between the first two optical pulses generated by the laser source

whilst the electrical modulations of the AM equalised their optical intensities. The

displacement state |α〉, previously loss-balanced to match the intensities of these

two modulated optical pulses, was then able to interfere constructively/destructively

with the pulses at BS2 and these two orthogonal conditions were then used to com-

pute the visibility of the first interferometer. Now considering the third electrical

signal of the multiplexed waveforms, the PM did not modulate the pulse, however,

the AM completely suppressed the optical intensity so that effectively no light from

that optical path could reach BS2. Under this condition, the displacement |β〉 was

loss-balanced to match the intensity of the state |α〉 so that when they interfered

at BS3 destructive/constructive interference was registered by DA and DB thus al-

lowing to compute the cross-visibility of the second interferometer. The fourth and

last modulation signal of each waveform was used to reproduce the pseudo ther-

mal state which later underwent the double state displacement by |α〉 and |β〉 at

BS2 and BS3 respectively. The four-pulses pattern was then repeated over the full

time range of the waveforms, i.e. 200 ms, so that the final thermal state was the re-

sulting average of 50×103 different electro-optical modulations per integration time.

A different pair of waveforms was generated for each |α| amplitude selected for the

double-displacement which then required to loss-balance both interferometers each

time. For all displacement values, 25 measurements of 1 s integration each were

recorded by the HydraHarp 400 providing picosecond time tagging information of

all detectors. The integration time of 1 s was selected to allow continuous parallel

tuning and calibration of the two interferometers whilst the number of measurements

was set to 25 in order to reduce Poissonian statistical errors of the integrated counts

of all SPADs. A custom-made matlab code recorded the time tags from the TCSPC

module and performed visibility estimation in “real time” saving the records on a

desktop PC only when the visibilities were above a user defined threshold level, i.e.

98 % for the first interferometer and 97 % for the second. The code was also capable

of compensating for the visibilities’ detuning during data acquisition by interfacing

with the driver unit connected to the actuators in the adjustable air-gaps.
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3.7 Results

The collected picosecond time tags of the detection events of D0, DA and DB, pro-

vided time of arrival information of single photons relative to the periodic synchro-

nisation signal of the Agilent PPG (see Figure 3.12). The synchronisation signal

was set to a quarter of the master operational clock of 1 MHz, i.e. 250 KHz, to

fully resolve four optical pulses per integration time so that the TCSPC pulse pro-

file reconstruction technique (see Section 4.4) could use the information to tune

the interferometric visibilities. Similarly to the analysis performed for the SCAMP

experiment, the experimental count rates of the SPADs were translated to the asso-

ciated mean photon number values via Equation 4.23. However, this transformation

only held true for the three multiplexed signals which showed a Poissonian photon

distribution due to their quantum representation as coherent states. For the pseudo

thermal state, the more accurate Bose-Einstein photon distribution PBE(n) was used

leading to the following transformation:

|γ|2 =
1

η

(
N3

Ntot −N3

)
(3.70)

where η is the detection quantum efficiency, N 3 is the number of detection events

and Ntot is the total number of modulated signals reaching the detector per integra-

tion time, in this case 250 KHz.

The key parameters required for the thermal state amplification experiments were

the displacement state |α〉 and its associated magnitude |α| and the average mean

photon number n̄ of the unperturbed pseudo thermal state ρ̂th. The |α| values

were estimated using the count rates relative to the third multiplexed coherent

state reaching BS3. As explained in Subsection 3.6.3, this state produced construc-

tive/destructive interference at BS3, therefore, detectors DA and DB saw a positive

count rate differential which could then be used to estimate |α|. Defining |DA|2D
and |DB|2C as the mean photon numbers of the destructively/constructively inter-

fered state registered by the corresponding SPAD (computed using Equation 4.23),
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|α| becomes:

|α| =
√
|α|2 =

√
|DA|2D + |DB|2C (3.71)

The detection events relative to |DA|2D and |DB|2C were digitally extracted from the

recorded time tags of the detectors using a time window of 5 ns positioned at the

central peak of each coherent state. The detection efficiency η was renormalised in

order to include the contributions of both transmission loss and optical components’

losses which had the net effect of reducing the overall quantum efficiency of the de-

tection stage, i.e. η → η̃.

To compute the mean photon number n̄ of the pseudo thermal state ρ̂th, the optical

set-up was arranged in the same configuration used to estimate the g(2)(τ) function,

i.e. the optical paths from BS1 to BS2 and from BS2 to BS3 were optically iso-

lated so that only the pseudo thermal state could reach BS3. As no coherent state

displacement took place, n̄ could be simply estimated by applying Equation 3.70

to the count rates of either detector DA or DB compensating for the beam split-

ting transformation of BS3 defined by the parameters r2 and t2. Three different

values of n̄ were computed, each corresponding to a different Pth(α) distribution:

n̄ = 1.054± 0.002, n̄ = 0.476± 0.001 and n̄ = 0.237± 0.001.

The theoretical model described in Subsection 3.5.3 required to compute the mean

photon number of the double-displaced thermal state conditioned on either a click

or no-click event from a detector monitoring one of the output mode of BS3. How-

ever, the model assumed perfect stability and absolute phase preservation between

the displacement coherent states |α〉 and |β〉. Therefore, experimental imperfections

were added to the theoretical predictions in the form of an extra phase mismatch

term ϕ between the two states, i.e. |β〉 → |β eiϕ〉 where |β| = |α|. The physical

meaning of ϕ is related to the interferometric visibility V2 of the second interferom-

eter. Making use of the definitions of |DA|2D and |DB|2C previously introduced, the

visibility of the interferometer is defined as follows:

V2 =
|DB|2C − |DA|2D
|DB|2C + |DA|2D

(3.72)
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however, more generally, if the two states |α〉 and |β〉 are offsetted by a constant

phase ϕ, the equation becomes:

V2 =
|α|2

2
[�1 + cos(ϕ)]− |α|

2

2
[�1− cos(ϕ)]

|α|2
2

[1 + ����cos(ϕ)] + |α|2
2

[1−����cos(ϕ)]

= �
��|α|2 cos(ϕ)

�
��|α|2

= cos(ϕ)

(3.73)

From this it is clear that the phase mismatch between the two coherent states can

be interpreted as the cos−1 of the interferometer’s visibility (similar to what was

observed in Chapter 4). It is also straightforward to see that for a perfectly aligned

system, i.e. V2 = 1, this implies that the two states are perfectly phase matched

under the cosine’s parity-constraint, i.e. ϕ = 2πn with n ∈ Z0. The phase mismatch

ϕ was estimated for each amplitude |α| and averaged over 25 single measurements.

During the operation of the experiment, the interferometric visibility was actively

monitored by a custom-made matlab code which provided “real time” tuning and

feedback compensation in order to maintain such value at a reasonable high upper

bound. V2 was estimated to be on average ≈ 0.97 (ϕ ≈ 0.245 rad), a 3 % reduction

from the optimal unitary value mainly due to the limited ability of the AM to com-

pletely suppress the optical signals coming from the secondary input mode of BS2.

Under such state transformation, Equations 3.65, 3.68 and 3.69 could then be rede-

fined as follows:

〈n̂〉 = n̄r2 + |α|2[1− 2rt cos(ϕ)] (3.74)

〈n̂〉3 =
n̄r2 + |α|2[1− 2rt cos(ϕ)]− P (7)〈n̂〉7

1− P (7)
(3.75)

〈n̂〉|7 =
n̄r2(1 + η̃t2n̄) + |α|2[1 + t2η̃n̄− 2rt(1 + η̃n̄) cos(ϕ)]

(1 + η̃t2n̄)2 (3.76)

now with P (7) = e
− η̃|α|

2[1+2rt cos(ϕ)]

1+η̃t2n̄

1+η̃t2 n̄
.
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Figure 3.19 (a)-(c) shows the computed mean photon numbers 〈n̂〉 for all condi-

tioning criteria and n̄ values as functions of the displacement amplitude |α|. Fig-

ure 3.19 (d) shows the close-up of the crossing point for the case n̄ = 1.054.

Figure 3.19: Experimental mean photon number averages as a function of the dis-
placement magnitude |α|. Subplot (a) shows the results for n̄ = 1.054, (b) for
n̄ = 0.476, (c) for n̄ = 0.237 and (d) is a close-up of the crossing point of (a). Black
coloured data points indicate 〈n̂〉, blue coloured data points 〈n̂〉3 and red coloured
data points 〈n̂〉7. Dashed lines are theoretical predictions using experimental values
η̃ = 0.32 and r2 = 0.48. Errors of experimental values are less than 2 % and covered
by the plot symbols.

As expected, for small displacements (|α| < 1), the mean photon number condi-

tioned on a click event 〈n̂〉3, for all n̄ values is greater than the non conditioned

one 〈n̂〉, due to the nature of the photon subtraction technique. The amplification

is of course less pronounced than the ideal photon subtraction scheme simply due

to the symmetric beam splitting ratio of BS3. The lowest experimentally achievable

displacement was |α| = 0.1015± 1× 10−4 and limited by the extinction ratio of the

AM which could not provide enough sensitivity to resolve highly attenuated optical

pulses. A secondary appreciable effect that can be observed in the figures is that as
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the mean photon number n̄ of the pseudo thermal state increases, the crossing-point

of the blue (〈n̂〉3) and red (〈n̂〉7) trends is shifted towards higher |α| values. This

is consistent with Equation 3.68 since for a given reflectivity r and transmissivity

t, the higher the n̄ is, the higher 〈n̂〉7 needs to be in order to balance the increased

photon counts.

As the displacement |α| increases, all mean photon numbers 〈n̂〉3 converge to the 〈n̂〉

values as the displacement “reduces” the thermal characteristic of the amplified state

until it essentially becomes a coherent state. However, it is possible to notice that

the unconditioned mean photon numbers 〈n̂〉 do slightly increase as |α| increases

and the effect is more pronounced for low n̄ values [Figure 3.19 (c)]. This effect

can be exclusively attributed to the experimentally limited beam splitting ratio of

BS3

(
r2
exp = 0.4845± 5× 10−4 | t2exp = 0.5155± 4× 10−4

)
. Since BS3 is not perfectly

symmetrical, as the displacement grows, a larger fraction of the states |α〉 and

|β〉 is mixed with the final thermal state thus increasing the overall mean photon

number 〈n̂〉.
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3.8 Conclusions

Thermal radiation has proven to be a resourceful instrument for many applications

and fundamental research. It was first used to demonstrate the correlation of in-

tensity signals coming from a distant star [12], it provided a classical description of

the ghost-imaging technique solely in terms of intensity correlations [15–17] and in

recent years, thermal states were proposed as a valid practical alternative to coher-

ent sources for secure quantum communication [20, 27] and quantum illumination

[18, 19].

However, the most intriguing effects that demonstrated the uniqueness of thermal

radiation were recently reported in studies concerning quantum annihilation and

photon subtraction techniques [45, 52]. Specifically, photon subtraction based on

the annihilation of a single photon from a quantum state, showed that it was possi-

ble to amplify a thermal state conditioning the operation on a probabilistic detection

event [21, 49]. Moreover, thermal states have been shown to enhance quantum prop-

erties of other states when operated within the framework of quantum amplification

[22, 23].

This chapter introduced a novel thermal radiation amplification device based on a

generalisation model of the photon subtraction technique via a double state displace-

ment operation. The power behind this technique resides in the ability to arbitrarily

change the average mean photon number of the thermal state whilst leaving the pho-

ton statistics unperturbed. The device was designed to produce both the pseudo

thermal state and the displacement coherent states from the same source in order

to preserve spectral coherence between the two type of radiations.

The pseudo thermal radiation was generated as a statistical collection of phase and

amplitude modulated coherent states according to the Glauber-Sudarshan P -function

so that the final photon statistics followed the Bose-Einstein distribution PBE(n).

The quality of the thermal radiation was tested by estimating the Hanbury Brown-

Twiss interference effect where the second-order correlation function g(2)(τ) was
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calculated confirming the super-Poissonian nature of the radiation with a maximum

correlation value of g(2)(0) = 1.86.

The double-displacement operations were performed via two symmetrical BSs and

two coherent states of opposite phase but same amplitude to both enhance the am-

plification and maintain the final average mean photon number constant, i.e. the

final amplified output state was still thermal in nature. A custom-made matlab

code was employed to ensure maximal interferometric visibility performing “real

time” tuning and calibration of the experimental set-up throughout the data acqui-

sition.

The device showed consistent amplification for small displacements (|α| < 1) for all

simulated thermal mean photon numbers n̄ conditioned on a successful detection

of the secondary mode of the BS. As the |α| values increased, the amplification

became less effective until it converged to a constant value indication that the final

state “lost” its thermal nature and started behaving more as a coherent state. The

limited extinction ratio of the amplitude modulator restricted the lowest achievable

displacement |α| to a value of 0.1015 where the device was still able to discriminate

highly attenuated optical pulses.

Future improvements will aim to increase the extinction ratio of the amplitude

modulator via a dedicated feedback control stabiliser unit so that lower state dis-

placements can be achieved. Transmission losses and fibre coupling losses of optical

linear components could be reduced by transitioning to telecommunication wave-

lengths (1550 nm), however, improved detection technology should be sought in

order to minimise the detrimental impact of reduced quantum efficiency on the

overall performance of the device. Additionally, the device could be integrated in

currently active quantum imaging projects and evaluate its performance in the con-

text of quantum illumination [18, 19].

Future studies would aim to demonstrate the generalised state displacement op-

eration on a system where the thermal state is generated by an external source,
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independent from the one providing the displacement coherent states. This would

allow to quantify the degree of spectral coherence required between the thermal

and coherent sources for optimal operation condition. Further investigations could

also cover a detailed analysis of the effects variable beam splitters have on the out-

put thermal state focusing on the requirement for maximum amplification whilst

retaining key physical properties of the state. The ability of the device to create

a photonic thermal differential based on the detection statistics could in principle

be used to extract useful work, hence, future studies could be aimed to quantify

its amount and evaluate the optimal experimental configuration for maximum ex-

traction. Additionally, future works could see the implementation of an external

state tomography stage to asses basic properties of the output state in the context

of quantum amplification [22, 32] and communication [20, 27].
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Chapter 4

State comparison amplifier (SCAMP)

with feed-forward mechanism

4.1 Introduction

A
mplification of optical signals is of paramount importance for long-

haul telecommunication systems, however, commercial optical amplifiers

cannot be used in conjunction with quantum communication protocols

as they introduce too much noise preventing any form of information transmission

(see Chapter 2).

Over the past decades, the interest in quantum amplification research has grown

considerably mostly due to the advancements of quantum technology and a com-

mercial interest in quantum communication systems from both governments and

industries. Different quantum amplification architectures have been developed mak-

ing use of either single-photon sources [1–3] or low mean photon number coherent

states [4–8] and their performance is strictly related to quantum state generation

efficiency, discrimination of quantum states, and high fidelity of any amplified state

(see Chapter 2).

Of all technologies currently researched for quantum amplification, those based on

coherent states have shown to provide substantial advantages over other systems
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due to their reduced complexity, state generation/manipulation simplicity, as well

as their use of widely available commercial components which could provide a first

step in industrial implementations. The amplification mechanism commonly im-

plemented is photon addition and subtraction where the signal is amplified by the

injection of external photons (photon addition) and its “quality” assessed by sam-

pling a fraction of its amplitude (photon subtraction) [5, 7–9]. The photon addition

can be performed by an external state with either complete phase randomisation

[4, 5] or with a random phase chosen within a discrete alphabet of possible values

[7, 8].

This chapter reports the experimental implementation of a coherent state amplifier

based on the state comparison technique (SCAMP - see Subsection 4.2.2) with a

feed-forward mechanism (see Subsection 4.2.3). Section 4.2 will initially introduce

the theoretical model behind the state comparison amplification technique and then

present the modification introduced by the addition of a feed-forward mechanism

focusing on its motivation and added benefits. Section 4.3 will introduce the experi-

mental implementation of the feed-forward SCAMP as well as reporting results and

figures of merit showing the added benefits and improvements of the new system

when compared to a second one with no active feed-forward mechanism.

The theoretical model of SCAMP presented in Subsection 4.2.2 was first developed

by Eleftheriadou et al. in 2013 [9] and experimentally demonstrated by Donald-

son et al. in 2015 [7] followed by an improved system in 2018 [8]. The theoretical

model of the SCAMP with feed-forward mechanism was first developed by Maz-

zarella et al. in 2018 [10]. Part of the results here presented were published in

[11].
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4.2 State comparison technique

and feed-forward model

4.2.1 Beam splitter transformation

A beam splitter (BS) is a linear optical device that allows incoming light beams to

be spatially separated in different directions (see Figure 4.1). Beam splitters can be

either polarising, i.e. they reroute incoming light depending on their polarisation, or

non-polarising, i.e. they are insensitive to light polarisation [12]. The SCAMP relies

on non-polarising BSs, therefore, the following description will focus specifically on

those devices. Additionally, to simplify the formulation, it will be assumed that

the BS is lossless, assumption that can be justified as other experimental errors will

dominate.

Figure 4.1: Diagram of a BS with two input modes and two output modes. The
BS mixes the two input modes according to its characteristic transformation matrix
Û which is dependent on the transmittance and reflectance coefficients t and r
respectively.
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A BS is fully characterised by its reflectance and transmittance complex parameters

r and t respectively, which satisfy the following relations:

|r|2 + |t|2 = 1

tr∗ + rt∗ = 0
with

r = |r| eiθ

t = |t| ei(θ±
π
2 )

(4.1)

In matrix optics, optical components can be represented by a 2 × 2 matrix which

fully describe how it interacts with and affects an incoming signal [13]. In a quantum

framework, the modes of a BS can be fully described by their associated annihilation

operators â and b̂, therefore, the final equation describing the evolution of a quantum

state interacting with a BS is as follows:âout
b̂out

 =

|t|ei(θ±π2 ) |r|eiθ

|r|eiθ |t|ei(θ±
π
2 )

âin
b̂in

 (4.2)

where â and b̂ also satisfy the following commutation relations:

[
b̂in, b̂

†
in

]
=
[
âin, â

†
in

]
= 1 =

[
b̂out, b̂

†
out

]
=
[
âout, â

†
out

]
[
âin, b̂

†
in

]
=
[
b̂in, â

†
in

]
= 0 =

[
b̂out, â

†
out

]
=
[
âout, b̂

†
out

] (4.3)

The choice of the phase value θ is arbitrary as long as it satisfies (4.1) [14]. For

simplicity and convenience, the parameters r and t are chosen to be real hence

resulting in the final matrix

Û =

 t −r
r t

 (4.4)

where the negative sign on one of the reflectance coefficient can be understood as

the BS imprinting a phase shift of π on one of the reflected input signal.

A notable property of the matrix Û is that it is unitary, Û Û−1 = Û−1Û = 12 [15].
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4.2.2 State comparison

State comparison is a powerful technique that enables two input states to interfere

via a BS unitary transformation (see Figure 4.2). Assuming two coherent states |α〉

and |β〉 with |α| 6= |β| that interfere at a BS with coefficients r and t, Equation 4.2

allows to compute the resulting output modes as

 t −r
r t

α
β

 =

tα− rβ
rα + tβ

 =⇒

|ψ〉a = |tα− rβ〉

|ψ〉b = |rα + tβ〉
(4.5)

where |ψ〉a,b indicate the output state in either mode a or mode b. One can see that

the total energy of the system is conserved as |tα− rβ|2 + |rα + tβ|2 = |α|2 + |β|2.

Figure 4.2: State comparison of coherent states at a BS. The output states, products
of the interference between the two coherent states |α〉 and |β〉, respect the relations
imposed by the transmittance and reflectance coefficients t and r. The negative sign
present in one of the outputs is a consequence of requesting both t and r be real.
[10]

The BS is thus able to interfere the input states |α〉 and |β〉 into a combination of

states weighted by the parameters r and t. However, the most striking fact is that

if the state |β〉 is selected such that |β〉 =
∣∣ t
r
α
〉

then |ψ〉a = |0〉, i.e. the vacuum

state, and |ψ〉b =
∣∣α
r

〉
whose intensity, or mean photon number, is always greater

than that of the state |α〉 as r < 1. This result is of paramount importance to the
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overall state discrimination mechanism because one could simply monitor mode a of

the BS with a single-photon detector, such as a SPAD, and keep track of detection

events. Whenever there is a click, one knows that the state |β〉 was not chosen to

nullify mode a, ergo no amplified |ψ〉b =
∣∣α
r

〉
state was produced.

It is important to stress that the state comparison technique is only able to discrim-

inate between coherent states that have been phase modulated using a discrete set

of phase encodings. Nevertheless, many of the proposed quantum communication

protocols rely on discrete modulations of physical observables such as phase or mean

photon number [16–18], which makes SCAMP an ideal candidate as a quantum am-

plifier for such systems.

Figure 4.3: Phasor diagram of discrete valued coherent states. Each state has the
same amplitude, i.e. |α|, but a different discrete phase encoding φ which constitutes
the SCAMP phase alphabet P = {2πik/N, with k ∈ [0, 1, . . . , N − 1]}.

The SCAMP is a quantum technology capable of probabilistically amplifying weak

coherent states whose phase is unknown and chosen randomly from an N -size dis-

crete set of non-orthogonal values, i.e. |α exp(2πi k/N)〉 with k = 0, 1, . . . , N − 1

(see Figure 4.3) [7, 8, 19]. To understand the working principle of the SCAMP, let
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us discuss a simple scenario where the phase alphabet is binary N = 2, i.e. there are

only two possible coherent states |α〉 and |-α〉. The input state is assumed to have

originated from the sender Alice, who forwards it to the receiver Bob, whose task is

to either amplify it and measure it, or amplify it and then send it along the trans-

mission channel functioning as an amplification node (see Chapter 2 for additional

information). Bob only knows that the state can either be |α〉 or |-α〉, therefore, he

guesses which one Alice sent him by randomly choosing one and then mixing it with

the original state at a BS. Since Bob’s aim is to discriminate the incoming signal as

well as amplify it, he uses a highly transmissive BS, i.e. t � r, and modulates his

guess state |β〉 as either
∣∣± t

r
α
〉
. Whenever Bob chooses correctly, mode a of the

BS contains the vacuum state |0〉 and no record is registered by the detector thus

indicating that the amplification was successful and the final state
∣∣α
r

〉
can be found

in mode b. It is straightforward to see that the overall gain of the amplifier is defined

as G = 1/r2, therefore, the lower the reflectance coefficient r the higher the gain.

Naturally, the limit case where r = 0 does not provide meaningful information as

any state would pass the BS discrimination technique since no state can effectively

reach mode a hence allowing a detector to register any event.

Monitoring mode a with a detector provides a simple method to condition on which

events successfully herald an amplification. As such, the final amplified state be-

comes a mixture ρ̂out of the correctly amplified state when there are no detections

and of an incorrect amplified state when the detector fails to register an event due

to the probabilistic nature of photon detection:

ˆρout = p
∣∣∣α
r

〉〈α
r

∣∣∣+ (1− p)
∣∣∣∣t2 − r2

r
α

〉〈
t2 − r2

r
α

∣∣∣∣
with p =

P (71|+α)

P (71)
P (+α)

(4.6)

where P (71|+α) is the conditional probability that detector D1 does not fire (71)

given that the input state is |+α〉, P (71) is the probability that detector D1 does

not fire given all possible input states and P (+α) is the probability that the input

state is |+α〉.
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Given this formulation for the output state ρ̂out, the success probability associated

with SCAMP is for no detections to be registered at D1, therefore:

P (S) =
∑

θ∈{+α,−α}

P (71| θ)P (θ) (4.7)

where P (+α) = P (−α) = 1/2 since both |+α〉 and |−α〉 are equiprobable.

As for other probabilistic amplifiers, it is imperative to assess the quality of the

amplified state and measure its overlap with the ideal target state
∣∣∣±√Gα〉. This

is achieved by computing the fidelity F of the output state [9] as follows:

F =
∑

θ∈{+α,−α}

P (θ)
〈√

Gθ
∣∣∣ ρout ∣∣∣√Gθ〉 (4.8)

Conveniently, the fidelity F can also be expressed in terms of probabilities alone,

i.e. the fidelity is the probability of an amplified state passing a measurement test

when compared to the ideal target state given a successful amplification:

F ≡ P (T |S) =
P (T, S)

P (S)
(4.9)

where P (T, S) is the joint probability of passing a measurement test and of suc-

cessfully amplifying the input state.

This parameter is rather significant as it provides a simultaneous estimation of the

system’s quality and probability of success. From definition (4.9), it is possible to

express P (T, S) as follows:

P (T, S) =
∑

θ∈{+α,−α}

P (T |71, β, θ)P (71|β, θ)P (θ) (4.10)

where β indicates the guess state used for the state comparison technique.

However, it is important to understand that this amplification architecture as is,

constitutes an imperfect conditioning criterion. Interferometric visibility degrada-

tion due to imperfections in the optical system can allow small fractions of light
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to reach the detector even when the guess state was correctly chosen thus counting

as a false positive event. Similarly, the probabilistic nature of a photon detection

of the SPAD can prevent the record of an event when the guess state was wrong

thus creating a false negative event. Therefore, an additional conditioning criterion

is necessary to improve the overall efficiency of the amplifier. This is achieved by

introducing a photon subtraction stage which is identical to the first amplification

stage, i.e. it has a highly transmissive BS and a monitoring detector on mode a,

except that the incoming state is no longer mixed with a second guess state but

only with the vacuum |0〉 (see Figure 4.4) [9].

Figure 4.4: Diagram of the SCAMP with the addition of a subtraction stage. The
comparison stage amplifies the input state by mixing it with a guess state whilst the
second stage performs a photon subtraction of the resulting output via the vacuum
state |0〉. Only a correctly amplified state is more likely to trigger a detection on
D2 due to its greater amplitude. [9]

The principle behind this stage is that only an amplified state is more likely to let a

fraction of its amplitude trigger an event on the monitoring detector. Therefore, the

new conditioning criteria to successfully define an amplification event are no-click

events on the first detector and a click event on the second (see Table 4.1). As

presented in Table 4.1, only one of the four possible outcomes achieves the desired

amplification which then sets an upper bound on the maximum success rate of the

device. However, it is straightforward to notice that for a binary phase alphabet,

a click event on detector D1 automatically implies that the guess state used at the
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Detector
D1

Detector
D2

Successful
amplification

7 7 No

7 3 Yes

3 7 No

3 3 No

Table 4.1: “Truth table” of post-selection criteria for SCAMP. Only when there are
no clicks on detector D1 and a click on detector D2 an event can be regarded as
being successfully amplified.

comparison stage was the one opposite to that sent from Alice. Ergo, one could

recycle that information and attempt to amplify the state once more at a secondary

comparison stage via a feed-forward mechanism.

4.2.3 State comparison with feed-forward

The improvements promised by quantum technologies over their classical counter-

parts are contingent on high-level operational efficiencies of their constituent com-

ponents [20]. To counteract such experimental limitations, feed-forward mechanisms

have been implemented in many scenarios such as quantum sensing to reduce opti-

cal transmission losses [21], quantum teleportation for real time operation [22–24],

heralded single-photon sources to enhance generation rates [25–31] and optical com-

puting to reduce measurement errors [32–35]. In the context of quantum ampli-

fication, feed-forward mechanisms allow the recycling of discarded information to

improve simultaneously multiple key parameters such as fidelity and success rate

[11]. Within the SCAMP framework, the new envisioned optical set-up comprised

two comparison stages where the second guess state is chosen based on the outcome

of detector D1 (see Figure 4.5).

Similarly to the SCAMP without feed-forward, the input state |±α〉 is initially

compared to a guess state whose amplitude is selected so that it nulls the output

of mode a, i.e.
∣∣± t

r
α
〉
. If no detection is registered by the detector, the secondary

comparison stage applies the same state as there is no indication that the original

state was wrongly selected. Using the same formalism employed in the previous
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Figure 4.5: Diagram of the SCAMP with a feed-forward mechanism. A detection
event on D1 heralds an incorrect initial guess state |β〉 and sends this information
via a feed-forward mechanism to a secondary comparison stage. The new stage then
tries to amplify the input state a second time via another guess state |γ〉. [10]

section, it is possible to compute the expected output states of mode b2 relative to

the second comparison stage for all possible outcomes. As there are two comparison

stages in the new set-up, all parameters and states will have subscripts 1 or 2

according to which stage is considered, i.e. 1 for the first comparison stage and 2

for the second.

Output states according to guess state and detection statistics

� The first guess state |β1〉 has the same phase as the input state |α〉

 t1 −r1

r1 t1

 α

t1
r1
α

 =

 0

α
r1

 =⇒

|ψ〉a1
= |0〉

|ψ〉b1 =
∣∣∣ αr1〉 (4.11)

The second guess state |β2〉 has the same phase as |β1〉 since no detections

were registered by D1 but its intensity is adjusted according to r2 and t2:

 t2 −r2

r2 t2

 α
r1

t2
r1r2

α

 =

 0

α
r1r2

 =⇒

|ψ〉a2
= |0〉

|ψ〉b2 =
∣∣∣ α
r1r2

〉 (4.12)
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Therefore, the final amplified state is |ψ〉 =
∣∣∣ α
r1r2

〉
≡
∣∣∣√Gα〉 with new gain

G = (r1r2)−2.

� The first guess state |β1〉 has the opposite phase of the input state |α〉

 t1 −r1

r1 t1

−α
t1
r1
α

 =

−2t1α

t21−r2
1

r1

 =⇒

|ψ〉a1
= |−2t1α〉

|ψ〉b1 =
∣∣∣ t21−r2

1

r1

〉 (4.13)

If there are no events registered by D1 due to the probabilistic nature of a

detection event, the state |β2〉 applies the same phase as |β1〉 since there were

no indications that it should have changed it:

 t2 −r2

r2 t2

 t21−r2
1

r1
α

t2
r1r2

α

 =

−2t2r1α

1−2r2
1r

2
2

r1r2
α

 =⇒

|ψ〉a2
= |−2t2r1α〉

|ψ〉b2 =
∣∣∣1−2r2

1r
2
2

r1r2
α
〉 (4.14)

For all intents and purposes, Bob believes his final state is a correct amplified

state of the form |ψ〉 =
∣∣∣1−2r2

1r
2
2

r1r2
α
〉
≡
∣∣∣√G(1− 2

G

)
α
〉

with new gain G =

(r1r2)−2.

This clearly shows that this conditioning criterion is imperfect as it probabilisti-

cally fails to detect an incorrect first guess with probability exp(−η1|2t1α|2) with

η1 the detection efficiency of D1 according to the Kelley-Kleiner formula [42] (see

Section 4.4 for more details). Therefore, the output state of the amplifier when

both detectors D1 and D2 do not fire (see Figure 4.5) can only be represented as a

mixture of the two possible aforementioned states

ρ̂out|71, 72
= p

∣∣∣∣ αr1r2

〉〈
α

r1r2

∣∣∣∣+ (1− p)
∣∣∣∣1− 2r2

1r
2
2

r1r2

α

〉〈
1− 2r2

1r
2
2

r1r2

α

∣∣∣∣
with p =

P (71 ∧ 72|+α)

P (71 ∧ 72)
P (+α)

(4.15)

where P (71 ∧ 72|+α) is the conditional probability that both detectors D1 and D2

do not fire (71 ∧ 72) given that the input state is |+α〉, P (71 ∧ 72) is the probability

that both detectors D1 and D2 do not fire given all possible input states and P (+α)

is the probability that the input state is |+α〉.
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Now, the power of the feed-forward mechanism relies on the ability to change the

secondary guess state |β2〉 if detector D1 registers an event. If the state |β1〉 shares

the opposite phase with the input state |α〉, the output states of modes a1 and b1 are

still those reported in (4.13), however, this time it is assumed that D1 does trigger

a click event. Bob rightfully assumes that the first guess state was wrong so he uses

this information to change the phase of his state |β2〉 by π, i.e. |±β2〉 → |∓β2〉.

Hence, the new output states |ψ〉a2
and |ψ〉b2 become:

 t2 −r2

r2 t2

 t21−r2
1

r1
α

− t2
r1r2

α

 =

 2t21t2
r1

α

2r2
2t

2
1−1

r1r2
α

 =⇒

|ψ〉a2
=
∣∣∣2t21t2r1

α
〉

|ψ〉b2 =
∣∣∣2r2

2t
2
1−1

r1r2
α
〉 (4.16)

so that the final output state is |ψ〉 =
∣∣∣2r2

2t
2
1−1

r1r2
α
〉
≡
∣∣∣√G[2( t21r2

1

)
1
G
− 1
]
α
〉

with new

gain G = (r1r2)−2. It is important to point out that in this scenario there is no

longer the need to monitor detector D2 as Bob already knows that his second guess

state is now the correct one.

Detector D1 Detector D2
Successful

amplification

7 7 Yes

7 3 No

3 7 Yes

3 3 Yes

Table 4.2: “Truth table” of post-selection criteria for SCAMP with feed-forward
mechanism. Whenever both detectors do not click Bob knows that his guess state
was correct hence there is amplification. If detector D1 clicks then Bob actively
changes his second guess state increasing his chances of success.

With this new mechanism in place, the new criteria for a successful amplification

are: detectors D1 and D2 do not click simultaneously and D1 clicks irrespective of

D2 (see Table 4.2)

Scond = {(71 ∧ 72),31}

As it was for the previous iteration of the SCAMP, it is possible to model the

expected success probability P (S) in terms of detection statistics and relative prob-
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abilities:

P (S) = P (71 ∧ 72) + P (31)

=
∑

θ∈{+α,−α}

[P (71 ∧ 72|θ, β1, β2) + P (31|θ, β1)]P (θ)
(4.17)

which for a system with detection efficiencies η1 = η2 = η, an input state with a

mean photon number of |α|2 and BS coefficients (r1, t1) and (r2, t2) becomes:

P (S) =
1

2

[
2 + e−4ηt21|α|2

(
e−4ηr2

1t
2
2|α|2 − 1

)]
(4.18)

Figure 4.6: Theoretical plots of the success probability and fidelity of the feed-
forward SCAMP. As the mean photon number |α|2 increases, both success proba-
bility and fidelity tend to unity as the probability of click (no-click) event tend to
1 (0). The plots report both an ideal system with η = 1 (solid lines) and a sub-
optimal system with η = 0.4 (dashed lines), with BS ratios (r2

1 = 0.1 | t21 = 0.9) and
(r2

2 = 0.5 | t22 = 0.5) and gain G = 20.
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Similarly, the fidelity F becomes:

F ≡ P (T |S) =
P (T, S)

P (S)
=

1

P (S)

∑
θ∈{+α,−α}

S ∈{(71 ∧ 72),31}

P (T |S, θ)P (S|θ)P (θ)

=
1

2P (S)

[
2 + e−4|α|2(1− 1

G)(G−1+η) − e−4ηt21|α|2
] (4.19)

Figure 4.6 shows the theoretical success probability P (S) and fidelity F as functions

of the mean photon number |α|2 relative to an input state |α〉 for η = 1 and 0.4.

Figure 4.7: Theoretical plot of the correct state fraction of the feed-forward SCAMP.
The correct state fraction increases monotonically with |α|2 from its lowest value of
0.5 for |α|2 = 0. Solid curve corresponds to η = 1 whilst dashed curve to η = 0.4.

In addition to fidelity and success probability, it is significant to quantify the ratio

of correctly amplified states against all successful events. This quantity, i.e. cor-

rect state fraction, is unique of the SCAMP device because, unlike other photon

addition and subtraction architectures, this device relies on a discrete phase alpha-

bet. Similarly to the fidelity, the correct state fraction P (R|S) is computed as the

118



Chapter 4: State comparison amplifier (SCAMP) with feed-forward mechanism

ratio between the joint probability of having a correctly amplified state and being

successful P (R, S) and the total success probability P (S):

P (R|S) =
P (R, S)

P (S)
=
P (71 ∧ 72|+ α)P (+α) + P (31| − α)P (−α)

P (S)

=
1

2P (S)

(
2− e−4ηt21|α|2

) (4.20)

Figure 4.7 shows the theoretical correct state fraction P (R|S) as a function of the

mean photon number |α|2 for η = 1 and η = 0.4. At low mean photon numbers

this value is asymptotically equal to 1/2 since the SCAMP is not capable of fully

discriminating |α〉 from |−α〉. However, as |α|2 increases, so does the correct state

fraction which is an indication that the device is capable of correctly amplifying

a state with better “accuracy” conditioned on a successful amplification. In the

context of quantum communications, coherent states require some degree of non-

orthogonality for specific protocols to work [37, 38] which is achieved when |α|2 < 1.

However, within this range of values, P (R|S) decreases monotonically with |α|2,

therefore for practical applications of the SCAMP device a trade-off must be reached

where security is observed whilst the feed-forward mechanism does improve the

system’s performance.
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4.3 Experimental implementation

This section introduces the experimental set-up as well as the data acquisition

method focusing on the calibration procedure followed for optimal work operation.

A detailed description of the feed-forward mechanism is also given together with

a schematic diagram of its working principles. Additionally, results based on the

analysis described in Subsection 4.2.3 will be presented together with a comparison

between the system with and without the feed-forward mechanism.

4.3.1 Experimental set-up

The optical experimental set-up of the feed-forward SCAMP is reported in Figure 4.8

whilst Figure 4.9 shows the electrical diagram of the components used to operate

the SCAMP as well as the electronics used for data acquisition and “real time”

processing. A VCSEL of 849.80 nm central wavelength and a spectral linewidth of

0.05 nm was used to simulate the weak coherent states required for the operation of

SCAMP, i.e. |α〉, |β1〉 and |β2〉. The source’s operational wavelength was selected to

provide a compromise between acceptable losses of telecommunication optical fibres

(≈ 2.2 dB/Km) for short-distance transmissions and easy integration with efficient

single-photon detection devices. The use of one source to simulate all states was

required to ensure local phase reliability during interferometric operation as well as

to simplify phase matching between the different states. In a “real life” implementa-

tion, the SCAMP would require two independent laser sources to generate the guess

states |β1〉 and |β2〉, similarly to how MDI-QKD systems operate [16, 17].

An Agilent 81134A PPG with a 3 GHz bandwidth and a Newport 505 DC driving

unit combined via a picosecond bias tee provided the RF and DC driving currents

to operate the source in pulsed mode at a repetition rate of 1 MHz generating op-

tical pulses of 1 ns FWHM simplifying time-matching of the optical interferometers

and reducing non-linear responses from the detectors used for data acquisition. The

source was attenuated to single-photon level via a MVOA of 0.1 dB resolution (not

shown in Figure 4.8). The overall system comprised three interwoven interferome-

ters: two comparison/amplification stages and one tomography stage used to assess
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Figure 4.8: Optical experimental set-up of the feed-forward SCAMP. A VCSEL
source at an operational wavelength of 849.8 nm operated in pulse mode was fibre
coupled to three interwoven interferometers simulating all coherent states: |α〉, |β1〉
and |β2〉. Phase modulators PM1 and PM2 provided the phase encodings to the
guess states from the binary set {0, π}. All BS had 50:50 splitting ratios except
BS1 with a 90:10 ratio to enhance the amplifier’s gain. All detectors were Si-SPAD
with similar detection efficiencies (η ≈ 40 %) at 850 nm. The feed-forward mecha-
nism was triggered by a detection event of D1 and fed the information to PM2 to
enable another amplification attempt. All interferometers were composed of single-
mode polarisation-maintaining optical fibres limiting polarisation dispersion and the
requirement for precise optical alignment. [11]

most of the amplifier’s parameters such as fidelity and correct state fraction.

The first comparison stage saw the incoming light, simulating the input state |α〉,

interfering with a copy of itself at BS1 which simulated the first guess state |β1〉.

The guess state was phase modulated via a EOSPACE LiNbO3 modulator PM1

electrically connected to a high voltage - low frequency Agilent/HP 81110A PPG

via an electrical switch (see Figure 4.9). The phase value was selected from the bi-

nary alphabet {0, π} and applied onto the state by selecting a suitable voltage from

the PPG. BS1 was selected with high transmittance and low reflectance coefficients

(t21 = 0.9 | r2
1 = 0.1) to increase the overall gain of the device and provide maximum

first state discrimination. A silicon-based single-photon avalanche diode (Si-SPAD

- PerkinElmer SPCM-AQR), i.e. D0, monitored one output of the interferometer

providing one of the conditioning criteria required for the final amplification assess-
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Figure 4.9: Schematic of the electronic timing set-up of the feed-forward SCAMP.
The Rubidium clock provided a 10 MHz reference electrical signal for absolute syn-
chronisation. Each Si-SPAD detector was electrically connected to the TCSPC
module providing parallel acquisition and processing of all detection events. The
Desktop PC delivered “real time” interferometric visibility calibration via a feedback
mechanism relying on the time tags information from the TCSPC module.

ment. A commercially available think-junction Si-SPAD was used as it provided

high detection efficiency at the operational wavelength of 850 nm (≈ 40 %), low

dark-count rates (≈ 200 Hz), reduced dead-time (≈ 100 ns), limited non-linearities

at high count rates and it could be operated at room temperature [39].

The second comparison stage used a fraction of the original input signal to simulate

once more a guess state, i.e. |β2〉, and compared it the state coming from the unde-

tected arm of the first comparison stage using a 50:50 BS, i.e. BS2 (t22 = 0.5 | r2
2 = 0.5).

Similarly to the first stage, the phase encoded onto the state |β2〉 was applied by

another PM, i.e. PM2, however, the phase value was selected based on the logic

signal from the feed-forward mechanism (see Figure 4.10). Table 4.3 reports the

logic-relations between the detection statistics of D1 and D2 and the phase encod-

ings of PM1 and PM2. A Si-SPAD, i.e. D2, monitored one of the output modes of
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the secondary stage providing an additional conditioning criterion for the final anal-

ysis. The last interferometric stage performed a state tomography of the resulting

amplified state with a copy of the original input state |α〉 at a 50:50 BS, i.e. BS3.

The two output modes of the interferometer were monitored by Si-SPADs (DA and

DB) whose detection statistics, together with those from D1 and D2, were used to

compute the device’s fidelity, correct state fraction and success probability.

All signals from the Si-SPADs during operation were forwarded to a TCSPC module

(PicoQuant HydraHarp 400) with 1 ps time-bin resolution. This device recorded and

stored the information of the time instance of each detector’s signal for picosecond

correlation and processing analysis via a desktop PC. A custom-made matlab code

was designed to allow “live” acquisition and tuning for optimal operation of the

SCAMP. All interferometers comprised single-mode panda-eye polarisation main-

taining fibres [40] to limit visibility degradation due to polarisation birefringence

dispersion, to reduce the requirements for precise alignment and calibration of all

linear optics components and to limit propagation loss through the system.

Detector
D1

Detector
D2

Phase encodings
PM1

Phase encodings
PM2

Successful
amplification

7 7 φ1 φ1 Yes

7 3 φ1 φ1 No

3 7 φ1 φ1 + π Yes

3 3 φ1 φ1 + π Yes

Table 4.3: Relations between the detection statistics of D1 and D2 and the phase
encodings chosen by the two comparison stages. Whenever detector D1 clicks, the
phase applied by PM2 is the same as the one from PM1 only shifted by π.
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Feed-forward mechanism

The electronic schematic of the feed-forward mechanism is reported in Figure 4.10.

The mechanism comprised a single pole double throw (SPDT) switch providing in-

dependent control over two electrical inputs. One input provided a voltage signal to

the PM2 identical to the one applied to the PM1 (VPM2 = VPM1), whilst the second

input provided the electrical signal corresponding to a π phase shift, i.e. if a voltage

corresponding to a π shift is applied to PM1, the voltage applied by the second input

channel of the mechanism corresponds to phase shift of π + π = 2π. Table 4.4 lists

the relation between the two inputs of the mechanism and the voltage signal applied

to PM1.

Figure 4.10: Electronic schematic of the feed-forward mechanism. The signal gen-
erated by detector D1 was split into two: one to be fed to the TCSPC module for
coincidences analysis and the other to trigger the electrical switch box. Based on the
signal fed to the box, the internal circuitry connected the PM2 to either Channel 1
or Channel 2 providing a conditioned electrical modulation. [11]

Feed-forward mechanism

Signal to PM1 Channel 1 Channel 2

V (φ = 0) V (φ = 0) V (φ = π)

V (φ = π) V (φ = π) V (φ = 2π)

Table 4.4: Voltage relation between the inputs of the feed-forward mechanism. The
voltage applied by the second input channel is always offset by π relative to the
one provided by the first input channel. The phase φ indicates the resulting phase
encoded onto the coherent state when the corresponding voltage signal is applied to
the lithium niobate crystal inside the PM.
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The switch was activated by the electrical signal from detector D1 indicating that

an incoming photon was recorded by the device, hence heralding an incorrect choice

of the first guess state |β1〉. Before reaching the feed-forward mechanism, the square

wave signal of ≈ 4.4 V positive amplitude and ≈ 35 ns width generated by the de-

tector was split into two separate signals: one inverted and attenuated to be sent to

the TCSPC module for data acquisition and coincidences analysis whilst the second

was used to trigger the mechanism itself. The electrical switching mechanism had

an overall latency of ≈ 150 ns from the generation of the electrical signal from D1.

This was mainly due to three electronics contributions: the electrical latency of the

Si-SPAD when generating the square wave after successfully measuring an incom-

ing photon (≈ 20 ns), the latency introduced by connectors, cables and additional

circuitry (≈ 15 ns) and the internal latency of the switch (≈ 115 ns).

A total optical delay of ≈ 187 ns was achieved between the first and second com-

parison stages via a ≈ 36 m optical fibre connecting BS1 to BS2 (see Figure 4.8).

The delay was intentionally selected to be longer than the total electrical switching

latency of ≈ 115 ns as this could allow to compensate for any additional latency

and timing jitter of both the electronics components and the detector D1. However,

due to the addition of the delay line to the experimental set-up, the system suf-

fered from higher instabilities which required to develop a custom matlab program

specifically designed to automatically compensate for visibility degradation, perform

self-calibration and tuning as well as variable thresholding acquisition.

Spurious triggering events could be detected by the feed-forward mechanism due to

random dark-count events from detector D1 as well as unwanted events from external

sources of light. To limit their contributions and therefore improve the operational

efficiency of the mechanism, the DC driving current from the Newport 505 supplier

unit was adjusted so that the fall time of the attenuated laser pulses from the VCSEL

was greatly reduced between subsequent emissions at the operational repetition rate

of 1 MHz. Additionally, the detector was also optically isolated to further reduce

the contribution of undesired external sources of light.
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4.3.2 Calibration and data acquisition

The experimental set-up of the feed-forward SCAMP comprised three interwoven

interferometers, therefore, it was necessary to provide individual calibration and

tuning for maximum interference visibility. Since the output of each interferometer

functioned as one of the inputs of the next one, it was necessary to sequentially

calibrate each of them from the innermost to the outermost interferometer, i.e.

calibrate first comparison stage, then second comparison stage and finally the to-

mography stage.

Each arm of all interferometers incorporated a manually adjustable air-gap (OZOp-

tics ODL-200 with 33 fs resolution) which could provide both intensity balancing via

manual screw attenuators and picosecond time calibration via piezoelectric nanopo-

sition actuators driven by an external voltage driver unit (see Figure 4.9). Inten-

sity balancing was performed manually before operation of the experimental set-

up whilst time calibration was performed during data acquisition using computer-

controlled feedback tuning mechanisms.

The innermost interferometer was configured to phase modulate the first guess state

|β1〉 using a repetitive pattern of φ = 0 and φ = π for each pair of incoming in-

put signals. This meant that detector D1 monitoring output mode a of BS1 saw

a minimised peak when φ = 0 (destructive interference) and a maximised peak for

φ = π (constructive interference). Interferometric visibility was computed between

the maximum and minimum peak and manual adjustments to the air-gap were per-

formed in order to reach a value of at least 96 %. Once the visibility was maximised

and kept at this optimal value, the second interferometer, i.e. second comparison

stage, was intensity balanced to provide optimal interference at BS2. During cal-

ibration, the feed-forward mechanism was switched off so that PM2 was providing

the same phase encoding as PM1, i.e. the repeating pattern of φ = 0 first and then

φ = π. This ensured that D2 was maximised for the phase encoding φ = 0, i.e.

correct choice of the guess state, however, due to intensity mismatch for the case

φ = π the overall visibility was limited only to ≈ 80 %. Similarly, the tomography

stage was calibrated whilst the interferometric visibilities of the first and second
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comparison stages were kept maximum so that a high peak was recorded at detector

DA and a low peak at DB providing an optimal cross-visibility of ≈ 95 %.

In this experiment, the analysis of amplification performance was made for different

mean photon number values |α|2 of the input state |α〉, therefore, a desktop PC

remotely controlled the attenuation level introduced by the MVOA. For each atten-

uation level, a value of |α|2 was achieved and 25 measurements of 1 s integration

time each were recorded by the TCSPC module providing time tagging information

of all detectors with picosecond precision. The number of acquisitions was set to

25 to reduce the Poissonian statistical errors associated with the photon counting

statistics of all SPADs and the integration time of 1 s was selected in order to pro-

vide seamless parallel calibration and tuning of all three interferometers. All time

tags from the TCSPC module were recorded and stored locally on the desktop PC.

During data acquisition, a custom-made matlab code was developed to record 1 s

worth of time tags and perform visibility estimations of all three interferometers

“on the fly”: only when the visibilities were simultaneously found to be above some

user defined threshold levels (96 % for the first comparison stage, 80 % for the sec-

ond stage and 95 % for the tomography stage) the data was deemed satisfactory and

then stored on the computer for off-line post-processing. The acquisition code was

also able to actively tune the visibilities by interacting in real time with the voltage

driver unit controlling the actuators in the adjustable air-gaps.
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4.4 Results

The raw data extracted from the experimental set-up were detectors’ time tags car-

rying the time information of a photon detection with picosecond resolution. The

time stored in each tag is calculated relative to the periodic reference clock used to

drive the VCSEL (see Figure 4.9). Using the time arrival information, it was possible

to reconstruct the temporal profile of each laser pulse using common histogramming

TCSPC techniques (see Figure 4.11 for a brief diagram illustrating the concept).

There are four major figures of merit that aim to quantify the performance of the

SCAMP: fidelity, correct station fraction, success probability and gain. All these pa-

rameters are of course dependent on the input mean photon number |α|2 of the state

|α〉, which was estimated via back calculations based on the Poissonian detection

statistics of D1 for the case φ1 = 0. A detection event of a SPAD is a probabilistic

event that can be expressed via the Poisson distribution

P (n) =
n̄n

n!
e−n̄ (4.21)

where n̄ is the mean photon number of the incoming light signal [12].

Photodetectors, such as SPADs, have a non-unity detection efficiency η which can be

accounted for in the previous formulation as a normalisation parameter for the mean

photon number n̄, i.e. n̄ → ηn̄. Therefore, it is possible to express the probability

that a SPAD can detect an incoming coherent state |γ〉 of mean photon number |γ|2

as follows [42]:

P (3) = 1− P (0) = 1− e−η|γ|2 (4.22)

where P (0) is the probability that the coherent state is measured to have 0 photons.

It is straightforward to see that this relation follows from the normalisation con-

straint of the probability distribution P (n), i.e.
∞∑
n=0

P (n) = 1. The probability of a

click event P (3) can be experimentally computed as the ratio between the measured

count rates of a detector and the total number of coherent states generated. This

allows to express the mean photon number |γ|2 as a function of a detector’s number
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Figure 4.11: Diagram of the histogram technique of TCSPC experiments. Whenever
a photon is registered by a detector, i.e. “Detection N”, the arrival time information
is used to increment the corresponding time-bin by one. Integrating the detection
events over many iterations, the final histogram is constructed and the temporal
profile of the original optical signal is obtained. Image based on [41].

of counts N3 :

|γ|2 = −1

η
ln

(
1− N3

Ntot

)
(4.23)

where Ntot is the total number of coherent states incident on the detector. This

quantity is always greater than zero as the argument of the natural logarithm is

always less than one.

The SCAMP relied on phase modulation of coherent states, therefore, it was possible

to compute |α|2 via detectorD1 by use of the phase modulated coherent states φ1 = 0

and φi = π. As stated in Section 4.3.2, whenever the guess state |β1〉 was modulated

with φ1 = 0, detector D1 saw a minimum peak due to destructive interference at BS1.

On the contrary, whenever φ1 = π, D1 saw a maximum peak due to constructive

interference. Using this information, it was possible to compute the input state’s
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mean photon number |α|2 as follows:

|α|2 =
|ψa1|2φ1= 0 + |ψa1|2φ1=π

4t21
(4.24)

where t1 is the transmittance coefficient of BS1 and |ψa1 |2φ is the mean photon num-

ber of the state of mode a1 of BS1 where a phase modulation of φ was chosen for the

guess state |β1〉 computed using Equation 4.23. The number of detections N3 corre-

sponding to each |ψa1|2φ were digitally extracted from the time tags of D1 by selecting

an extraction window of ± 2.5 ns around the expected arrival times of the photons

of each coherent state. It is important to mention that the detection efficiency used

to compute the |ψa1|2φ values was renormalised to include the contributions of trans-

mission loss and components’ loss for a more accurate estimation, e.g. η → η̃ = η ltlc

with lt and lc as the compounded transmission loss and components’ loss respectively.

After computing the |α|2 values, the next step was to compute the SCAMP’s figures

of merit based on the theoretical model introduced in Subsection 4.2.3. However, the

theory did not include possible visibility mismatches at the two comparison stages

that could provide unwanted detection events even when the guess states |β1〉 and

|β2〉 were correctly chosen. In order to implement these experimental limitations into

the theoretical model, it was assumed that additional phase mismatches ϕ1 and ϕ2

were present between the coherent states |α〉 and |β1〉 and |α〉 and |β2〉 respectively,

i.e. |β1〉 ⇒ |β1 e
iϕ1〉 and |β2〉 ⇒ |β2 e

iϕ2〉. Using this new reformulation, the states

|ψb2〉 for all successful cases, i.e. {(71 ∧ 72),31}, could be rewritten as

|ψb2〉|71 ∧ 72
=

∣∣∣∣ αr1r2

〉
⇓

|ψb2〉|71 ∧ 72
=

∣∣∣∣ αr1r2

[
r2

2

(
r2

1 + t21 e
iϕ1
)

+ t22 e
iϕ2

]〉
(4.25)

|ψb2〉|31
=

∣∣∣∣2r2
2t

2
1 − 1

r1r2

α

〉
⇓

|ψb2〉|31
=

∣∣∣∣ αr1r2

[
r2

2

(
t21 e

iϕ1 − r2
1

)
− t22 eiϕ2

]〉
(4.26)
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It is straightforward to see that when imposing ϕ1 = ϕ2 = 0, the ideal states are

retrieved.

The phase mismatches ϕ1,2 were computed using back calculations based on the

visibilities estimation of the first and second comparison stages. Denoting V1 the

visibility of the first interferometric stage, it is straightforward to see that V1 =

cos(ϕ1):

V1 =
|ψa1|2φ1=π − |ψa1|2φ1= 0

|ψa1|2φ1=π + |ψa1|2φ1= 0

=
2t21|α|2

[
�1 + cos(ϕ1)

]
− 2t21|α|2

[
�1− cos(ϕ1)

]
2t21|α|2

[
1 + ����cos(ϕ1)

]
+ 2t21|α|2

[
1−����cos(ϕ1)

]
=

����4t21|α|2 cos(ϕ1)

����4t21|α|2

= cos(ϕ1) (4.27)

where |ψa1|2φ1= {0, π} are the mean photon numbers of the states reaching detector D1

whenever the guess state |β1〉 was phase modulated by φ1 = {0, π}. As expected,

for an ideal system, i.e. ϕ1 = 0, the visibility goes to unity.

In comparison to the equation above, the relation between ϕ2 and the visibility

V2 was more complex. This was due to the adopted calibration procedure which

performed optimal intensity balancing relative to a correct first guess state only.

Whenever the phase φ1 chosen was incorrect, the visibility of the second interferom-

eter was degraded proportionally to the amount of phase mismatch ϕ1 introduced by

the first comparison stage. Therefore, the experimental visibility estimated during

data acquisition V2 was related to the phase mismatch ϕ2 as follows:

V2 =
t21
[
cos(ϕ2 − ϕ1)− r2

1 cos(ϕ1)
]

1− t21r2
1 − r2

1 cos(ϕ2)
(4.28)

As expected, the visibility is dependent on both ϕ1 and ϕ2 and it only goes to unity

when they are both zero.
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Both ϕ1 and ϕ2 were computed for each experimental |α|2 and averaged over 25

individual measurements. These averaged values were then used in the revised the-

oretical model to faithfully describe the SCAMP’s experimental parameters and

provide a more effective representation of the physical limitations of the set-up.

During operation of the SCAMP experiment, the visibilities were kept at a reason-

able tight upper bound thanks to “real time” tuning and compensation techniques

so that their overall contributions was small.

Figure 4.12 reports the computed fidelity, correct state fraction, success probability

and gain as functions of the input mean photon number |α|2 of the SCAMP with

(red coloured data) and without (blue coloured data) the action of the feed-forward

mechanism. The striking features of all plots is that the feed-forward mechanism

clearly provided a beneficial improvement over all parameters for all |α|2 values

when compared to the same system when the mechanism was not used. However,

the improvements due to feed-forward are more clear for |α|2 > 0.04 where the two

trends start to diverge considerably.

Looking at Figure 4.12, it is possible to notice that the computed gain of the SCAMP

is fairly constant across the |α|2 range (discarding the dashed red square points)

with an average value of G = 15.6 ± 0.1 which is slightly less than the theoretical

G = (r1r2)−2 = 20 with r2
1 = 0.1 and r2

2 = 0.5 mainly due to quantified experimental

losses of both components and optical fibre’s splices deployed in the set-up. The

last few data points (dashed red square points) at higher |α|2 values were found to

deviate substantially from the expected trend mainly due to non-linear effects of

detectors DA and DB of the tomography stage. At such high intensities, the over-

all amplification induced non-negligible detection saturation effects, which coupled

with the intrinsic dead-time of the devices, led to an underestimation of the final

gain.

The key aspect of the feed-forward SCAMP is that the system is capable of am-

plifying a weak coherent state whilst providing simultaneous improvement to the

fidelity, correct state fraction and success probability when compared to the same
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Figure 4.12: Figures of merit of the SCAMP with and without the action of the
feed-forward mechanism. The fidelity (a), correct state fraction (b), success proba-
bility (c) and gain (d) show substantial improvements when the feed-forward mech-
anism is active (red filled squares) compared to the same values computed when the
mechanism is not active (blue filled circles). At high mean photon numbers |α|2,
non-linearities and dead-time contributions of the detectors were no longer negligible
leading to an underestimation of the final gain (dashed red squares). Dashed lines
represent theoretical predictions corrected for experimental inefficiencies. Errors of
experimental values are less than 2 % and covered by the plot symbols. [11]

system without the feed-forward mechanism. This feature is unique to this device as

previous architectures showed that adding new heralding conditions could improve

only a handful of such parameters but at the cost of a reduced success probability

[7, 8].

However, Figure 4.12 alone does not fully portray to what extent the feed-forward

mechanism improves the characteristic parameters of the SCAMP and more ap-

propriate figures of merit should be investigated. As such, two additional param-

eters were estimated: the joint product of the success probability with the fidelity

P (T, S) and the joint product of the success probability with the correct state frac-

tion P (R, S). Figure 4.13 reports both the P (T, S) and P (R, S) for the same |α|2
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Figure 4.13: Figures of merit of joint probabilities P (T, S) (a) and P (R, S) (b) of the
SCAMP. When the feed-forward mechanism is active (red filled squares) the success
probability is substantially higher than when the mechanism is inactive (blue filled
circles) at high mean photon number values, |α|2 > 0.1, almost doubling at the
maximum value |α|2 = 0.62. This is a clear indication that, when the amplifier
makes use of the feed-forward mechanism, it is capable of producing higher quality
amplified states at a higher rate. [11]

range as shown in Figure 4.12 when the feed-forward mechanism was active and not

active.

Looking at Figure 4.13 it is now evident what kind of improvement the feed-forward

mechanism had over the amplification process of the SCAMP. Notably, for low |α|2

values, the mechanism did not induce an appreciable deviation of the data points

from the trend where it was not active, however, for |α|2 > 0.1 the divergence be-

came more predominant as the trends monotonically increased (with feed-forward)

and decreased (no feed-forward). This resulting effect meant that the amplified out-
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Figure 4.14: Relative improvement of the feed-forward mechanism over the SCAMP
device without the feed-forward. As the mean photon number |α|2 increases, so does
the ability of detector D1 to successfully discriminate a correct initial guess state
from an incorrect one. In turn, this leads to an increased activation efficiency of the
feed-forward mechanism. [11]

puts of the SCAMP device were on average of higher quality as well as generated at

a higher rate.

To further appreciate the implications of Figure 4.13, Figure 4.14 reports the relative

improvement of the feed-forward SCAMP over the same system but without the

mechanism. As |α|2 increases, the efficiency of the mechanism increases as detector

D1 is better capable of discriminating a correct initial guess state from a wrong one

thus salvaging more states otherwise discarded. Notably, the relative improvement

at the highest mean photon number experimentally achievable (|α|2 = 0.62) was

almost twice the value at low |α|2 values.
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4.5 Conclusions

Quantum amplifiers aim to alleviate some of the limitations imposed by the security

and operational requirements of quantum communication protocols. Many archi-

tectures have been researched and developed over the past decades implementing

different quantum enhancing mechanisms, e.g. photon addition and subtraction, en-

tanglement swapping and heralding single-photon scissors. Amongst these options,

the photon addition and subtraction-based systems showed the highest success prob-

ability and generation efficiency with high fidelity thanks to their reduced complex-

ity and operational requirements. This chapter presented a novel quantum amplifier

based on the amplification of weak coherent states via a state comparison technique

(SCAMP) implementing an active feed-forward mechanism to enhance the device’s

amplification efficiency as well as all its fundamental parameters: fidelity, success

probability, amplification gain and correct state fraction.

The amplifier’s architecture was based on previous iterations of the same SCAMP

device where no active feed-forward mechanism was implemented [7, 8]. Such sys-

tems envisioned the input states to be phase-modulated with phase values selected

randomly from a discrete phase alphabet. This meant that the SCAMP could in

principle be able to provide amplification to those quantum communication systems

relying on discrete phase encodings. The SCAMP devices saw the phase-encoded

input states being compared with secondary randomly phase-encoded states at a BS

whilst a SPAD monitored the resulting interference output: whenever the two sets

of states shared the same phases, no light would reach the detector heralding that

the secondary states were indeed able to amplify the input states. These detection

events would then be used as post-selection criteria to estimate the amplifier’s per-

formance and figures of merit. Subtraction stages were also introduced to enhance

fidelity and correct state fraction but at the expense of a lower success probability.

The feed-forward based SCAMP presented in this chapter made use of a feed-forward

mechanism based on the detection statistics of the SPAD monitoring the initial com-

parison stage. This approach was devised in order to increase the success probability
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of correctly amplifying a state by recycling unsuccessful events otherwise discarded.

The mechanism provided the ability to modulate an additional guess state and to at-

tempt a second amplification at another comparison stage. The feed-forward switch

latency was ≈ 150 ns which required additional optical delays between the two

comparison stages thus inducing higher degree of instability and notable visibility

degradation. A custom-made matlab code was specifically developed to perform

“real time” calibration and tuning of the experimental set-up to guarantee optimal

interferometric visibility throughout the experiment’s operation.

The novel SCAMP device showed that it could provide substantial improvements

over all its characteristic parameters, i.e. fidelity, state fraction and success proba-

bility, without incurring in any trade-off limitations as opposed to previous SCAMP

devices. The analysis also showed a comparison of the computed results to those

estimated when the same device was operated without the mechanism clearly high-

lighting the beneficial effect of the mechanism over the system’s overall performance.

The improvements were particularly significant at higher mean photon number val-

ues (|α|2 > 0.04) when the feed-forward mechanism was better able to discriminate

between correctly and incorrectly chosen guess states due to the higher count rates

registered by the SPAD. However, the increased count rates introduced non-linearity

effects which, coupled with the detectors’ dead-time, were no longer negligible and

led to underestimate the final amplification gain.

Additionally to the characteristic parameters of SCAMP, the analysis reported the

joint products of the success probability with both the fidelity and correct state

fraction when the feed-forward mechanism was both active and inactive. The joint

probabilities showed that at higher mean photon number values (|α|2 > 0.1) the

mechanism had a striking impact on the device’s performance almost doubling its

efficacy at its highest achievable |α|2, i.e. |α|2 = 0.62, meaning that the device was

able to amplify higher quality state more frequently.

The primary use of quantum amplifiers is to mitigate the transmission limitations

of quantum communication protocols, however, the reduced phase alphabet of the
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feed-forward SCAMP limits its use in this context. Indeed, the device does not

provide a substantial quantum advantage since the system could revert to a sim-

plified detect and resend approach where the states are measured and resent along

the transmission channel very much like the early classical amplification architec-

tures, although with a lower overall success probability. However, the aim of this

research was to present a pathfinder approach to quantum amplification that could

in principle enhance all of the key parameters of quantum amplifiers simultaneously.

Moreover, the modularity of the device does allow to expand the phase alphabet

to higher dimensions where multiple cascading feed-forward stages would perform

states comparisons and compensate for incorrect amplification attempts [43]. Under

such conditions, the feed-forward SCAMP could be implemented in discrete vari-

able QKD systems [44–46] in order to assess its efficacy, operational limitations and

ability to be deployed in currently available quantum fibre networks. Naturally,

the addition of several comparison modules would introduce instabilities, increase

transmission losses and require sophisticated calibration and tuning algorithms [47],

therefore, future improvements will aim to reduce the electrical latency of the feed-

forward mechanism as to minimise the total length of the cascading optical fibre

loops required for each stage. Another possible route towards an experimental im-

plementation of a higher-dimensional SCAMP would be to transition from bulk

optical set-ups to miniaturised chip-based platforms providing reduced transmission

and coupling losses as well as reduced environmentally induced instabilities [48].

Despite the limited use of the device in relation to quantum telecommunications,

the system can still be useful in a different secondary task: state discrimination.

Unambiguous state discrimination (USD) is the technique used to unambiguously

discriminate non-orthogonal states albeit with a non-unity success probability [49].

For a symmetric binary state space such as the one described in this Chapter, the

feed-forward SCAMP outperforms USD across the whole |α|2 range with efficiencies

that can reach up to 10 % for selected cases [10]. Additionally, the device also rep-

resents an optimal discrimination stage for binary low-intensity coherent states as

it effectively functions as a Dolinar receiver where the efficiency of the hypothesis

testing is improved by the feed-forward mechanism [50, 51].
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In addition to the previously outlined improvements envisioned for the device, fu-

ture studies could also aim to operate SCAMP at telecommunication wavelengths

(1550 nm) in order to take advantage of the reduced transmission loss of optical

fibres found at that spectral window.
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Chapter 5

Optical heterodyne

quantum random number generator

5.1 Introduction

C
ontrary to what most people believe, randomness is ubiquitous. In

ancient times, random numbers were implemented in the most diverse

scenarios spanning from matters of the state [1] to spiritual connections

with the gods [2]. As the scientific interest in the origin and properties of random-

ness increased over the 18th and 19th Century, new mathematical formulations began

to spread, giving birth to what now it is referred to as probability and statistical

analysis [3]. Randomness was no longer thought of as an esoteric and mystic force

behind human comprehension, but rather an insightful tool that could be exploited.

However, it is only in the 20th Century that randomness acquired a major role in

information theory with the emergence of concepts such as entropy, stochastic pro-

cesses, and statistical simulations [4, 5]. The advent of quantum mechanics also

provided a new revolutionary view on randomness as it stated that physical observ-

ables are bound to a level of uncertainty when measured [6] thus putting an end to

the deterministic view of reality that had remained unchanged since Newton’s time

[7].
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Nowadays, many technologies require randomness in order to operate, e.g. numer-

ical simulation algorithms, electronic gambling and digital security [8, 9]. Random

numbers are commonly produced via mathematical algorithms which implement a

recursive formula on an initial generation seed [10]. The effectiveness and relia-

bility of such generators is limited by the choice of the mathematical parameters

which define the algorithms [11]. Generators of random numbers which follow such

mathematical procedures are called pseudo random number generators (PRNGs) as

they create numbers which only appear random when processed by a system with

limited computational capabilities. Nevertheless, despite the restricted randomicity

of such generators, they are still widely implemented due to their generation effi-

ciency, simple deployability in digital infrastructures, and reduced computational

power consumption [12, 13]. Moreover, they are applied to scenarios where high-

level randomness is not of paramount importance such as in the selection of jurors

[1] or computer games analysis [14].

Randomness plays a role in digital cryptographic protocols such as RSA as their

security rests on the assumption that there are no efficient solutions to one-way

functions given the computational power available today [15]. However, several

quantum algorithms have shown that it is indeed possible to efficiently solve such

mathematical functions when employing quantum resources [16] and recent develop-

ments in quantum computation [17] showed that this could become a reality soon.

Fortunately, the same quantum resources that undermine the security of digital com-

munication also provide the solution in the form of new quantum communication

protocols, e.g. QKD, that are information-theoretically secure, i.e. secure against

any attack, quantum or classical.

Contrary to digital cryptography, the security of quantum protocols completely rests

on the assumption that the secure key used to encrypt the message before transmis-

sion is random [18]. This is also true for other related technologies which provide

aid or additional functionalities to such protocols, e.g. photon addition amplifiers,

such as SCAMP, require the encoded phase of a signal to be randomly selected

from a known set of values (see Chapter 4) [19–21]. Because of the new stringent
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conditions placed on randomness, PRNGs can no longer be used in this context,

therefore, alternative generators are required. A sensible choice would be to use

physical generators, i.e. true random number generators (TRNGs), which are based

on noise and system’s complexity generally under non-linear dynamics conditions,

capable of providing a higher degree of randomicity [22–24]. However, the descrip-

tion and evolution of such systems is primarily limited to a classical framework that,

in theory, is deterministic and predictable despite the system’s complexity. However,

TRNGs that rely purely on quantum systems, which are intrinsically probabilistic

according to their description through quantum mechanics, could be able to bridge

the gap left open.

Random numbers generators which fall under this category are called quantum ran-

dom number generators (QRNGs). They can employ different physical systems, e.g.

radioactive nuclei decay [25], electrons’ spin deflection in a magnetic field [26] or

shot-noise in electronics devices [27], however, there is one branch of QRNGs which

has seen an exponential growth in the past decades: optical QRNGs.

There are several factors which make optical QRNG the best candidate for random-

ness generation: they do not require handling of radioactive substances; they make

use of commercially available components for reduced implementation costs; they

are easily reconfigurable due to their modular nature and they show considerably

high generation rates due to their reduced complexity. There is an extensive collec-

tion of phenomena which optical QRNGs exploit such as photons spatial distribu-

tion [28, 29], amplified spontaneous emission noise [30, 31], single-photon detection

[32, 33], vacuum fluctuations [34–36] and quantum phase noise from spontaneous

emission radiation [37, 38].

This chapter presents an optical QRNG which exploits quantum phase noise from

the spontaneous emission radiation found in LASER sources in the context of het-

erodyne measurement. Section 5.2 will introduce the theoretical model of optical

heterodyne detection as well as the statistical tools used to assess and quantify the

randomness and information content of the generated random numbers. Section 5.3
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will introduce the experimental implementation of the QRNG as well as a detailed

analysis of the influence experimental imperfections have on the generation process

and how they affect the overall security and bit rate setting a benchmark for future

evaluations of similar optical QRNGs.

Part of the results presented here were published in [38].
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5.2 Theoretical model and randomness testing

5.2.1 Heterodyne detection

Optical heterodyne detection systems measure the information hidden in the mod-

ulation of either phase or frequency (or both) of a signal (SG) by interfering it with

an external local oscillator (LO) [39]. The local oscillator is used as a reference

beam to which the signal is compared to in order to retrieve the phase and fre-

quency information. Optical heterodyne measurement is usually performed on two

light beams whose central frequencies differ by a small amount so that the resulting

beat frequency, i.e. frequency difference between SG and LO, is down-shifted to the

microwave band easily measurable by the detection electronics [40].

In the framework of quantum mechanics, both SG and LO are described in terms

of coherent states |α〉, eigenstates of the annihilation operator â [41], as it is the

natural formulation for coherent monochromatic light sources such as LASERs (see

Chapter 3 for more). However, it is possible to move away from such description

and rely on a semi-classical approximated notation whilst preserving maximal infor-

mation of the system [42]. As such, SG and LO can be described in terms of their

associated electrical fields ESG and ELO.

As part of the process, SG and LO interfere creating a superposition of fields, ES(t):

ES(t) = ESG cos(ωSG t+ ϕSG) + ELO cos(ωLO t+ ϕLO) (5.1)

where ωSG and ωLO are the optical frequencies of the SG and LO respectively, and

ϕSG and ϕLO their initial optical phases. Both electrical fields are assumed to have

the same polarisation and propagating co-linearly to one another.

As expected from both quantum and classical mechanics, the superposition of states

(fields) is a linear operation hence no beat frequency can manifest from it. Only a

non-linear interaction with the electrical field can give rise to such effect. This non-

linear interaction is naturally provided by an optical detector whose responsivity is
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proportional to the square value of the electrical field rather than its magnitude [40].

Any optical detector measures the local energy density of an optical carrier, hence

its electrical response will be proportional to ES
2(t):

E2
S(t) = E2

SG cos2(ωSG t+ ϕSG) + E2
LO cos2(ωLO t+ ϕLO) +

2 ESG ELO cos(ωSG t+ ϕSG) cos(ωLO t+ ϕLO)

(5.2)

By rearranging the equation using trigonometric identities, Equation 5.2 can be

rewritten as:

E2
S(t) =

1

2
E2

SG[1 + cos(ωSG t+ ϕSG)] +
1

2
E2

LO[1 + cos(ωLO t+ ϕLO)] +

ESG ELO[cos(ωsum t+ ϕsum) + cos(∆ω t+ ∆ϕ)]

(5.3)

where ∆ω is the beat frequency and ωsum is the sum of ωSG and ωLO.

Optical detectors are sensitive to a small portion of the light spectrum, e.g. ≈

1014 − 1015 Hz [43, 44], therefore the contribution from the first three terms in

Equation 5.3 cannot be fully resolved but are effectively suppressed as the detector

averages the signal over the integration time. This means that the final electrical

signal a detector will be able to measure is:

ID ∝
√

ISG ILO cos(∆ω t+ ∆ϕ) (5.4)

where ISG and ILO are the average intensities of the SG and LO respectively. The

proportionality relation shown in the equation already includes the constant term

which derives from the sum of the individual contributions of the first two terms of

Equation 5.3.

Figure 5.1 depicts an example of the ESG(t) (red solid line) and ELO(t) (blue solid

line) fields of different arbitrary frequencies but same amplitude and initial phase,

together with the resulting energy density curve as seen by an optical detector after

they interfere. The black solid line represents the intensity of the resulting inter-

ference between the ESG(t) and ELO(t) as predicted by Equation 5.2. Because of
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the slow electrical response of the detector, what is truly measured is the envelop-

ing curve (purple solid line) whose frequency is equal to ∆ω, the beat frequency of

Equation 5.4.

Figure 5.1: Simulation of the interference between the electrical fields of the SG
(red solid line) and LO (blue solid line). The solid black line represents the intensity
of the resulting interference, i.e. E2

S(t), whilst the purple solid line depicts the
approximated signal ID(t) an optical detector is able to resolve.

Heterodyne detection is thus capable of detecting small differences between optical

carriers’ frequencies simply by measuring ∆ω. In turn, this can be used together

with the information from the reference beam LO and retrieve ωSG. This is clearly

a powerful detection technique, however, for randomness extraction it is imperative

that the detector sampling is performed randomly, i.e. the phase difference ∆ϕ of

Equation 5.4 must be random.

LASER sources produce highly coherent monochromatic light via stimulated emis-

sion radiation and within the coherence time of the device all generated photons

share the same phase [45]. Naturally this goes against the requirement for a QRNG,
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however, this limitation can be lifted if two independent sources are used as SG

and LO. As two independent LASERs do not share any a priori information, their

relative phase difference is random, as long as the contribution from spontaneous

emission dominates over stimulated emission [37].

5.2.2 Information entropy

Any QRNG is fully modelled to certify that the physical process employed to gen-

erate random numbers is truly quantum. However, experimental limitations and

involuntary side-information from the environment always introduce weaknesses to

the system compromising the final randomicity [36, 46, 47]. Therefore, there is an

evident need to quantify randomness from the computed outcomes of a QRNG and

this is what information entropy aims to do.

Information entropy was first introduced by C. Shannon in 1948 [48] in the context

of communication and message encoding. Information entropy, commonly referred

to as just entropy or Shannon entropy, is the expected value of the self-information

I(X) (see Equation 5.5), i.e. the level of surprise relative to the outcome of a random

variable [48]. The concept of surprise of a specific outcome is also of paramount

importance in machine learning where an algorithm chooses which action to take

based on a weighted estimation of past and future entropy values [49].

H(X) = E[I(X)] (5.5)

Entropy is normally used to indicate the mathematical limit of a lossless compressing

algorithm, i.e. it is impossible to compress information generated by a source at a

rate less than the amount of entropy possessed by the source itself [50]. Nonetheless,

entropy can also be considered as the average amount of randomness produced by a

stochastic process [51], e.g. a random outcome of a QRNG. If a random variable X,

whose possible outcomes are xi ∈ {x1, . . . , xn}, has a PMF P (X), the information
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entropy H(X) assumes the form:

H(X) = E [I(X)] =
n∑
i=1

P (X = xi)I(X = xi)

= −
n∑
i=1

P (X = xi) logb [P (X = xi)]

(5.6)

where b is the base of the logarithm used and I(X = xi) is the self-information

relative to a specific outcome xi. Different values of b provide different units of in-

formation, e.g. b = 2 expresses H(X) in terms of bits for the binary logarithm; b = e

(Euler’s number) expresses H(X) in terms of nats, the natural unit of information.

As most coding and information algorithms make use of the digital binary alphabet

{0, 1}, b = 2 is the most common choice for expressing H(X) in information and

computational science.

The Shannon entropy H(X) satisfies a series of criteria:

� It is non-negative for ∀xi ∈ X,

H(X) ≥ 0 (5.7)

� For non-occurring events, i.e. P (X = xi) = 0, the entropy is taken to be zero,

H(X) = 0 for P (X) = 0 (5.8)

� It is symmetric,

H(X1, X2, . . . , Xn) = H(X2, X1, . . . , Xn) = · · · (5.9)

� It is maximum when all possible outcomes xi are equiprobable,

H(X) = n when p(x1) = p(x2) = · · · = p(xn) =
1

n
(5.10)

� For two statistically independent random variables X and Y, the entropy of

their joint probability P (X, Y ) is just the sum of their individual entropies,

H(X, Y ) = H(X) + H(Y ) (5.11)

In randomness extraction, however, the Shannon entropy is not a strong enough

indicator of the randomicity generated by a QRNG. Random numbers generated
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via a physical process, either classical or quantum, must obey stringent conditions

in order to be used for cryptographic purposes [52], something which the Shannon

entropy cannot guarantee. For more stringent requirements, the min-entropy is the

correct mathematical estimator to use.

Figure 5.2: Shannon entropy H(X) and min-entropy H∞(X) as a function of the
binary probability p1. Both entropies reach a maximum of 1 bit whenever p1 = p2 =
1/2 and monotonically decrease to zero as the probability becomes asymmetrical,
i.e. p1 6= 1/2.

The min-entropy, H∞(X), is the smallest of the generalised Rényi family of entropies

[53], i.e. it provides the strongest measure of the amount of information of a discrete

variable. As opposed to the Shannon entropy, the min-entropy can be regarded as

the estimator in the context of a worst case scenario where all side-information of

the system is in the hands of a malicious party. Frequency analysis and probability

distribution estimation can easily show biases in the generated random numbers [54]

which are exploitable by an eavesdropper. Hence, the min-entropy make use of the

most probable outcome to compute its value (see Equation 5.12), i.e. it computes

the largest number of bits (nats) that guarantees all events occur with probability
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at most 2−H∞(X).

H∞(X) = − log2

[
max
i
P (X = xi)

]
(5.12)

Figure 5.2 compares the Shannon entropy H(X) and min-entropy H∞(X) associated

with a random variable X of binary outcomes, e.g. x1 and x2, as a function of the

probability p1 = P (X = x1) = 1 − P (X = x2). Notably, the min-entropy is always

smaller than the Shannon entropy except when they coincide at the equiprobable

condition p1 = p2 = 1/2. This follows from the definition of min-entropy where only

the most probable outcome is used for its evaluation (see Equation 5.12), opposite

to the Shannon entropy where the average information of all outcomes is used as

denoted by the summation in Equation 5.6.

All entropies so far discussed are limited to a classical framework as they only concern

themselves to the classical output of a QRNG, i.e. digital random bits. However, it

is possible to raise their applicability to a quantum frame of reference via the Von

Neumann entropy [55]. The Von Neumann entropy is only computable if the density

operator is known which is not always an easy task due to the complexity of the

quantum system involved. Nevertheless, it is a powerful mathematical tool which

can also be used to quantify the degree of side-information held by an adversary

[56]. This work does not focus on a quantum formulation of the information entropy

associated with the experimental QRNG here reported as it is outside the scope of

this thesis.
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5.2.3 Randomness distillation and statistical testing

Any number generated by either mathematical or physical means can be categorised

as random only if it satisfies two conditions: (1) it has to be uniformly distributed

over the full range of allowed outcomes and (2) it should be independent from the

number previously generated [57]. A notable consequence following from these cri-

teria is that it is meaningless to define a single number as random: randomness only

stems from the mathematical relations between elements of a given set - it is not

an intrinsic property. Therefore, random numbers must be distilled and statistically

tested if they are to be treated this way.

Distillation is the process of reducing, if not removing, possible biases found in the

generated numbers and it generally involves the use of an extractor in conjunction

with privacy amplification in the context of cryptographic security [58]. An extrac-

tor is a function which takes a string of biased random bits as input and, together

with an initial seed, produces a shorter sequence of bits which are almost uniform

[59].

Following is the rigorous definition of a randomness extractor:

Definition 5.1. Given a distribution D over the set {0, 1}d with k ≤ H∞(D) ≤ d,

an extractor Ex(k, ε) is a function

Ex : {0, 1}d × {0, 1}s → {0, 1}m (5.13)

that takes as inputs a bit-string sampled from the distribution D and a shorter bit-

string from a uniform distribution Us and produces as output a bit-string of length

m which is ε-close to a uniform distribution Um.

Privacy amplification is a method normally implemented in cryptographic scenarios

where it is applied to reduce any side-information an adversary might have gained

over the secure bits [58]. In the context of randomness generation, privacy amplifi-

cation takes the role of an equalising post-processing mechanism which removes cor-

relations in the generated numbers regardless of their nature, e.g. side-information
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accessible by an adversary or noise from the environment. This technique makes

use of the leftover hash lemma [60] which allows to generate a random sequence of

bits uniformly distributed and independent from any ensemble correlated with the

original source as long as the hash function is a 2-universal hash function [61]. The

Toeplitz hashing extraction [59] is an example of such mechanism where a Toeplitz

matrix is used as an extractor and whose parameters follow the conditions set by the

leftover hash lemma. Following is the mathematical definition of a Toeplitz matrix

followed by a description of the Toeplitz hashing procedure.

Definition 5.2. A Toeplitz n × n matrix T is a matrix whose right descending

diagonal entries are constant:

Ti,j = Ti+1,j+1 = ci−j (5.14)

Toeplitz hashing-extractor procedure:

(1) Given a raw bit-string of size d, H∞ = k, and a security parameter ε, compute

the length of the expected final bit-string m as

m = bk − 2 log2 (ε)c (5.15)

with b · c as the floor function,

(2) Construct a Toeplitz matrix T with d rows and m columns from a random-bit

seed of length d+m− 1,

(3) Multiply T by the raw bit-string to generate the final random sequence.

Following randomness distillation, random numbers are tested by means of statisti-

cal testing suites such as the NIST 800-22 [62] and DIEHARDER [63] (see Tables 5.1

and 5.2 for the lists of statistical tests). These statistical tests are formulated to

assess the validity of a null hypothesis H0, i.e. the tested random bits are truly

random, against an alternate hypothesis HA, i.e. the tested random bits are not

random. Table 5.3 shows the four possible outcomes of the statistical hypothesis

testing of a random number. Type I and Type II errors are naturally occurring

whenever a statistical test fails to correctly deduce that a random number is either
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random or not random given H0 and HA [64]. To reduce the probability associated

with these errors, a level of significance α is selected and compared against the tests’

p-values, i.e. the probability that an ideally perfect random sequence would be less

random than the random sequence being tested. Therefore, a random sequence is

considered random if and only if the p-value computed by a statistical test is greater

or equal to α (p-value ≥ α). The smaller the α the more stringent the condition,

however, for cryptographic purposes, α values are generally selected over the range

[0.001, 0.01] [62].

NIST SP 800-22

Frequency Block frequency Cumulative sums

Runs Longest run Rank

FFT Nonoverlapping template Overlapping template

Universal Approximate entropy Random excursions

Random excursions variant Serial Linear complexity

Table 5.1: List of statistical tests of the NIST 800-22 suite. Each test is passed by a
random bit-string only when the corresponding computed p-value is greater or equal
to the level of significance α.

DIEHARDER

diehard birthdays diehard operm5 diehard rank 32x32

diehard rank 6x8 diehard bistream diehard opso

diehard oqso diehard DNA diehard count 1s str

diehard count 1s byte diehard parking lot diehard 2dsphere

diehard 3dsphere diehard squeeze diehard sums

diehard runs diehard runs diehard craps

marsaglia tsang gcd marsaglia tsang gcdn sts monobit

sts serial RGB bitdist RGB minimum distance

RGB permutations RGB lagged sum

Table 5.2: List of statistical tests of the DIEHARDER suite. Each test is passed
by a random bit-string only when the corresponding computed p-value satisfies
0.01 ≤ p-value ≤ 0.99.
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H0 is true HA is true

Accept H0 3 Type II error

Accept HA Type I error 3

Table 5.3: “Truth table” of statistical hypothesis testing. Type I and Type II errors
are naturally occurring whenever either H0 or HA is rejected despite them being
correct.

It is important to stress that statistical hypothesis testing cannot provide a de-

terministic answer to the overall randomness testing, i.e. remove the contribution

of Type I and Type II errors. This then provides an additional connotation to

the meaning of α: a statistical test is bound to reject a random sequence with a

probability of α, e.g. α = 0.01 → at least 1 tested sequence out of 100 will be

rejected. Another important aspect of the standard statistical testing suites is that

they have been primarily developed to assess the randomicity of numbers generated

by PRNGs. Therefore, it is important to remember that they cannot properly assess

the quality of random numbers generated by QRNGs, although, they do provide an

initial estimation which is necessary but not sufficient.

It is important to stress, though, that the main difference between PRNGs/TRNGs

and QRNGs testing is the underlying randomness generation process involved. In-

deed, all correctly calibrated generators are able to pass statistical tests and in-

formation entropy analysis, however, the fundamental aspect of QRNGs is their

unique quantum description. This feature of random number generators can only

be verified either by defining a physical model against which to benchmark the

fundamental quantum properties of the QRNG itself (see Subsection 5.3.2) or by

making use of highly non-classical properties, such as entanglement in conjunction

with device-independent approaches [46], which can be measured and quantified.
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5.2.4 Kullback-Leibler divergence

Probability distributions associated with random numbers generated by a QRNG are

a key component for any evaluation and processing of their informational content.

As all randomness tests are performed via statistical means, probability distributions

provide a simple yet powerful tool to assess their information entropy, randomness

and biases. Moreover, they can fully describe the odds of obtaining a specific out-

come from a QRNG as well as providing a safety check on some of the assumptions

made on the theoretical model describing the randomness generator.

Despite the many benefits brought forth by the probability distributions, they are

however incapable of verifying the validity of the assumptions made on a theoretical

model. In other words, a probability distribution can only be used to parametrise

a QRNG if the theoretical model already predicts what distribution one should ex-

pect. Additionally, given two probability distributions that hold the same amount of

information, they cannot discriminate which is best suited to describe the generator

at hand. Therefore, it is important to quantify the degree of separability between

two or more probability distributions. One mathematical tool which aids to test this

separability is the relative entropy, also known as the Kullback-Leibler divergence

(KLD) [65].

The KLD can be interpreted as the discrimination information between two prob-

ability distributions M and N , i.e. how much information is lost by using one

distribution over the other:

Definition 5.3. Given two distributionsM and N of a continuous random variable

X, the Kullback-Leibler divergence is a function

DKL : M×N → R (5.16)

defined as

DKL(M‖N ) =

+∞∫
−∞

m(x) ln

(
m(x)

n(x)

)
dx (5.17)

where m(x) and n(x) are the probability density functions associated with M and

N respectively.
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Following is a list of notable properties that the KLD satisfies:

� It requires absolute continuity from the probability distributions,

n(x) = 0→ m(x) = 0 (5.18)

� It is non-negative,

DKL(M‖N ) ≥ 0 (5.19)

� It is asymmetrical,

DKL(M‖N ) 6= DKL(N‖M) (5.20)

� It is additive for independent distributions,

DKL(M‖N ) = DKL(M∞‖N∞)+DKL(M∈‖N∈)+· · ·+DKL

(
M‖‖N‖

)
(5.21)

Figure 5.3: Asymmetrical distribution of the KLD information gain. The coloured
area under the curve defines the information gain one would obtain if the distribution
n(x) were to be used to describe the distribution m(x). To retrieve the KLD, the
information gain is simply integrated over the domain of the functions m(x) and
n(x). Based on [Wikimedia Commons]

It is important to stress that the KLD cannot be treated as a true metric [66], i.e.

a function which computes the distance between two elements of a given set, as it is

not symmetric (see Figure 5.3) and it does not satisfy the triangle inequality. The

applicability of the KLD is not only limited to randomness testing application but

also to a variety of other information processing scenarios such as machine learning

[67] and Bayesian statistical testing [68]. As for the informational entropy, even the

KLD can be translated to a quantum analysis simply by replacing the probability

distributions with the corresponding density matrices [69]. Additionally, the KLD

can also be used to assess the degree of entanglement of a quantum state against a

family of separable states [69].
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5.3 Experimental implementation

This section introduces the experimental set-up and acquisition method of the het-

erodyne optical QRNG. A detailed description of all optical and electronic com-

ponents comprising the experimental set-up is given focusing on the randomness

extraction method. Additionally, the calibration process is described together with

the steps taken to optimise randomness generation.

5.3.1 Experimental set-up

The experimental set-up of the heterodyne QRNG is depicted in Figure 5.4. Two

distributed feedback (DFB) LASERs with a central wavelength of 1550.6 nm and

1 GHz spectral linewidth were employed to generate the SG and LO. As the two

sources are independent from one another, the resulting phase difference between the

two is randomly distributed over the range [0, 2π] [70]. The two sources were each

connected to a Newport LDC-3700C laser diode controller (LDC) unit providing the

driving currents to operate the LASERs in CW mode (not shown in Figure 5.4).

Operating the system in CW mode allowed to eliminate the requirement for picosec-

ond time matching between the SG and LO at the interference stage, reducing the

overall complexity and operational tuning of the system. Additionally to the LDC

modules, each DFB LASER was also connected to a thermo electric cooler (TEC)

unit providing wavelength tunability of the sources. The unit showed a tempera-

ture stability during the overall acquisition period of ± 0.01 ◦C, corresponding to a

≈ 1.51 pm wavelength shift in the sources’ spectral figures.

Two motorised variable optical attenuators (MVOAs) of 0.1 dB resolution were fibre

coupled to the DFB sources providing independent fine tunability of the LASERs’

optical power. The two MVOAs were controlled via serial communication with a

desktop PC providing “real time” feedback control during the randomness genera-

tion. The LASERs also included internal photodiodes as part of a feedback control

mechanism to limit power fluctuations during operation. During the acquisition pe-

riod, power fluctuations were kept within ≈ 3 × 10−8 % of the operational optical

power thus introducing a negligible influence over the interferometric visibility of
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Figure 5.4: Experimental set-up of the heterodyne detection QRNG. Two DFB
laser sources at an operational wavelength of 1550.6 nm operated in CW mode
were controlled by a TEC unit and driving electronics. Two MVOAs provided
independent fine tuning of the optical intensities before the two sources interfered
at a 50:50 BS. A InGaAs/InP 20 GHz APD measured the generated optical signal
and converted it into an electrical signal which was sampled by a high resolution fast
oscilloscope. A desktop PC was interfaced with the oscilloscope for data acquisition
and post-processing.

the set-up. The output ports of the MVOAs were then fibre coupled to an in-fibre

50:50 non polarising BS where the SG and LO interfered. The output port of the

BS was then connected to an InGaAs/InP Newport 1444-NIR avalanche photodi-

ode (APD) of 25 GHz bandwidth, 18.5 ps rise time and 0.6 A/W responsivity at

1550 nm wavelength. The electrical signal from the detector, whose amplitude was

proportional to the incident optical power, was analysed and converted from ana-

logue to digital via a Keysight 86100A Infiniium oscilloscope of 20 GHz bandwidth,

12-bit resolution analogue-to-digital converter (ADC) module. The resulting digital

signal was first acquired and stored by a desktop PC using a custom-made mat-

lab code. The signal was digitally sampled using an extraction frequency window

spanning 10 GHz and centred at 7.6 GHz where the APD’s electrical power spectral

density was uniform thus limiting the detector’s electrical noise. The final bits were

then post-processed for randomness estimation and statistical testing via the NIST

800-22 and DIEHARDER suites.

All optical fibres implemented in the set-up were single-mode panda-eye polarisation-

maintaining fibres [71] to optimise interferometric visibility and limit polarisation
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mismatches between the SG and LO. Moreover, the interferometer comprising the

two sources, MVOAs and 50:50 BS was put in mechanical isolation and within a

temperature-controlled laboratory providing ± 0.15 ◦C stability.

5.3.2 Calibration and randomness optimisation

As introduced in Subsection 5.2.1, the heterodyne detection system must show com-

plete randomness in the relative phase difference ∆ϕ between the SG and LO in

order to operate as a QRNG. This condition was achieved by implementing two

independent laser sources for the SG and LO. However, stimulated emission radia-

tion produced by such sources naturally induces a common phase to all the photons

generated within a characteristic time interval called coherence time τc. This effect

thus limits the sampling frequency fs of the QRNG as it must be less than τ−1
c , i.e.

fs � τ−1
c [70]. To reduce the contribution of stimulated emission radiation, and

thus increase the final generation rate of the QRNG, the system was calibrated so

that the predominant contribution to the overall photon generation of the LASER

sources came from spontaneous emission.

The calibration procedure [37] allows to express the phase variance of ∆ϕ as the

sum of two terms: a quantum contribution, due to spontaneous emission, which

is inversely proportional to the incident optical power and a classical contribution,

linked to carriers depletion inside the active medium of the LASER and electrical

noise from the detector itself, which is power independent:

〈∆ϕ2〉 =
Q

P
+ C (5.22)

The parameters Q and C represents the quantum and classical contributions re-

spectively whilst 〈 · 〉 indicates the statistical averaging function. As a first approx-

imation, Equation 5.22 assumes all parameters to be time independent. Such as-

sumption is validated by the measured interferometric stability of the experimental

set-up during the overall acquisition time due to the implementation of polarisation

maintaining optical fibres, the mechanical and thermal isolation of the optical com-

ponents as well as the internal power monitoring feedback mechanism of the LASER
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sources. Consequently, the variance associated with the electrical signal measured

by the detector becomes:

〈I2
D〉 = CP 2 +QP +B (5.23)

where Q and C are the normalised coefficients of the quantum and classical contri-

butions respectively incorporating the contribution of the detector’s gain factor and

B is the detector’s background noise which is power independent.

In order to estimate the coefficients of Equation 5.23, the variance of the detector’s

signal 〈ID
2〉 was recorded for different optical power levels P which are plotted in

Figure 5.5. Only the experimental values of the SG are shown since the LO displayed

a similar trend. Table 5.4 reports the computed coefficients from the fit shown in

Figure 5.5 together with their respective standard errors.

Figure 5.5: Variance of the APD’s putput 〈I2
D〉 as a function of input power of the

SG. Solid red line shows the theoretical fit according to Equation 5.23 whilst filled
blue dots are the experimental values. Errors of experimental values are less than
2.5 % and covered by the plot symbols.
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C(
mV2/mW2) Q(

mV2/mW
) B(

mV2
)

Signal (SG) 0.253± 0.042 17.2± 0.8 0.42± 0.39

Local oscillator (LO) 0.246± 0.033 17.8± 0.4 0.39± 0.62

Table 5.4: Experimental parameters of Equation 5.23 extrapolated from the theo-
retical fit of both the SG and LO.

The quantum signal-to-noise ratio (Q-SNR) % was then computed as the ratio be-

tween the quantum term
(
QP
)

and the classical term
(
CP 2 +B

)
:

% =
QP

CP 2 +B
(5.24)

Using the extrapolated values of Table 5.4, it was possible to compute the optimal

power level Popt for both the SG and LO which maximised the Q-SNR % (see Ta-

ble 5.5).

Popt
(mW)

%(Popt)

Signal (SG) 1.28 26.38

Local oscillator (LO) 1.26 28.73

Table 5.5: Computed optimal power levels for maximum phase randomisation of
both the SG and LO. When % is maximised it ensures that the contribution of
spontaneous emission dominates over the one from stimulated emission.

The two optimal power levels showed a 1.5 % mismatch, however, the use of MVOAs

allowed to fine tune the power of both the SG and LO at the 50:50 BS for optimal

interferometric visibility whilst preserving optimal phase randomisation. Addition-

ally, the operational Popt values broadened the spectral linewidth of both sources

to ≈ 0.0211 nm thus reducing the overall coherence time which allowed for faster

sampling rate, i.e. 10 GHz.

Following the maximisation of the phase randomness, the calibration procedure

aimed to match the wavelengths of both LASER sources to reduce the beat frequency

for easier detection as well as to allow optimal interference between the SG and LO.

The TEC units controlling the two DFB LASERs allowed to manually adjust their
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operational temperatures which in turn modified the central wavelength of their

spectral figures. To achieve the smallest beat frequency ∆ω value, the LASER

source associated with the LO was kept at a constant temperature functioning as

reference whilst the temperature of the SG source was manually adjusted with 0.1 ◦C

increments. A High Finesse WS8-10 wavelength metre of 400 KHz resolution was

used to measure the central wavelengths of both sources’ spectral figures with sub-

picometre precision. Because of experimental limitations, the beat frequency ∆ω

can be expressed as the sum of two independent terms, i.e. ∆ω = ∆ωT + ∆ωM. The

first term, ∆ωT, is the induced beat frequency due to the limited resolution of the

TEC unit whilst the second term, ∆ωM, is a systematic offset due to the limited

resolution of the wavelength metre. Optimal wavelength matching was obtained for

∆ω = 206.67 MHz.
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5.4 Results

Provided the optimal calibration of the QRNG, a series of voltage values measured

by the Infiniium oscilloscope were collected at a sampling rate of 10 GHz (see Fig-

ure 5.6). The oscilloscope was adjusted so that the full voltage signals were defined

within the range of the internal ADC unit as to limit discretisation biases possi-

bly induced by the finite resolution of the unit itself (12-bit resolution → 4096 bits

discretisation). Figure 5.6 shows the probability distribution associated with the

normalised random voltage values depicting an arcsine distribution where the most

probable outcomes are relative to constructive and destructive interference between

the SG and LO. For an ideal system, the maxima of the distribution should be

aligned with the normalised 0 and 1 values, however, due to interferometric limita-

tion and electrical noise from the detector, these are shifted inwards. Nevertheless,

this is the expected distribution for a set of values sampled from Equation 5.4 with

randomly distributed phase ∆ϕ ∈ U(0, 2π).

Figure 5.6: Normalised random voltages and probability distribution when the SG
and LO interfere at the BS. When the SG and LO are indistinguishable, the re-
sulting interference pattern give rise to a random signal which follows an arcsine
distribution.
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Additionally to the random signal, a set of voltage values was collected relative to

the SG and LO when no interference occurred as well as the contribution of the

electrical noise of the APD. Figure 5.7 reports the four probability distributions

associated as a function of the normalised voltages: (a) SG, (b) LO, (c) electrical

noise and (d) optimal interference between SG and LO. The arcsine distribution is

clearly discernible among the four functions as the remaining three distributions fol-

low a Gaussian profile, as predicted by the central limit theorem [72] for a normally

distributed random variable. Such preliminary analysis provided an initial confir-

mation that the calibration procedure indeed maximised the system’s randomness.

Figure 5.7: Experimental probability distributions of (a) local oscillator (LO), (b)
signal (SG), (c) detector’s electrical noise and (d) interference signal when the SG
and LO are indistinguishable.

Following the sampling of the random signal, a custom-made matlab code was

implemented to extract digital binary bits by use of a threshold converter. Such

mechanism turned a random normalised voltage into a binary 1 or 0 if the value

was either above or below a user defined threshold. Because of the symmetric na-
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ture of the distribution, the expected threshold level was 50 % as it could provide

an equal number of 1 and 0 bits which agreed with the computed experimental

value of 49.95 % (see Figure 5.8). With the use of the newly generated bits, both

the Shannon entropy and min-entropy were computed in order to provide an ad-

ditional degree of information about the randomness of the system. Figure 5.8

reports the computed entropies as a function of the user defined threshold level of

the conversion mechanism. As expected, both entropies reached a maximum value

(H(X) = 0.998 ± 0.001 bit-1 and H∞(X) = 0.987 ± 0.002 bit-1) when the binary

probabilities P0 (probability of bit being 0) and P1 (probability of bit being 1) were

equiprobable for then decrease as P0 and P1 became more asymmetrical.

Figure 5.8: Shannon entropy H(X) (dashed purple line), min-entropy H∞(X) (solid
green line) and binary probabilities P0 and P1 (dashed blue line and solid orange
line respectively) as a function of conversion threshold. A maximum entropy of
0.987 bit-1 [H∞(X)] and 0.998 bit-1 [H(X)] was achieved for an extraction level of
49.95 %. Errors of experimental values are less than 5 % and covered by the plot
symbols.
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This first assessment of the randomness shown by the QRNG consolidated the ap-

plicability of the theoretical model of heterodyne detection as a suitable description

of the experimental system. However, the model fails to provide an upper bound

condition on the indistinguishability of the SG and LO. The power of heterodyne

detection rests on the ability to down-shift a fast oscillating field frequency to one

of easier detection [40]. This can be easily achieved by almost all electron-induced

oscillating electrical fields as their corresponding frequencies are well defined within

the typical response time of modern detection systems and show almost no interfer-

ometric degradation [73]. Photons, on the other hand, are much harder to interfere

due to their limited mutual coherence as well as the need for optimal polarisation

alignment and intensity matching.

The need to calibrate the QRNG before operation is then not only necessary to max-

imise randomness but also to reduce imperfections that would otherwise compromise

its performance and security. From Equation 5.4 it is straightforward to see that

the two parameters which contributes the most to the final intensity ID are the beat

frequency ∆ω and the optical intensities ISG and ILO. Polarisation misalignment

and mechanical stress of the experimental set-up were deemed to have a negligible

effect on the system due to the implementation of polarisation-maintaining optical

fibres and controlled laboratory environment.

In order to assess the degree of indistinguishability required from the system to be

operated as a QRNG, the same acquisition procedure was performed on the elec-

trical signal of the APD for different beat frequency ∆ω. Each ∆ω was calculated

by selecting a suitable temperature from the TEC unit which shifted the central

wavelength of the LASER source of the SG relative to the LO. Figure 5.9 reports

the time evolution of the probability distributions as the beat frequency increases.

All sub-figures refer to an optimal intensity matching between the SG and LO which

guarantees high interferometric visibility.

When the beat frequency is small [Figure 5.9(a)], the two sources are indistinguish-

able, and the resulting interference is randomly distributed according to an arcsine
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Figure 5.9: Time evolution of the quantum interference probability distribution as
∆ω increases. When the beat frequency is at its smallest (a) optimal randomicity is
guaranteed, however, as it diverges from that value (b)-(c) the distribution morphs
into a Gaussian distribution (d). All data refer to an optimal intensity calibration
with ∆I ≈ 500 nW.

distribution. As the frequency separation between the SG and LO increases, the

two sources become more spectrally distinguishable and the resulting interference

morphs into a Gaussian distribution [Figure 5.9(d)]. The detector can no longer

sample the fast oscillating field, despite ∆ϕ being random, inevitably flattening the

time-averaged electrical signal. Moreover, the loss of spectral indistinguishability

precludes any possibility for the SG and LO to interfere at the BS due to a reduc-

tion of mutual coherence. This effect is typically shown in wavelength division mul-

tiplexing techniques where optical carriers of different frequencies are multiplexed

onto the same optical fibre without incurring cross-interference thus preserving the

information being transmitted [74].

Similarly to Figure 5.9, Figure 5.10 reports the time evolution of the probability

distributions for different values of the intensity difference between the SG and LO,
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i.e. ∆I = |ISG − ILO|. The parameter ∆I was calculated by actively increasing

the optical power of the LO relative to the SG and measuring their values with a

power metre. All distributions reported in Figure 5.10 are relative to the optimal

wavelength matching ∆ω = 206.67 MHz between the SG and LO which maximises

the interferometric visibility.

Figure 5.10: Time evolution of the quantum interference probability distribution
as ∆I increases. When ∆I is at its smallest (a) optimal randomicity is guaran-
teed, however, as it diverges from that value (b)-(c) the distribution morphs into a
Gaussian distribution (d). All data refer to an optimal intensity calibration with
∆ω = 206.67 nW.

Equivalently to the results of Figure 5.9, as the difference in intensities between the

SG and LO increases, the two sources lose their indistinguishability thus limiting the

final interference at the BS. This effect can be easily understood within a quantum

framework where the SG and LO can be parametrised via their associated coherent

states, i.e. SG is associated with the state |α〉 and LO to the state |β〉. When the

two states have comparable mean photon numbers, i.e. |α|2 ≈ |β|2, they overlap and

cannot be individually separated as they are under all aspects indistinguishable. As
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their overlap decreases, i.e. |α|2 � |β|2, the two states become more distinguishable

and the resulting interference between the two is lost (see Equation 5.25). For more

details on coherent states read Section 3.2 of Chapter 3.

Poverlap ≡ | 〈α|β〉 |2 = exp
(
−|α− β|2

)
(5.25)

Comparing Figure 5.9 to Figure 5.10, it is worth mentioning that even though the

probability distributions evolve in a similar manner, the overall scale of such tran-

sitions is several orders of magnitude different. When the beat frequency is actively

changed, the Gaussian profile emerges when ∆ω is only 20 times larger than the

optimal case ∆ω = 206.67 MHz. However, when the optical powers of the two

sources are altered, the Gaussian distribution is observed when the divergence from

optimal interference is greater than three orders of magnitude. This clearly shows

that the experimental system is more susceptible to spectral misalignments than it

is to intensity fluctuations.

Subsequently to the probability distributions analysis, statistical testing was per-

formed on the generated random numbers for different degrees of distinguishability,

i.e. different ∆ω and ∆I values. Both the NIST SP 800-22 and DIEHARDER suites

were implemented and for the NIST SP 800-22 suite a 0.01 level of significance α

was chosen so that a bit string was evaluated to be random with a 99 % confidence

level. All tests contained in the NIST SP 800-22 suite were performed on 128-bit

strings of 106 bits long whilst the tests within the DIEHARDER suite on 128 million

32-bit random numbers. Tables 5.6 and 5.7 report the computed p-values for each

statistical test as well as the relative acceptance/rejection condition. Due to space

constraint, only the results relative to the evolution of the beat frequency ∆ω are

reported as the analysis for ∆I yielded similar results. However, Appendix A shows

the entire collection of tests used for both analyses. It is also important to mention

that the random numbers used for statistical testing were not post-processed using

randomness distillation, as applying any extractor would have removed biases and

correlations in the random bits making the analysis ineffective.
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NIST SP 800-22

∆ω = 206.67 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result

Frequency 0.964295 PASSED 0.888137 PASSED 0.001084 FAILED
Block Frequency 0.046169 PASSED 0.195163 PASSED 0.006990 FAILED
Cumulative Sums 0.422034 PASSED 0.006899 FAILED 0.007422 FAILED
Runs 0.155209 PASSED 0.619772 PASSED 0.007880 FAILED
Longest Run 0.739918 PASSED 0.378138 PASSED 0.009936 FAILED
Rank 0.378138 PASSED 0.002869 FAILED 0.004573 FAILED
FFT 0.723129 PASSED 0.002126 FAILED 0.002126 FAILED
Non Overlapping Template 0.060239 PASSED 0.000142 FAILED 0.002316 FAILED
Overlapping Template 0.551026 PASSED 0.008774 FAILED 0.001346 FAILED
Universal 0.500934 PASSED 0.264458 PASSED 0.006990 FAILED
Approximate Entropy 0.287306 PASSED 0.378138 PASSED 0.007422 FAILED
Random Excursions 0.340461 PASSED 0.004784 FAILED 0.169178 PASSED
Random Excursions Variant 0.146359 PASSED 0.003699 FAILED 0.132858 PASSED
Serial 0.311542 PASSED 0.002076 FAILED 0.000316 FAILED
Linear Complexity 0.186566 PASSED 0.001125 FAILED 0.000247 FAILED

Table 5.6: Statistical results of the NIST SP 800-22 suite for different beat frequencies ∆ω. A test is successful if the p-value satisfies the
condition p-value ≥ α, where α is the chosen level of significance. For all the tests a value of α = 0.01 was chosen.
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DIEHARDER

∆ω = 206.67 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result

diehard birthdays 0.120192 PASSED 0.365844 PASSED 0.903437 PASSED
diehard operm5 0.193108 PASSED 0.124769 PASSED 0.923316 PASSED
diehard rank 32x32 0.849925 PASSED 0.000000 FAILED 0.000000 FAILED
diehard rank 6x8 0.034400 PASSED 0.084594 PASSED 0.130760 PASSED
diehard bitstream 0.984981 PASSED 0.000000 FAILED 0.000000 FAILED
diehard opso 0.451348 PASSED 0.982457 PASSED 0.018327 PASSED
diehard oqso 0.469156 PASSED 0.289625 PASSED 0.000000 FAILED
diehard DNA 0.526109 PASSED 0.000000 FAILED 0.000000 FAILED
diehard count 1s str 0.468670 PASSED 0.496325 PASSED 0.038572 PASSED
diehard count 1s byte 0.584186 PASSED 0.886326 PASSED 0.000000 FAILED
diehard parking lot 0.166806 PASSED 0.000000 FAILED 0.000000 FAILED
diehard 2dsphere 0.818299 PASSED 0.000000 FAILED 0.000000 FAILED
diehard 3dsphere 0.616278 PASSED 0.069852 PASSED 0.155917 PASSED
diehard squeeze 0.744275 PASSED 0.328914 PASSED 0.000000 FAILED
diehard sums 0.036712 PASSED 0.000000 FAILED 0.000000 FAILED
diehard runs 0.577855 PASSED 0.114144 PASSED 0.833271 PASSED
diehard runs 0.104087 PASSED 0.452249 PASSED 0.139655 PASSED
diehard craps 0.891617 PASSED 0.713058 PASSED 0.000000 FAILED
diehard craps 0.370901 PASSED 0.000000 FAILED 0.000000 FAILED
marsaglia tsang gcd 0.324908 PASSED 0.000000 FAILED 0.000000 FAILED
marsaglia tsang gcd 0.142665 PASSED 0.169742 PASSED 0.000000 FAILED
sts monobit 0.623604 PASSED 0.000000 FAILED 0.000000 FAILED
sts runs 0.395052 PASSED 0.699814 PASSED 0.000000 FAILED
sts serial 0.156429 PASSED 0.000000 FAILED 0.000000 FAILED
RGB bitdist 0.716622 PASSED 0.000000 FAILED 0.000000 FAILED
RGB minimum distance 0.181222 PASSED 0.294631 PASSED 0.000000 FAILED
RGB permutations 0.804803 PASSED 0.102907 PASSED 0.838064 PASSED
RGB lagged sum 0.050637 PASSED 0.000000 FAILED 0.000000 FAILED

Table 5.7: Statistical results of the DIEHARDER suite for different beat frequencies ∆ω. A test is successful if the p-value satisfies the
condition 0.01 ≤ p-value ≤ 0.99.
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Looking at Tables 5.6 and 5.7, it is straightforward to notice that as the beat fre-

quency increases so does the number of failed tests. This is primarily due to the

strong correlations introduced by the electrical signal measured by the detector: as

the probability distribution transition to a Gaussian profile, there are higher chances

that the signal sampled at different time delays will share the same value.

Additional to statistical testing, it is important to assess the influence an incorrect

sampling mechanism has on the signal measured by the detector. As described in

Subsection 5.3.1, a frequency window of 10 GHz centred at 7.6 GHz was used to

sample the APD’s signal due to the uniformity of the detector’s electrical power

spectral density over that range. However, this choice was made for an optimally

calibrated system and cannot be expected to hold when imperfections are intro-

duced in the experimental set-up. Therefore, an autocorrelation estimation [70] was

performed on the generated raw random bits extracted at different beat frequencies

∆ω. The analysis required to compute the autocorrelation coefficient K at different

bit shift values according to the following formula:

K =
E[(xi − µ)(xi+m − µ)]

σ2
(5.26)

where xi is the i -th bit value of a random string X, µ is the mean and σ the standard

deviation of X, m is the bit shift and E[·] is the expectation value function. K values

for different ∆ω, normalised relative to a zero bit shift, are reported in Figure 5.11

as a function of m. As expected, the autocorrelation coefficient reaches a maximum

for a zero bit shift and then decreases for any other value but, more importantly, it

shows that the higher the beat frequency the more correlations are present in the

final bit strings. The abundance of correlations can then be attributed to the high

sampling frequency of the QRNG, therefore, a smaller frequency should be sought

when the sources are not optimally calibrated. Similar results could be seen when

analysing bit strings generated at different ∆I values. This analysis and results

clearly show the importance not only of adequate calibration of the QRNG but also

of the demand for a randomness extractor to limit the biases introduced by a sub

optimal system.
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Figure 5.11: Autocorrelation coefficient K as a function of the bit shift m for different
∆ω values. As the beat frequency increases, so does the coefficient K for all m shifts.
The results were computed using pre-stored 128-Mb random strings sampled at a
fixed fs of 10 GHz before randomness distillation was applied.

Randomness distillation and privacy amplification are necessary tools not only be-

cause they remove the presence of correlations in the generated numbers but also

because they enforce that the final probability distribution FX(x) is uniformly dis-

tributed, i.e. FX(x) = U(0, 1), within reasonable limits [58]. Therefore, a Toeplitz

hashing technique (see Subsection 5.2.3) was performed on the raw random bits

using a 4096 × 3960 Toeplitz matrix and the resulting numbers were tested using

the NIST SP 800-22 and DIEHARDER suites. Referencing Tables A.5 and A.6

from Appendix A, all statistical tests were passed irrespective of any imperfection

introduced in the experimental system thus proving the reliability of the random-

ness extractor. However, it is important to stress that the efficacy of all randomness

extractors rests on the mathematical complexity of deterministic functions which

are not information-theoretically secure. Indeed, these functions can expand the

randomness of biased bit strings, however, their use is limited to systems where a
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sufficient degree of randomness is already present [59].

The use of privacy amplification and randomness distillation, however, has a detri-

mental effect on the generation rate of a QRNG as they always reduce it propor-

tionally to the reduction efficiency of the hashing technique used. Therefore, the

final generation rate of any QRNG can be computed as the product of the infor-

mation entropy, resolution of the detection stage, hashing reduction and sampling

frequency. For the QRNG presented in this chapter the estimated final generation

rate is 110 Gbs-1. It is important to mention that this rate is relative to an off-line

extraction, i.e. it assumes that there are no lags or latencies during acquisition and

processing of the random numbers. In reality, the live generation rate was restricted

to only 15 Mbs-1 mainly due to the limited bandwidth available to the USB connec-

tion between the Infiniium oscilloscope and the computer.

At this point it is clear that if the SG and LO suffer from experimental imperfections,

a higher degree of distinguishability is introduced in the system that negatively af-

fects the overall extractable randomness from the QRNG. Nevertheless, previous

analyses also showed that it is still possible to generate random numbers even from

a sub-optimally calibrated system. However, none of them provided any significant

means to monitor and quantify the transitioning point when the system becomes

heavily correlated showing biases in the generated numbers.

One possible route to answering this question is to make use of the relative entropy,

also known as Kullback-Leibler divergence (KLD). The KLD is a useful mathemat-

ical tool that estimates the mutual information of two probability distributions (see

Subsection 5.2.4 for more details). Figure 5.12 shows the computed KLD as a func-

tion of the beat frequency ∆ω when comparing the experimental distributions of

Figure 5.9 to both an arcsine and Gaussian distribution. It is possible to notice that

as the two sources, i.e. SG and LO, becomes spectrally distinguishable, the KLD

increases when the comparison is performed against an arcsine distribution whilst

it decreases when compared to a Gaussian distribution. This was expected because

the probability distributions evolve from an arcsine to a Gaussian (see Figure 5.9)
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as the beat frequency increases. The opposite occurs as the SG and LO becomes

more indistinguishable since the distributions tend to an arcsine profile which is

indication of an optimally calibrated system.

Figure 5.12: Kullback-Leibler divergence as a function of the beat frequency ∆ω.
Grey coloured data refers to a computed KLD when the experimental probability
distributions are compared against an arcsine distribution whilst purple coloured
data when compared against a Gaussian distribution. Dashed lines refer to theoret-
ical predictions whilst solid lines to spline interpolations for easier comparison.

Dashed lines refer to theoretical predictions where the experimental probabilities

are compared against an ideal arcsine distribution (grey) and an ideal Gaussian

distribution (purple). Differently, the data points report the estimated KLD values

when the experimental probabilities where compared to the experimental arcsine

distribution [Figure 5.9(a)] (grey upwards triangles) and the experimental Gaus-

sian distribution [Figure 5.9(d)] (purple downwards triangles). Solid lines are spline

interpolations of the experimental data points only to show the overall trends of

the data sets for easier comparison with the plotted theoretical predictions. It is

straightforward to see that the data points relative to the arcsine distribution (grey

upwards triangles) are displaced towards greater beat frequencies. This effect is
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primarily due to a combination of the experimental limitations of the calibration

procedure when spectrally matching the SG and LO and the visibility degrada-

tion due to sub-optimal interference of the sources at the BS. Differently, the data

points relative to the Gaussian distribution (purple downwards triangles) deviate

only slightly from the theoretical prediction as a direct consequence of the KLD for-

mulation (see Definition 5.3). Because the KLD requires absolute continuity from its

probability distributions (see Subsection 5.2.4), the information-significant overlap

between an arcsine and a Gaussian distribution is limited to a small region as all

other contributions are mathematically suppressed. Therefore, the domain of the

KLD is effectively constrained only to the region where the Gaussian distribution

is much greater than zero. The cross-point of the two experimental trends is at

∆ω = 582.37 MHz and indicates the thresholding limit where the QRNG starts

suffering from biases and correlations in the generated random numbers ultimately

increasing the number of failures in the resulting statistical tests (see Tables 5.6 and

5.7). Similar results were observed for the data sets relative to the optical power

divergence ∆I.

The KLD thus showed to be a powerful tool capable of extrapolating a threshold

limit to the required level of indistinguishability between the SG and LO. However,

it is important to acknowledge that additional post-processing via randomness ex-

tractors is always required to ensure that the generated random numbers are truly

uniformly distributed and independent from one another.
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5.5 Conclusions

Quantum random number generators exploiting phase randomisation as source of

randomness have shown great potential in terms of generation rates, reduced ex-

perimental complexity and easy implementation with cost-contained commercially

available optical components. The QRNG presented in this chapter implemented

phase randomisation between two independent LASER sources, signal and local os-

cillator, operated in continuous wavelength mode. The efficacy of the set-up rested

on the ability to use heterodyne detection to down-shift the optical frequencies of

the two LASERs to an easily detectable signal via an avalanche photodiode.

Randomness was ensured thanks to a calibration phase where the operational power

of both sources was selected so that spontaneous emission radiation dominated over

stimulated emission. Additionally, spectral indistinguishability between the signal

and local oscillator was reached by applying fine adjustments to the thermo electric

cooler units driving the two LASER sources. Experimental limitations during the

calibration procedure limited the interferometric visibility, however, sufficient degree

of randomicity was still achievable with a measured beat frequency of 206.67 MHz.

Probability distribution analysis was performed on the random signals collected from

the detector to assess the validity of the theoretical model describing the heterodyne

detection system. A characteristic arcsine distribution was clearly discernible from

the measured Gaussian distributions of the signal and local oscillator when no in-

terference occurred signalling true indistinguishability between the LASER sources.

Additionally, information entropy analysis was performed on the generated random

bits to quantify the amount of extractable non-redundant information of the system

reaching a maximum value of 0.987 bit-1 very close to the ideal 1 bit-1.

Further analysis was performed on the experimental system to test the limiting

conditions that make the signal and local oscillator indistinguishable. Wavelength

detuning and power level misalignments between the two sources were considered to

contribute the most to the overall degradation of interferometric visibility. There-
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fore, spectral and optical power degradation of both LASER sources were induced to

test and record the evolution of the system’s randomness. Probability distribution

analysis and statistical testing on the generated random numbers were performed for

different beat frequencies and power misalignments demonstrating that sub-optimal

calibration greatly reduced the overall degree of randomness of the system.

Privacy amplification and randomness distillation were introduced as robust math-

ematical tools to reduce correlations and biases in the generated random num-

bers due to system’s imperfections and sub-optimal working conditions. Further-

more, Toeplitz hashing extraction was performed on the random numbers to ensure

information-theoretic security. A secure off-line generation rate of 100 Gbs-1 was

estimated by use of the information entropy, resolution of the detection stage, sam-

pling rate and hashing reduction. Real time extraction rate was limited to 15 Mbs-1

due to the limited bandwidth available to the digital transfer between the detection

stage and the computer.

Further to the investigation of the effects experimental imperfections had on ran-

domness generation, a relative entropy analysis was performed to estimate the min-

imum requirements for indistinguishability between the two LASER sources. The

Kullback-Leibler divergence was calculated for different beat frequencies when com-

paring the experimental probability distributions to both an arcsine and Gaussian

distribution showing a transitioning level at a beat frequency of 582.37 MHz. This

threshold level provided a quantifiable limit to the required indistinguishability be-

tween the signal and local oscillator showing that it was still possible to extract

quality random numbers despite imperfections in the experimental system.

Improvements over the experimental system could be implemented by speeding up

the acquisition and post-processing of the electronics using field-programmable gated

arrays allowing GHz clock frequency operations. The generation rate could also be

increased by implementing higher resolution ADC units as well as APD detectors

with greater bandwidth. Additionally, future works could include a more detailed

analysis of the effect that the detector’s discretisation has on randomness extrac-
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tion and on information entropy estimation as well as a more refined formulation

of the heterodyne theoretical model incorporating physical limitations and side-

information. A comprehensive study on the theoretical heterodyne detection model

could also be performed aiming to develop a complete quantum formulation in terms

of Von Neumann entropy, trace distance of density matrices and coherent states

indistinguishability. Additionally, further studies could also aim to leverage the

present system by performing balanced homodyne detection on the output signals

towards the implementation of a semi-device independent architecture [36, 46].
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Chapter 6

Conclusions

Q
uantum technologies promise to bring vast improvements to important

fields of study such as imaging, computation, metrology and communica-

tion [1–3]. Specifically, quantum communication aims to bring absolute

security to worldwide digital infrastructures by leveraging the underlying physical

principles of quantum mechanics [4, 5]. However, stringent constraints on the deliv-

ering platforms requires radically different approaches in terms of state preparation,

distribution and amplification [6, 7].

Chapter 2 provided a brief introduction to classical digital communication focusing

on the description of the optical infrastructure for world wide networks. Emphasis

was given on the different amplification technologies commercially available as well

as their operational performances. Next, quantum amplification methodologies were

presented describing how these techniques are required in the context of quantum

communications due to the incompatibility between classical and quantum mechan-

ics.

Chapter 3 discussed a novel quantum device for thermal radiation amplification

based on a generalised double state displacement technique. Initially, a theoretical

description of coherent state expansion, temporal and spatial coherence, as well as

the Glauber-Sudarshan P -representation is provided followed by the description of
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the experimental research. Emphasis is also put on the study of the degree of “ther-

mality” of the radiation via a Hanbury Brown-Twiss like-experiment. Additionally,

a detailed account of the amplification effects for different operational settings and

displacement amplitudes is provided showing how the device is capable of arbitrarily

changing the mean photon number of the thermal radiation conditioned on specific

probabilistic detection events.

Chapter 4 presented a novel quantum amplifier based on the state comparison tech-

nique (SCAMP) which incorporated an active feed-forward mechanism. The device

was able to amplify highly attenuated coherent states modulated from a discrete set

of binary phase encodings with a success probability as high as 80 % and with an

average amplification gain of ≈ 15. Fidelity and correct state fraction estimation

showed that the feed-forward switch was able to double the device’s efficiency at

high mean photon numbers (|α|2 > 0.1) compared to the same device but without

the active feed-forward mechanism.

Chapter 5 introduced an optical quantum random number generator (QRNG) based

on heterodyne detection. The device was developed to test the ability of producing

random numbers that could be spent in any quantum technology that would require

absolute randomness. The analysis reported in this chapter showed the power be-

hind the heterodyne detection as well as the limiting factors that would hinder its

use. Emphasis was put on the mathematical tools used to assess the quality of the

generated numbers in addition to a detailed analysis. Under optimal calibration,

the QRNG was able to provide a fast off-line generation rate of 100 GBs-1 where all

random numbers passed stringent statistical tests before any randomness distillation

was applied.
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Future work

The thermal state amplifier provided a new approach to quantum amplification

based on a generalised double state displacement technique. The added benefits of

such a technique is that it enabled to either amplify or attenuate a thermal state

“at will” albeit conditioned on a probabilistic detection event. Future works could

investigate how different beam splitting transformations affect the final output state

focusing on the requirements for maximum amplification. The device also showed

that the final output state could create a photonic thermal differential conditioned

on the detection statistics which, in principle, could be used to extract useful work

[13, 14]. This effect could be further studied by quantifying its amount and evaluate

the optimal experimental configuration for maximum extraction. Additionally, next

generation experimental set-ups could integrate a tomography stage to estimate key

properties of the final state in the context of quantum amplification [15, 16] and

communication [17, 18].

The SCAMP device clearly showed that the active feed-forward mechanism was able

to provide considerable advantages over a scheme without its implementation, how-

ever, the system was limited only to a binary phase alphabet. Future investigations

could aim to increment the number of phase encodings as shown in previous works

[8–10] which could make such a device a suitable candidate as a self-contained de-

ployable quantum amplifier in the context of quantum communications. Naturally,

the biggest challenge linked to this endeavour is to reduce the electronic latency

of the switch itself as to limit the requirement for long optical delay lines which

would negatively impact the stability of the system. Additionally, future studies

could also investigate the possibility of transitioning to telecommunication wave-

lengths (1550 nm) exploiting the reduced transmission losses of optical fibres at

that specific spectral window as well as transitioning from bulk optical set-ups to

miniaturised chip-based platforms as to improve the overall efficiency of the system

[11].

The optical QRNG presented a clear description of the physical operational limi-
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tations found in such devices highlighting the need for precise calibration so that

maximum randomness can be extracted. However, the mathematical analysis could

be improved by measuring how the detector’s discretisation affects information en-

tropy estimation and randomness extraction. Moreover, the analysis could also

include a more refined formulation of the heterodyne theoretical model incorporat-

ing practical physical limitations and any side information that could be available

to a malicious user. It is also worth mentioning that in the context of information-

theoretically secure randomness generation, a complete quantum description of the

heterodyne detection model should be sought in terms of Von Neumann entropy [12],

trace distance of density matrices and coherent states indistinguishability. Further

studies could also see the implementation of a homodyne detection stage to leverage

the system to a semi-device independent architecture [19, 20].
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Appendix A

Statistical results of the NIST SP 800-22

and DIEHARD suites

Tables A.1 and A.2 report the lists of p-values relative to the statistical analyses

of the NIST SP 800-22 and DIEHARD suites respectively applied to the generated

random numbers for different beat frequencies ∆ω. Similarly, Tables A.3 and A.4

report the results of the same analyses but for different intensity differential ∆I.

All tables reflect the results of the statistical analyses when applied to the random

numbers prior to the use of a randomness extractor. In contrast, Tables A.5, A.6,

A.7 and A.8 report the p-values obtained when the statistical testing was performed

on the random numbers after the randomness distillation procedure was enforced.
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NIST SP 800-22

∆ω = 206.67 MHz ∆ω = 483.14 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result p-value Result

Frequency 0.964295 PASSED 0.864520 PASSED 0.888137 PASSED 0.001084 FAILED
Block Frequency 0.046169 PASSED 0.268854 PASSED 0.195163 PASSED 0.006990 FAILED
Cumulative Sums 0.422034 PASSED 0.009745 FAILED 0.006899 FAILED 0.007422 FAILED
Runs 0.155209 PASSED 0.122547 PASSED 0.619772 PASSED 0.007880 FAILED
Longest Run 0.739918 PASSED 0.662314 PASSED 0.378138 PASSED 0.009936 FAILED
Rank 0.378138 PASSED 0.523369 PASSED 0.002869 FAILED 0.004573 FAILED
FFT 0.723129 PASSED 0.751357 PASSED 0.002126 FAILED 0.002126 FAILED
Non Overlapping Template 0.060239 PASSED 0.006552 FAILED 0.000142 FAILED 0.002316 FAILED
Overlapping Template 0.551026 PASSED 0.239758 PASSED 0.008774 FAILED 0.001346 FAILED
Universal 0.500934 PASSED 0.096347 PASSED 0.264458 PASSED 0.006990 FAILED
Approximate Entropy 0.287306 PASSED 0.745881 PASSED 0.378138 PASSED 0.007422 FAILED
Random Excursions 0.340461 PASSED 0.423019 PASSED 0.004784 FAILED 0.169178 PASSED
Random Excursions Variant 0.146359 PASSED 0.075123 PASSED 0.003699 FAILED 0.132858 PASSED
Serial 0.311542 PASSED 0.009964 FAILED 0.002076 FAILED 0.000316 FAILED
Linear Complexity 0.186566 PASSED 0.008858 FAILED 0.001125 FAILED 0.000247 FAILED

Table A.1: Statistical results of the NIST SP 800-22 suite for different beat frequencies ∆ω when no randomness extractor is applied.
A test is successful if the p-value satisfies the condition p-value ≥ α, where α is the chosen level of significance. For all the tests a value
of α = 0.01 was chosen.
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DIEHARDER

∆ω = 206.67 MHz ∆ω = 483.14 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result p-value Result

diehard birthdays 0.120192 PASSED 0.091303 PASSED 0.365844 PASSED 0.903437 PASSED
diehard operm5 0.193108 PASSED 0.658364 PASSED 0.124769 PASSED 0.923316 PASSED
diehard rank 32x32 0.849925 PASSED 0.516639 PASSED 0.000000 FAILED 0.000000 FAILED
diehard rank 6x8 0.034400 PASSED 0.177627 PASSED 0.084594 PASSED 0.130760 PASSED
diehard bitstream 0.984981 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
diehard opso 0.451348 PASSED 0.304644 PASSED 0.982457 PASSED 0.018327 PASSED
diehard oqso 0.469156 PASSED 0.929787 PASSED 0.289625 PASSED 0.000000 FAILED
diehard DNA 0.526109 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
diehard count 1s str 0.468670 PASSED 0.652796 PASSED 0.496325 PASSED 0.038572 PASSED
diehard count 1s byte 0.584186 PASSED 0.832903 PASSED 0.886326 PASSED 0.000000 FAILED
diehard parking lot 0.166806 PASSED 0.011275 PASSED 0.000000 FAILED 0.000000 FAILED
diehard 2dsphere 0.818299 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
diehard 3dsphere 0.616278 PASSED 0.378491 PASSED 0.069852 PASSED 0.155917 PASSED
diehard squeeze 0.744275 PASSED 0.483018 PASSED 0.328914 PASSED 0.000000 FAILED
diehard sums 0.036712 PASSED 0.223761 PASSED 0.000000 FAILED 0.000000 FAILED
diehard runs 0.577855 PASSED 0.930592 PASSED 0.114144 PASSED 0.833271 PASSED
diehard runs 0.104087 PASSED 0.893037 PASSED 0.452249 PASSED 0.139655 PASSED
diehard craps 0.891617 PASSED 0.596908 PASSED 0.713058 PASSED 0.000000 FAILED
diehard craps 0.370901 PASSED 0.145876 PASSED 0.000000 FAILED 0.000000 FAILED
marsaglia tsang gcd 0.324908 PASSED 0.181394 PASSED 0.000000 FAILED 0.000000 FAILED
marsaglia tsang gcd 0.142665 PASSED 0.095079 PASSED 0.169742 PASSED 0.000000 FAILED
sts monobit 0.623604 PASSED 0.430809 PASSED 0.000000 FAILED 0.000000 FAILED
sts runs 0.395052 PASSED 0.262137 PASSED 0.699814 PASSED 0.000000 FAILED
sts serial 0.156429 PASSED 0.301604 PASSED 0.000000 FAILED 0.000000 FAILED
RGB bitdist 0.716622 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
RGB minimum distance 0.181222 PASSED 0.081779 PASSED 0.294631 PASSED 0.000000 FAILED
RGB permutations 0.804803 PASSED 0.359379 PASSED 0.102907 PASSED 0.838064 PASSED
RGB lagged sum 0.050637 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED

Table A.2: Statistical results of the DIEHARDER suite for different beat frequencies ∆ω when no randomness extractor is applied.
A test is successful if the p-value satisfies the condition 0.01 ≤ p-value ≤ 0.99.
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NIST SP 800-22

∆I ≈ 500 nW ∆I = 0.50 mW ∆ω = 1 mW ∆ω = 2.5 mW

TEST p-value Result p-value Result p-value Result p-value Result

Frequency 0.451542 PASSED 0.927354 PASSED 0.103944 PASSED 0.002874 FAILED
Block Frequency 0.550539 PASSED 0.120562 PASSED 0.905419 PASSED 0.700511 PASSED
Cumulative Sums 0.906358 PASSED 0.009623 FAILED 0.002408 FAILED 0.003233 FAILED
Runs 0.120752 PASSED 0.633168 PASSED 0.070102 PASSED 0.006772 FAILED
Longest Run 0.482665 PASSED 0.312490 PASSED 0.521170 PASSED 0.724098 PASSED
Rank 0.815475 PASSED 0.322650 PASSED 0.003189 FAILED 0.003557 FAILED
FFT 0.669642 PASSED 0.862461 PASSED 0.007411 FAILED 0.008709 FAILED
Non Overlapping Template 0.872523 PASSED 0.001812 FAILED 0.008522 FAILED 0.009592 FAILED
Overlapping Template 0.772505 PASSED 0.876265 PASSED 0.165679 PASSED 0.005034 FAILED
Universal 0.330856 PASSED 0.006943 FAILED 0.008854 FAILED 0.003791 FAILED
Approximate Entropy 0.269070 PASSED 0.176406 PASSED 0.005247 FAILED 0.006181 FAILED
Random Excursions 0.716775 PASSED 0.313332 PASSED 0.002750 FAILED 0.009143 FAILED
Random Excursions Variant 0.618884 PASSED 0.001043 FAILED 0.006310 FAILED 0.002008 FAILED
Serial 0.179195 PASSED 0.865856 PASSED 0.340246 PASSED 0.001440 FAILED
Linear Complexity 0.367812 PASSED 0.325428 PASSED 0.002556 FAILED 0.002074 FAILED

Table A.3: Statistical results of the NIST SP 800-22 suite for different intensity differential ∆I when no randomness extractor is applied.
A test is successful if the p-value satisfies the condition p-value ≥ α, where α is the chosen level of significance. For all the tests a value
of α = 0.01 was chosen.
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DIEHARDER

∆I ≈ 500 nW ∆I = 0.50 mW ∆ω = 1 mW ∆ω = 2.5 mW

TEST p-value Result p-value Result p-value Result p-value Result

diehard birthdays 0.098248 PASSED 0.262542 PASSED 0.000000 FAILED 0.000000 FAILED
diehard operm5 0.891531 PASSED 0.223861 PASSED 0.957691 PASSED 0.000000 FAILED
diehard rank 32x32 0.779126 PASSED 0.524729 PASSED 0.334651 PASSED 0.432962 PASSED
diehard rank 6x8 0.713544 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
diehard bitstream 0.127515 PASSED 0.885583 PASSED 0.650024 PASSED 0.000000 FAILED
diehard opso 0.504622 PASSED 0.886564 PASSED 0.906714 PASSED 0.335751 PASSED
diehard oqso 0.239356 PASSED 0.206929 PASSED 0.382700 PASSED 0.592894 PASSED
diehard DNA 0.273018 PASSED 0.619994 PASSED 0.798476 PASSED 0.000000 FAILED
diehard count 1s str 0.724656 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
diehard count 1s byte 0.104515 PASSED 0.597125 PASSED 0.000000 FAILED 0.000000 FAILED
diehard parking lot 0.578262 PASSED 0.835354 PASSED 0.000000 FAILED 0.000000 FAILED
diehard 2dsphere 0.210853 PASSED 0.618830 PASSED 0.000000 FAILED 0.000000 FAILED
diehard 3dsphere 0.028133 PASSED 0.697466 PASSED 0.000000 FAILED 0.000000 FAILED
diehard squeeze 0.751593 PASSED 0.541247 PASSED 0.286422 PASSED 0.000000 FAILED
diehard sums 0.290592 PASSED 0.953872 PASSED 0.236081 PASSED 0.536575 PASSED
diehard runs 0.210908 PASSED 0.435360 PASSED 0.000000 FAILED 0.000000 FAILED
diehard runs 0.787689 PASSED 0.806559 PASSED 0.000000 FAILED 0.000000 FAILED
diehard craps 0.811506 PASSED 0.704248 PASSED 0.052345 PASSED 0.087716 PASSED
diehard craps 0.238669 PASSED 0.251767 PASSED 0.176877 PASSED 0.240356 PASSED
marsaglia tsang gcd 0.279952 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
marsaglia tsang gcd 0.406338 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
sts monobit 0.132402 PASSED 0.614839 PASSED 0.358409 PASSED 0.365679 PASSED
sts runs 0.077119 PASSED 0.859819 PASSED 0.458738 PASSED 0.000000 FAILED
sts serial 0.896823 PASSED 0.000000 FAILED 0.000000 FAILED 0.000000 FAILED
RGB bitdist 0.206024 PASSED 0.950787 PASSED 0.000000 FAILED 0.000000 FAILED
RGB minimum distance 0.861589 PASSED 0.555907 PASSED 0.030970 PASSED 0.483027 PASSED
RGB permutations 0.801826 PASSED 0.731289 PASSED 0.596619 PASSED 0.000000 FAILED
RGB lagged sum 0.713915 PASSED 0.450438 PASSED 0.000000 FAILED 0.000000 FAILED

Table A.4: Statistical results of the DIEHARDER suite for different intensity differential ∆I when no randomness extractor is applied.
A test is successful if the p-value satisfies the condition 0.01 ≤ p-value ≤ 0.99.
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NIST SP 800-22

∆ω = 206.67 MHz ∆ω = 483.14 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result p-value Result

Frequency 0.909354 PASSED 0.514854 PASSED 0.618755 PASSED 0.322910 PASSED
Block Frequency 0.086713 PASSED 0.852108 PASSED 0.153082 PASSED 0.376781 PASSED
Cumulative Sums 0.626168 PASSED 0.997576 PASSED 0.522171 PASSED 0.990606 PASSED
Runs 0.234269 PASSED 0.404025 PASSED 0.699603 PASSED 0.073994 PASSED
Longest Run 0.750185 PASSED 0.426196 PASSED 0.813204 PASSED 0.385809 PASSED
Rank 0.325877 PASSED 0.986191 PASSED 0.720999 PASSED 0.419052 PASSED
FFT 0.107644 PASSED 0.737214 PASSED 0.640933 PASSED 0.083103 PASSED
Non Overlapping Template 0.129303 PASSED 0.981780 PASSED 0.501831 PASSED 0.032190 PASSED
Overlapping Template 0.063293 PASSED 0.149465 PASSED 0.894540 PASSED 0.471162 PASSED
Universal 0.565248 PASSED 0.499512 PASSED 0.077108 PASSED 0.898670 PASSED
Approximate Entropy 0.295680 PASSED 0.276356 PASSED 0.598252 PASSED 0.481120 PASSED
Random Excursions 0.374628 PASSED 0.659055 PASSED 0.938818 PASSED 0.624221 PASSED
Random Excursions Variant 0.290012 PASSED 0.213129 PASSED 0.444743 PASSED 0.036978 PASSED
Serial 0.877422 PASSED 0.613991 PASSED 0.211556 PASSED 0.524718 PASSED
Linear Complexity 0.063286 PASSED 0.863566 PASSED 0.448505 PASSED 0.552529 PASSED

Table A.5: Statistical results of the NIST SP 800-22 suite for different beat frequencies ∆ω after applying the randomness extractor.
A test is successful if the p-value satisfies the condition p-value ≥ α, where α is the chosen level of significance. For all the tests a value
of α = 0.01 was chosen.
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DIEHARDER

∆ω = 206.67 MHz ∆ω = 483.14 MHz ∆ω = 616.87 MHz ∆ω = 4205.72 MHz

TEST p-value Result p-value Result p-value Result p-value Result

diehard birthdays 0.775764 PASSED 0.142777 PASSED 0.894028 PASSED 0.293843 PASSED
diehard operm5 0.499567 PASSED 0.777919 PASSED 0.673521 PASSED 0.156815 PASSED
diehard rank 32x32 0.692687 PASSED 0.136433 PASSED 0.937027 PASSED 0.878684 PASSED
diehard rank 6x8 0.514705 PASSED 0.675821 PASSED 0.967257 PASSED 0.132951 PASSED
diehard bitstream 0.747198 PASSED 0.820511 PASSED 0.775802 PASSED 0.197065 PASSED
diehard opso 0.430069 PASSED 0.024168 PASSED 0.328780 PASSED 0.142008 PASSED
diehard oqso 0.451507 PASSED 0.570829 PASSED 0.786183 PASSED 0.421342 PASSED
diehard DNA 0.531886 PASSED 0.917190 PASSED 0.891100 PASSED 0.543937 PASSED
diehard count 1s str 0.893101 PASSED 0.060790 PASSED 0.802430 PASSED 0.338206 PASSED
diehard count 1s byte 0.234109 PASSED 0.815954 PASSED 0.351270 PASSED 0.172161 PASSED
diehard parking lot 0.037571 PASSED 0.946262 PASSED 0.676685 PASSED 0.853351 PASSED
diehard 2dsphere 0.930312 PASSED 0.676590 PASSED 0.909075 PASSED 0.261558 PASSED
diehard 3dsphere 0.877906 PASSED 0.911642 PASSED 0.304062 PASSED 0.081923 PASSED
diehard squeeze 0.762051 PASSED 0.093253 PASSED 0.724189 PASSED 0.448932 PASSED
diehard sums 0.648224 PASSED 0.176112 PASSED 0.530820 PASSED 0.631125 PASSED
diehard runs 0.023814 PASSED 0.470964 PASSED 0.878599 PASSED 0.121748 PASSED
diehard runs 0.443690 PASSED 0.656357 PASSED 0.298878 PASSED 0.941361 PASSED
diehard craps 0.690401 PASSED 0.212670 PASSED 0.553667 PASSED 0.871693 PASSED
diehard craps 0.556701 PASSED 0.747287 PASSED 0.887003 PASSED 0.835007 PASSED
marsaglia tsang gcd 0.138240 PASSED 0.195371 PASSED 0.160567 PASSED 0.038324 PASSED
marsaglia tsang gcd 0.018903 PASSED 0.594523 PASSED 0.606868 PASSED 0.910545 PASSED
sts monobit 0.728903 PASSED 0.305124 PASSED 0.495663 PASSED 0.263000 PASSED
sts runs 0.728197 PASSED 0.124426 PASSED 0.741121 PASSED 0.803593 PASSED
sts serial 0.740329 PASSED 0.340400 PASSED 0.582638 PASSED 0.469573 PASSED
RGB bitdist 0.095520 PASSED 0.822143 PASSED 0.682226 PASSED 0.271979 PASSED
RGB minimum distance 0.960094 PASSED 0.190099 PASSED 0.303942 PASSED 0.412961 PASSED
RGB permutations 0.241759 PASSED 0.201154 PASSED 0.701272 PASSED 0.186937 PASSED
RGB lagged sum 0.521886 PASSED 0.300248 PASSED 0.463526 PASSED 0.916728 PASSED

Table A.6: Statistical results of the DIEHARDER suite for different beat frequencies ∆ω after applying the randomness extractor.
A test is successful if the p-value satisfies the condition 0.01 ≤ p-value ≤ 0.99.
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NIST SP 800-22

∆I ≈ 500 nW ∆I = 0.50 mW ∆ω = 1 mW ∆ω = 2.5 mW

TEST p-value Result p-value Result p-value Result p-value Result

Frequency 0.638234 PASSED 0.369596 PASSED 0.413543 PASSED 0.375013 PASSED
Block Frequency 0.473715 PASSED 0.508380 PASSED 0.911430 PASSED 0.214367 PASSED
Cumulative Sums 0.345218 PASSED 0.578384 PASSED 0.492063 PASSED 0.269597 PASSED
Runs 0.583798 PASSED 0.879544 PASSED 0.070341 PASSED 0.446468 PASSED
Longest Run 0.093415 PASSED 0.567605 PASSED 0.543917 PASSED 0.770377 PASSED
Rank 0.240759 PASSED 0.591488 PASSED 0.464384 PASSED 0.862372 PASSED
FFT 0.664228 PASSED 0.360340 PASSED 0.353714 PASSED 0.261181 PASSED
Non Overlapping Template 0.953003 PASSED 0.305219 PASSED 0.166822 PASSED 0.367684 PASSED
Overlapping Template 0.744213 PASSED 0.708841 PASSED 0.703883 PASSED 0.016164 PASSED
Universal 0.380602 PASSED 0.902481 PASSED 0.325161 PASSED 0.601112 PASSED
Approximate Entropy 0.304817 PASSED 0.133764 PASSED 0.394472 PASSED 0.819511 PASSED
Random Excursions 0.981364 PASSED 0.863370 PASSED 0.092983 PASSED 0.344335 PASSED
Random Excursions Variant 0.243768 PASSED 0.324627 PASSED 0.984604 PASSED 0.552768 PASSED
Serial 0.751759 PASSED 0.843433 PASSED 0.175221 PASSED 0.904067 PASSED
Linear Complexity 0.114073 PASSED 0.747642 PASSED 0.732078 PASSED 0.720295 PASSED

Table A.7: Statistical results of the NIST SP 800-22 suite for different intensity differential ∆I after applying the randomness extractor.
A test is successful if the p-value satisfies the condition p-value ≥ α, where α is the chosen level of significance. For all the tests a value
of α = 0.01 was chosen.

204



A
p
pen

d
ix

A
:

S
ta

tistica
l

resu
lts

o
f

th
e

N
IS

T
S

P
8
0
0
-2

2
a
n

d
D

IE
H

A
R

D
su

ites

DIEHARDER

∆I ≈ 500 nW ∆I = 0.50 mW ∆ω = 1 mW ∆ω = 2.5 mW

TEST p-value Result p-value Result p-value Result p-value Result

diehard birthdays 0.518590 PASSED 0.815535 PASSED 0.634282 PASSED 0.944832 PASSED
diehard operm5 0.937988 PASSED 0.957273 PASSED 0.075997 PASSED 0.438784 PASSED
diehard rank 32x32 0.324423 PASSED 0.141371 PASSED 0.141893 PASSED 0.799829 PASSED
diehard rank 6x8 0.524269 PASSED 0.935372 PASSED 0.978573 PASSED 0.411696 PASSED
diehard bitstream 0.373764 PASSED 0.232317 PASSED 0.447110 PASSED 0.270897 PASSED
diehard opso 0.459914 PASSED 0.434247 PASSED 0.264431 PASSED 0.141040 PASSED
diehard oqso 0.420844 PASSED 0.506723 PASSED 0.327838 PASSED 0.680995 PASSED
diehard DNA 0.444232 PASSED 0.436950 PASSED 0.787163 PASSED 0.809245 PASSED
diehard count 1s str 0.747070 PASSED 0.783471 PASSED 0.501242 PASSED 0.554078 PASSED
diehard count 1s byte 0.628135 PASSED 0.106029 PASSED 0.250763 PASSED 0.613411 PASSED
diehard parking lot 0.308861 PASSED 0.761628 PASSED 0.271885 PASSED 0.048716 PASSED
diehard 2dsphere 0.300631 PASSED 0.555238 PASSED 0.959693 PASSED 0.685342 PASSED
diehard 3dsphere 0.713524 PASSED 0.557849 PASSED 0.532687 PASSED 0.868210 PASSED
diehard squeeze 0.395237 PASSED 0.458906 PASSED 0.214080 PASSED 0.752128 PASSED
diehard sums 0.545758 PASSED 0.360240 PASSED 0.696978 PASSED 0.117038 PASSED
diehard runs 0.016479 PASSED 0.595356 PASSED 0.655993 PASSED 0.578406 PASSED
diehard runs 0.901753 PASSED 0.633286 PASSED 0.525050 PASSED 0.264431 PASSED
diehard craps 0.060147 PASSED 0.727311 PASSED 0.171006 PASSED 0.284789 PASSED
diehard craps 0.264239 PASSED 0.546154 PASSED 0.540443 PASSED 0.782351 PASSED
marsaglia tsang gcd 0.862213 PASSED 0.781790 PASSED 0.960039 PASSED 0.186859 PASSED
marsaglia tsang gcd 0.921987 PASSED 0.054249 PASSED 0.245833 PASSED 0.018678 PASSED
sts monobit 0.668162 PASSED 0.896717 PASSED 0.570968 PASSED 0.162352 PASSED
sts runs 0.502320 PASSED 0.566378 PASSED 0.194506 PASSED 0.327713 PASSED
sts serial 0.711717 PASSED 0.551870 PASSED 0.149436 PASSED 0.382756 PASSED
RGB bitdist 0.398638 PASSED 0.575207 PASSED 0.029013 PASSED 0.576028 PASSED
RGB minimum distance 0.923552 PASSED 0.114735 PASSED 0.727507 PASSED 0.961112 PASSED
RGB permutations 0.606708 PASSED 0.715272 PASSED 0.306697 PASSED 0.459842 PASSED
RGB lagged sum 0.057068 PASSED 0.387645 PASSED 0.364482 PASSED 0.291832 PASSED

Table A.8: Statistical results of the DIEHARDER suite for different intensity differential ∆I after applying the randomness extractor.
A test is successful if the p-value satisfies the condition 0.01 ≤ p-value ≤ 0.99.
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